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D) RDP

BBenenue

B HacrosmieM JOKyMEHTE OIMCaH TOPSIOK NEPBUYHONH HACTPOWKUA O0OpYJIOBaHHS
ABTOMATH3MPOBAHHOW CHCTEMbI YIPABJICHUS W MOHHUTOPUHTa ¢ (DYHKIMEH IepeHanpaBIeHHs
tpaduka EcoNPB (Network Packet Broker) ¢ mporpammusim o6ecnieuenuem (I10) EcoDPIOS-LB
(manee — YcTpoiicTBO).

HekoTopble KOMaH/bl U 3HAYEHHs MApaMETPOB MOTYT OTJIMYAThCSA B OOJiee MO3MHHUX WU
0oJiee paHHHUX BEPCHUSX MpOrpaMMHOro obdecrieueHus. s momydenus: uadopmarmu 00 aKTyaabHOM
BEPCHUH TPOrPAMMHOIO OO0ECHCUCHHUs W JOKYMEHTAI[MH OOpaTHUTECh Ha CAWT MPOHM3BOIAMUTEIS
http://rdp.ru/ nnm B ciny»)0y TEXHUYECKOM MOIICPIKKH.

VYkazanus, conpoBoxaatomuecs: cinoBamu « BHUMAHUEY nnmu «BAYXKHO», o0si3aTensHbI
JUIS BBIMOJHEHUS. HeBBIMIONIHEHNWE MaHHBIX YyKa3aHUW MOXKET BBI3BATh HapylIeHHE pPaOOThI
000pyIOBaHUS ¥/MITN BCTPOSHHOTO IPOTPAMMHOTO 00ECTICYCHHUS.

B ciyuyae oOHapyXeHUS HEUCIPABHOCTH, KOTOPYIO HE YAAETCsl YCTPAHUTh C IOMOILBIO
MIPOIIECCOB, OINMMCAHHBIX B PYKOBOJCTBE IIOJIB30BATEISA, CIEIYEeT OOpAaTHTHCA B TEXIOIIACPIKKY
OO0 «PAILPY», mpomenypa B3auMOICHCTBUS, CPOKHM OTBeTa, (hopMa 3asiBKH ONHMCAHBI B
pernamente texnoaaepxkku OO0 «PAILPY».
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,HJ'IS[ HariisiIHOCTH B TCKCTC JOKYMEHTAIIMU UCITIOJIB3YIOTCs PAa3JIMYHbBIC CTUIIN O(bOpMJ'IeHI/ISI. Oo0iactu
IIPUMEHCHUA CTHIICH YKa3aHbI B TaGJ’II/IHC HHWXKE.

Yci10BHBIC 0003HAYCHUSA

Tabmuma 1
Ctuab oopmiienusi Oo6aacTh NpUMeHeHust IMpumep
[lomy>xupHbIit IpUPT Ha3zBanus snemMeHTOB Jl11s mepexoa B KOpeHb JepeBa KOHPHUTYpaIrtun

[1OJIb30BaTCIILCKOIO MCroNb3yiTe KoManay end
nHTepdeiica (KoMaHIbI,

KHOIIKY KJIaBUATYPHI,
CHUMBOJIBI KOHCOJIIH,
pEKOMEHTyeMble 3HAUCHUS
BBOJMIMBIX [TAPAMETPOB)

pudr Courier New |[Ipumeps! koxa. [Ipumepsr |KomaHna cMeHBI napodis:

BbIBOJ1a KOHCOJIA admin> call aaa change-password
user admin password <HOBBM NapPOJb>

Pamka, [Ipumepn! BiBosIa KoHCoNM  |[Ipu ycrenHo# cMeHe maposis OyaeT BhIBEIcHA
TOJIyOOM IIBET ciemyromas HHPOpMaIus:
doHa change-password {

return-code 0

msg

}

B tabnuiie Huke MPUBEACHBI YCIOBHBIE 0003HAUEHUS, UCIIOIb3yEeMble MPU OMMMCAHUN KOHCOJH.
Taobnuua 2

Yci0BHOE 0003HaYEeHE Pacun¢porka IIpumep

Onucanne KOHCOJIH

3HavyeHue napamerpa, KOTopbie

<> <4acThb KOMaHIbI>
BBOJIUTCS I10JI30BaTEIEM

[1] HeoObs13aTenpHbIe TapaMeTpPhI <4acTh KOMaH]bI>
Bribop omHOro u3 BapraHTOB

{3 p oA p <4acTb KOMaHJIb[>
napameTpoB
[lepeunciienre BapuaHTOB

| CpeHHCIICHHIC Bap 0 <4acTh KOMaHJIbI>
rmapaMeTpoB UIET Yepe3 3HaK |
IIpumepsl
[pudt Courier New |BviBox KOHCOIH ecoswitch> configure

Enter configuration commands,
one per line. End with CNTL/Z.
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AAA
API
ARP
BASH
BMC
CHAP
CLI
COM-niopt
CPU
DNS
DSCP
ECN
FEC
FTP
Gb
GNU
GRE
HTTP
ICMP
IP
LACP
LAN
LAG

MAC-address

CnucoK TEePMUHOB U COKpPALlCHU I

Authentication, Authorization, Accounting
Application programming interface
Address Resolution Protocol
Bourne-Again SHell

Baseboard Management Controller
Challenge Handshake Authentication Protocol
Command Line Interface
Communications port

Central Processing Unit

Domain Name System
Differentiated Services Code Point
Electronic Communication Network
Forward Error Correction

File Transfer Protocol

Gigabyte

GNU's Not Unix

Generic Routing Encapsulation
HyperText Transfer Protocol
Internet Control Message Protocol
Internet Protocol

Link Aggregation Control Protocol
Local Area Network

Link Aggrigation

Media Access Control address

EcoNPB (Network Packet Broker) PykoBoacTBo nonb3oBaress
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MGMT
MIB
MPLS
MTU
NTP
oID
o
PAP
QSFP
RELP
RPC
SDN
SNMP
SSH
TACACS
TCP
TOS
TFTP
UDP
UNIX
USB
uTC
VLAN
WAN

000

Management

Management Information Base
Multiprotocol label switching
Maximum Transmission Unit

Network Time Protocol

Object identifier

Open Systems Interconnection
Password Authentication Protocol
Quad Small Form-factor Pluggable
Reliable Event Logging Protocol
Remote Procedure Call
Software-defined networking

Simple Network Management Protocol
Secure Shell

Terminal Access Controller Access-Control System
Transmission Control Protocol

Type of Service

Trivial File Transfer Protocol

User Datagram Protocol

Uniplexed Information and Computing System
Universal Serial Bus

Coordinated Universal Time

Virtual Local Area Network

Wide Area Network

OO611ecTBO ¢ OTPaHUYEHHOW OTBETCTBEHHOCTHIO

EcoNPB (Network Packet Broker) PykoBoacTBo nosib3oBaTesst
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D) RDP

1 ApxuTeKTypa ceTeBOro peneHus

B nanHOM pa3zzneie coepKUTCs ONMCaHueE pa3MelLeHusl Y CTPOICTBa B CETH OIlepaTopa, a TAKXKe
KOHIIeTHs HHTepdeiicoB Y cTpoiicTaa.

1.1 Haznayenue Opokepa ceTeBbIX IAKETOB

Bpoxkep ceressix makeroB (NPB — Network packets broker) — criermanusupoBanaoe
BBICOKOIIPOU3BOIUTEIBHOE CETEBOE Y CTPOMCTBO, 00ECIICUMBAIOIIEE TOCTYIT K CETEBOMY Tpa(uKy
Pa3IUYHBIX CHCTEM MOHUTOPHUHTA, aHAIM3a, 00paboTKU Tpaduka, TAKUX KaK: aHATU3aTOPI
0e30MacHOCTH, CUCTEMbl MOHUTOPHUHTA KAU€CTBA U MPOU3BOIUTEIBLHOCTH, KOMILIEKChl DPI,
cucTeMbl QUIIBTpaIK U apyrre. B ero ocHoBe P4-nporpaMmupyembiii KOMMyTaTop, OJHaKO, B
OTJIMYHE OT KOMMYyTaTopa, OpOKep CETEBBIX MTAKETOB HE M3MEHSET IMPOXOISIIHIA Yepe3 Hero Tpapuk
€CJIM TaKO€ M3MEHCHHE HE 3a/1aHO SIBHBIM 00pa3oM. Y CTPOUCTBO MO3BOJISCT MPUHATH TPa(QUK Ha
OJTHOM HJIM HECKOJIbKUX MHTep(eiicax, BEIIOIHUTH IPEABAPUTEIILHYIO 00pabOTKY U BBIBECTH €TI0 B
OJTH WJTH HECKOJIBKO HHTEP(EHCOB.

[Ipu 3TOM BO3MOXKHBI CIICIYIONINE PESKUMEBI iepeaaun Tpaduka: pactipenencaue (1:N), arperanus
(M:1), pactipeneneHue «MHOTHE-KO-MHOTUMY (N:M).

Oynkmu nepenayn u 00padoTKu Tpadrka MOTYT OBITH KaK MPOCTHIMU — MIEpeiada, PeITHKALUs
(mirror), copoc (dismiss), TaK 1 OTHOCHUTENFHO CIIOKHBIMU — (DUIBTpAIMS HA OCHOBAHUH
pasznuuHbiX npu3HakoB L1 — L4 ypoBuei OSI.

YcTpoiicTBO ¢ MakCUMaIbHOM 3()(hEeKTUBHOCTBIO peanu3yeT PyHKIUN 00cayKUBaHUs Tpaduka B
stateless pexuMe, KOTOPBIN HE MPEAIOIaraeT BO3MOKHOCTh COXPAaHEHUSI HH(POPMAIIUHU O CECCUSIX U
IPOYUX COCTOSIHUAX Tpaduka.

1.2 OcHOBHBIE BO3MOKHOCTH OPOKepa CeTeBbIX MMAKETOB

YceTpoiicTBO obecrieunBaeT: nepeHanpaBieHue, pacipeesieHne, peruInKauo/3epKaaTupoBaHue,
OaTaHCUPOBKY Harpy3Kku, GUIBTPAIUIO0 U MOAU(DHUKAIINIO TOTOKOB TpaduKka Ha TePaOUTHBIX
CKOPOCTSIX.

B kauectBe kpuTepueB i GUIBTPAUHU TpagrKa BOZMOKHO UCTIOIH30BATh Pa3IMYHbIC TIPU3HAKU
L1-L4 yposneit OSI:

e (usnyeckue (MOPTHI, JIUHK),
e cereBble U TpaHcnopTHbIe 3aronoBku Ethernet/IP/TCP/UDP/ICMP.

Tax, YcrpoiicTBo BBINONHSET GUIbTPaLIMIO TparKka Ha ocHOBaHUU Tuna npotokona (IPv4, ARP,
ICMP u 1.1.), MeTrok VLAN, teroB MPLS, merok IP-TOS/DSCP, IP-anpecos, TCP u UDP noptos,
¢mnaros TCP, none3Hoii Harpy3Kke nakera 1 Ipyrux napamMeTpoB B pa3iIMYHbIX COUETaHUSIX.
KoHnkpeTHble BO3SMOXKHOCTH KiIaccu(UKaLUKU TpauKa OMHMCaHBbI Aajiee B HACTOSIEM PYKOBO/ICTBE.
Jlng peanuzanuy HETPUBUAIIBLHBIX ClIEeHApUEB 00pabOTKH TpaduKa ciaenyeT 0OpaTUThCS K
npousogutennto — OO0 «PAILPY».

EcoNPB (Network Packet Broker) PykoBoacTBo nosib3oBaTesst
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D) RDP

YcTpolicTBO peJHA3HAYCHO /TSl UCIIOJIB30BaHUS B COCTaBE CUCTEMBI YIIPABJICHUS TPAPUKOM
OIIEPaTOPCKOTO KJacca, a TaKkkKe B IEHTpax o0paboTku naHHbIX. [lanHOE 000pyI0BaHKe
nojaepxuBaeT 3 HekTuBHY0 paboTy ceTeil Ha CKOPOCTSAX OT €AMHUIL 10 CTa TUTA0UT B CEKYHY.

1.3 Pa3menienue B ceT oneparopa

YeTpoiicTBO BeTaeT "B pa3phiB" CYIIECTBYIONIUX MaruCTpaIbHBIX KaHAIOB Tpaduka (CM. PUCYHOK
Huxke). OCHOBHOM 3IIeMEHT, 00padaTeIBarouil Tpaduk, MOKET OBITh KJIACTEPU30BaH JIJIs
YBEJIMUYEHUS IPOMYCKHON CLIOCOOHOCTH KOMILIeKca. [[js 3Toro npeaycMoTpeHa nojacuctemMa
MOHHUTOPHHTA, aHaTN3a, 00paboTKH Tpaduka, pacrpeaesionas BXOASIIMNEe U 00beINHSIOMAs
HCXOIAIINE TOTOKK 00pabaTeiBaeMoro Tpaduka.

Ha cxeme Hmke n300pakeH BapuaHT pa3MellleHus1 Y CTPOICTBa B CETH orepaTopa.

KommyTtaTtop
INTERNET
o} GO0O0 s
mgmt
00000 00000 ofoYoNofo EcoNPB
00000 00000 00000
COPM AHanuzatop Knuk-xayc
Pucynok 1

J171s1 BBICOKOHArpy>KEHHBIX Y3JI0B TPEOyeTCsl yCTaHOBKA HECKOJBKUX Y CTPOMCTB JIst 00paboTKH
BCET0 nocrynaroiero rpadguka. B aTom ciyuae tpaduk nepenaercs Ha ynpasisioniee Y CTpoicTBo,
KOTOpO€ 3aHMMAETCS paclpeaeseHUEM BXOASIIEro Tpaduka BHYTPH (pEpMbl U arperupoBaHUEM
00paboTaHHOT O TpaduKa.

HpI/I HeO6XOI[I/IMOCTI/I B IOACUCTEME MOT'YT OBITh HECKOJIBKO AHAJIN3aTOPOB.

Takxe YCcTpoiCTBO MOXKET OCYIIECTBIISATh 3epKATMpPOBaHNE TpaduKa.
1.3.1 bBbanancupoBka Tpaduka u pacnpeejieHue NOTOKOB

OtnenbHble moTokH Tpaduka (flow) JOIKHBI POXOIUTH BCET/Ia YEPE3 OJHO U TO XKE AP0
yCTpoiicTBa. DTO HEOOXOAMMO Ji1 KOPPEKTHOTO pacro3HaBaHus Tpaduka, Uit IpaBUIbHOTO
NPUMEHEHHS OJUTUK Ha OCHOBAaHUY BHJIOB TpaduKa, IPOTOKOJIOB U ADOHEHTCKUX HACTPOEK, a
TaKKe 110 PALY ApYyTUX IPUYUH.

Jannas GyHKIus peanusyercs npu nomoinu hash GyHKIMM, pacCUUTHIBAEMOM 110 33JaHHBIM
YCIOBUSIM. Y CTPOUCTO CIIOCOOHO pa30MpaTh MHOKECTBO PA3IMUHBIX UHKAIICYIISINN C IIETBI0
noy4yuTh uHpopmaruio u3 nojueit [Pv4/IPv6 nmpoTokosioB, B TOM 4nciie PEKypPCUBHO
aHanu3upoBath TyHHenu Q-in-Q, MPLS, GRE, IP-in-1P.

EcoNPB (Network Packet Broker) PykoBoacTBo nonb3oBaress
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B cnyuae peskoro yBennueHus Tpaduka B OJJHOM U3 MOTOKOB aHAIHM3ATOPa Y CTPOHCTBO MOXKET
JaTh KOMaHJy MepepacipeienuTh MOTOKH MEXKAY aHAIM3aTopaMu, 00ECIIEYUB UX PABHOMEPHYIO
3arpy3ky. Kpome Toro, YcTpoicTBO MOXKET IepepacipeieuTh NOTOKU MEKIY
paboTOCIOCOOHBIMU aHANM3ATOPAMHU B CIIy4Yae BBIXO0JIa U3 CTPOSI OJJHOTO WJIM HECKOJIBKUX U3 HUX
(pezepBupoBanne N+X).

1.3.2 AKTHBHOe ynipaBjieHHe NOTOKAMH, Pe3ePBUPOBaHNE

1.3.3 Pab6ora ¢ acuMMeTPUYHBIM TPaPUKOM

Ha ananuzaropsl 10/DKHBI ToagaTh 00a HanpasyieHus Tpaduka kaxxaoro notoka (Ingress u
Egress). 910 He00X0AMMO U1 OBBIIIEHUS Ka4eCTBa paclio3HaBaHMs Tpaduka IPpUI0KEHUH.
Uro0bl peann3oBath 3TO, Ha Y CTPOHCTBO 3aBOJISATCS BCE JIMHKHU, Y€Pe3 KOTOPBIE MOXKET MPOXOIUTh
Egress u Ingress HanpaBieHUst aCUMMETPUYHOTO TpadukKa.

1.3.4 TIlepenanpasiienue TpaduKka HA BHEIIHUE CUCTEMbI

B npomiecce pacro3naBaHus 1 aHATM3a TpaPUKa BO3MOKHBI CUTYaIHH C TIPOBEIACHHEM
JIOTIOTHUTEJILHBIX IEHCTBUIN HaJ OompeeieHHbIM BUIoM Tpaduka. [losTomy y YcTpoiicTBa ecth
GYHKIUS TIOJKpacKy Tpaduka JUIsl TalbHEeHIeH 00paboTKN WK TIepeHanpaBieHus Tpaduka, B
3aBUCHMOCTH OT TpeOOBaHUM.

1.3.5 Pexum oduioyauura

EcTb cutyanmu, B KOTOPBIX TpaguK OJHOTO MM HECKOJIBKUX IMMOTOKOB MJIH TPa(HK LEI0To Kitacca
(multicast, cooOmenus nporokosa LACP) He HyxaaeTcst B pacrio3HaBaHUM (HarIpuMep,

MM PPOBAaHHBIA CKOPOCTHOW TyHHENB). B 3TOM ciiyuyae YcTpolicTBO MOXKET J1aTh

KOMaHJy MPOIYyCKaTh TaKOH Tpa(uK Mpo3pavyHo, HE OTMPABIISAL STOT MOTOK Ha aHanNuU3aTop. Takum
0o0pa3oMm, Harpy3Ka MOKeT ObITh CHH)KEHA. Y CTPOMCTBO CLIOCOOHO aHAM3UPOBaTh TpapuK Ha
ypoBHsx L2-L4 monenu OSI, 3a cueT yero MoxHO OonpeaensiTh U oQpQroaTuTb pa3IuyHbIe KJIACChI
Tpaduka, TeM caMbIM pasrpy:xast DPL.

1.3.6 Ilpo3paunblii peskuM ¢ 3epKAJMPOBAHHEM HA YCTPOICTBA

VYeTpoiicTBO MOXKET oOecriedrBaTh MACCUBHBIN peXUM paboThl aHanu3aTopa. B atom pexume
TpaduK Mpo3payHO MPOMyCKaeTcs yepe3 Y CTpOHCTBO, a Ha aHAINU3aTOP OTIPABIAETCS KOMHUM JUIs
aHayM3a U cOopa CTaTUCTUKU. B TakoMm pexxrme ya00HO TPOBOAUTH PabOThI IO TEXHUYECKOMY
00CITy’)KHBaHUIO KOMILIEKCa (PEMOHT (epMbl, OTIIAAKy (PyHKIIMOHUPOBAHMA U T.1.) 6€3
BO3JICUCTBUS Ha TpaduK.

1.4 IopTsl

[Topr (port) — puzmueckoe ycTpornCTBO MOAKIIOYESHHUS.

HOpTaMI/I B TAHHOM JOKYMCHTC CHHUTAIOTCS (1)I/ISI/I‘IGCKI/Ie TOYKH BXOJa U BbIXOAa I/IH(l)OpMaHI/II/I Ha
VYcerpoiictse.

EcoNPB (Network Packet Broker) PykoBoacTBo nosib3oBaTesst
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C TOYKHM 3peHHsI HA3HAYCHUS TOPTHI MOTYT MCIIOJIb30BAThCS ISl ITepeiaun COOCTBEHHO TpaduKa
(data-plane) wiu ass mepenayn yrnpasJisioluX CUrHAIOB (management, uiau control-plane).
YCTpoiicTBO MMEeT Kak MUHMMYM OJIMH management-rmopr.

C ToukH 3peHus NOJIKIIOYCHHSI IOPTHl KOMIIOHEHTOB MOTYT OBbITh pa3/ieleHbl Ha BHEIIHUE U
BHYTPEHHUE. BHEIIHUMHU CYUTAIOTCA ITOPTHI, YEPE3 KOTOPHIE Y CTPOMCTBO MOAKIOYAETCS K
BHEIIHEH ceTH, BHYTPEHHUMH — Yepe3 KOTOphIe Y CTPOCTBA MOAKIIOUEHBI MEXKIY COOO.

UYepes BHEUIHHUE NTOPTHI OCYLIECTBIISIOT MOAKIOYEHNE "B pa3phIB'.

B Vcrpoiicte cymectByer pasneneHue BHemHux moptoB Ha LAN 1 WAN-1opThI.

LAN-moptsr (Local Area Network) moakiro4aroTcst K KIIMEHTCKUM yCTPOHCTBAM MJTH K
obopynoBanuio Hrwkectosiero omneparopa. WAN-mopter (Wide Area Network) moakirodarorest K

CCTHU I/IHTepHeT niIn K 060py,HOBaHI/IIO BbBIIICCTOAIICTO OII€paTopa.

B xoHurypamuio noptsl 100aBIsIOTCS aBTOMaTu4ecku ¢ Ha3BanueM P<N>, rne N — nenoe uucio.

packets packets

™ oot ] ™ o

- -

mgmt pl p2

EcoNPB

Pucynoxk 2
Takxke pa3nu4aroTcs MOHATUS HanpaBiIeHUs TpaduKa U IaKeTOB.
Hanpasnenus tpaduxa:

e Ingress — Tpaduk, HAYLIUI B IOKATbHYIO CETh WM CeTh HIKecTosAwero oneparopa (LAN),
o Egress — tpaduk, naymumii B ro6anbHy0 CeTh WK CETh BBIIIECTOSAIIETO OnepaTopa
(WAN).

HaHpaBJ’ICHI/ISI IHaKCTOB:

e In— maxker, Bxoasmuii B mopT (LAN),
e Out — maker, ucxomsmuit u3 mopta (WAN).

EcoNPB (Network Packet Broker) PykoBoacTBo nonb3oBaress
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Hampumep, o6pamenne aboHeHTa K caidTy B ceTu MHTepHeT npuaeT Ha mopT LAN kak BXoasuui
naket (in). A mocie 00paboTKH yCTPOHCTBOM 3TO e oOpaieHue BoiineT u3 nopra WAN kak
ucxonamui naket (out). OTBeT OT caiiTa mocTynuT cHadayia Ha mopt WAN kak Bxoasmwii (in), a
nociie 00padotku Oyxaer ornpasieH u3 mopra LAN B ctopony aboneHTa (out).

1.5 Tunsl uaTEpPeiicos

WnTepdeiic — normueckas cymuocts. HTEpdeiic 0JHO3HAYHO CBSI3BIBACTCS C IOPTOM, OJIHAKO HA
OJIUH MOPT MOXKET ObITh HA3HAYEHO HECKOJIbKO HHTEP(EHCOB.

WuTepdeiic xapakTepusyercs onpeereHHbIM HabopoM npu3HakoB. CyliecTByeT HECKOIBKO THUIIOB
uHTepdericoB: mgmt, lane, interface.

1.5.1 Tun Interface

BbazoBerii Bug nntepdeiica. Mconb3yercst i nepeaayn Tpaduka win JOrHpyroied nHpopManuu
(orupyromas uH(opmanus nepegaercs Mmexxay YcrpoictBamu). C TOUKH 3peHUs pealu3aluu
JIAHHBIN TUT HHTEepdericoB oTHOCHTCS K data-plane.

XapakTepuCTUKU HHTepdeiica:

o BHemHUN (LAN nwim WAN),
e BHYTpeHHHUH (mgmt-unTepeiic).

LAN Ha3bIBatoTCsl UHTEPQEICHI, TOAKII0YaeMbIE B JIOKAJIbHYIO CETh, CETh HUKECTOSIIETO
oneparopa wiu k EcoBypass.

WAN Ha3bIBatoTCst HHTEP(ENCHI, TOIKII0UAaeMble B INI00aTbHYIO CETh, CETh BBILIECTOSIIETO
oneparopa win kK EcoBypass.

BuyTpennuM HazbiBaeTcsi mgmt-uHTEpPEiic.
1.5.2 Tun Lane

Tun unrepdeiica, HacTpanBaeMblil B KOHpUrypauuu noptos. Hanpumep, B ciyyae kadens-
pasBerButens ¢ QSFP+ Ha 4 unrtepdeiica SFP+, kaxplii u3 yetelpex kaHanoB uaTepdeiica QSFP+
CBsI3BIBAETCS ¢ MHTEpdeiicoM Tuna lane (TEpMUH HCIONB3YETCS B BHICOKOCKOPOCTHBIX
cneundukanusax HTepHeTa, B KOTOPBIX (PU3MUECKUI YPOBEHb peai30BaH Ha HECKOJIBKUX
NapauIeIbHBIX AYIUIEKCHBIX JTUHUSIX CBSI3H).

[Tpu sToM Bce 4 untepdeiica Tumna lane mpuBsA3bIBalOTCSA K 0lHOMY mopty. Habop xapakTepuctuk
uHTepdeiica lane ananornuen nntepdeiicy tumna Interface.

Kab6enb-pazserButens ¢ QSFP+ Ha 4 unrepdeiica SFP+ moxer paboTaTh B HECKOJIBKUX PEKUMAX:

e 1lane—40 Gb,
e 4lane —4x10 Gb.

Kab6enb-pazserButens ¢ QSFP28 na 4 unrepdeiica SFP28 MoxxeT paboTaTth B HECKOIBKUX
peKIMax:

EcoNPB (Network Packet Broker) PykoBoacTBo nosib3oBaTesst
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e 1lane— 100 Gb,
e 2 lane —2x50 Gb,
e 4 lane —4x25 Gb.

1.5.3 Twun mgmt

Mgmt, niim management-unartepdeiic — naTepdeiic, MpUBI3aHHBIN K YIPaBIIOIIEMYy management-
nopty. Mcnionb3yeTcs aiis nepefaadu yupasisitonux curuainoB. C TOUKU 3peHust peajiu3aluu
JaHHBIA TUI HHTEpdEHCcoB OTHOCHTCS K control-plane.

YcTpoiicTBO MMeeT Kak MUHUMYM OJIMH management-mopT.
[TapameTrpsr mgmt-uHTEpPEiica:

e IP-amgpeca (c mackoii moacern) uaTepdeiica ynpasieHus;

e uMs YCTpPOWCTBa;

e cnucok [P-agpecoB cepepoB DNS;

e MapuIpyT K CETH Ha3HaueHus, [P-aapec nuiro3a, Macka noJceTu.

EcoNPB (Network Packet Broker) PykoBoacTBo nonb3oBaress
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2 OobopynoBanue

B nanHOM pasjene copepKUTCsi ONMCaHUe TTOAIeP)KUBAEMOT0 000PYI0BaHHSI.

2.1 AnnapaTHbie IJIATGOPMBI

YcTpoiicTBO, B 3aBUCMIMOCTH OT UCIIOJHEHUS, CHaOkeH 32 win 64 mopraMu MpoIryCKHON
cniocobHocThIO 100 I'6/cek.

VY CTpoiicTBO BBITYCKAIOTCS B IBYX BapHaHTax cTaHaapTHOro gopm-gpakropa 19 mroiimon: 1U (32
nopta) u 2U (64 moptoB). [Ipumepnsiii Bua 2U YcTpoiicTBa MoKa3aH HUKE.

Pucynok 3

Pa3mepsr YcerpoiicTBa 1€al0T €ro COBMECTUMBIM | € 21 TI0MMOBBIM CTaHIapTOM (Uepe3
CIeIHAIbHBIN MEPEXOIHHUK).

Kaxxnpiii mopt YcrpoiicTBa mpeiHa3HaueH s YCTaHOBKU MHTep(EeNCHBIX MOy e
QSFP28/QSFP+ u ciocoben padorats B pexxumax 100 Gb, 40 GbGb, 2x50 Gb, 4 x 10 Gb

i 4x25 Gb. [ns noakmoueHust ycrpoicTs ucnomnb3ytores kabenu DAC QSFP+ 40GE nnu
QSFP28 100GE. [lns BxitoueHHsI B CETh OTIEpaToOpa CBSA3U UCIIONB3YIOTCS ONTHYECKUE MOJTYITH
QSFP28 100GBase-LR4, QSFP+ 40GBase-LR4, a Taxke Takxke kabenu DAC QSFP+ 40GBase
PSM to 8xLC (nns nogxntouenus k nopram 10GE).

OcHoBHbIE QYHKIIMH Y CTpOHCTBA:!

e oOecrnieyeHHEe Pa3TUYHBIX TUIIOB UHTEP(ENCOB /I BHEIIHUX U BHYTpeHHUX cuctem: 100
Gb, 40 GbGb, 2x50 Gb, 4 x 10 Gb unu 4x25 Gb;

e pacmpeneneHue Tpaduka MEXIy yCTPOHCTBAMU;

e OamaHcupoBKa Tpaduka MEXIy OTAEIbHBIMU POIIECCOPHBIMU SPAMHU YCTPOMCTB;

e 00BEIMHEHHE TOTOKOB ACHMMETPUYIHOTO TpaduKa,

e pesepBUpOBaHHUE MO cxeme N+X;

e IepeHanpanieHue Tpaduka Ha BHEIIHUE CUCTEMBI [l XpaHEHHUs U JaJlbHEHIIero aHanmsa;

e peanm3alMs peKuma Mpo3pavyHoro Npomycka Tpapuka ¢ 3epKalipoBaHUEM Ha YCTPOUCTBA;

e peanm3anus pexxuma oQuoyauHra (pa3rpy3ku) A OTAEIbHBIX IOTOKOB Tpaduka — 6e3 ux
aHaJIM3a Ha yCTpoMcTBa (IIPO3pavyHbIi MPOMYCK TPAH3UTHOTO Tpaduka, B T.4.
3amu(poBaHHOTO).

EcoNPB (Network Packet Broker) PykoBoacTBo nosib3oBaTesst
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[lepen BiItOUeHHEM 00OPYIOBAHUS B CETh JIOJDKHBI OBITH IPOBEPEHBI UCTIPABHOCTH Kaless
IIUTaHUS U COOTBETCTBUE HANPSIKEHUS CETH, YKA3aHHOW B TEXHUUYECKUX XapPAKTCPUCTUKAX.

2.2 lloakaroyeHue 000py10BAHUS

Ha nepenneit manenu o60py10BaHusI paCOIO0KEHBI:

o koHconbHbIN NOpPT RJ-45 ¢ mapkuposkoit CONSOLE,

e yIpaBiOIIKN (Mmanagement, MEHEIKMEHT-) OPT ¢ MapkupoBkoilt MGMT,
e cereBble HHTEpdElch ¢ MapkupoBKoi 1-64. Jlns kopmyca 1U 1-32,

e cereBoil unrepdeiic ¢ mapkuponkoit AUX s kopmyca 2U,

e oauH USB-pa3zbem,

e  KJIABUINA JJIS EPEKIIIOYCHUS PeKUMa CBETOMOJHON UHIUKAIIUH,

e oauH JTAG-pa3bsem ¢ Mmapkupokoit DEBUG,

e TabIMYKa C CEpUITHBIM HOMEPOM 000pyAoBaHus ¢ MapkupoBkoi Pull Tab,

e CBETOJMOJbI MHIUKAIUH.

BI/II[ nepez[Heﬁ MHaHCIIN O60py,[[0BaHI/IH IMMPEACTABJICH HA pUCYHKAX HUKC.

Anmnapathas margpopma ELB-0165.

Pucynok 4

Anmnapathas argpopma ELB-0133.

FLLEELLIEES
' 1

e
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Pucynok 5

Ha 3anneit manenn o00py0BaHUS PACTIONOKEHBI Pa3bEeMBbI JUISI TIOIKITFOUECHUS IITHYPOB MTUTAHUS,
YyeThIpe yIpaB/siomux (management, MeHeKMEHT-) RJ-45 mopTa, a Takyke CMEHHbBIE OJIOKH
BEHTWJISATOPOB (5 umu 10, B 3aBHCUMOCTH OT MOJIENIN) U KJIEMMa 3a3€MJICHUS.

Pucynok 6

EcoNPB (Network Packet Broker) PykoBoacTBo mosib3oBates
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Ha3nauenue pa3peMoB, pacrooKeHHBIX Ha TIepeiHel manenu o00opyJ0BaHusl, OIMCAHO B TabHIIe

HUKE.
Tabmuua 3
Ne | O6o3HaueHue Onwucanue
1 | CONSOLE Pazvem RJ-45 xonconpaoro nmopra RS-232 ni1st mogkiroueHus yrpapisiomnx
YCTPOWCTB
2 | MGMT Pasbem RJ-45 (1000Base-T) mist HOAKIFOUCHHUS CETEBBIX YCTPOUCTB C
BO3MOXHOCTBIO TIOJKJIIOUCHHUS YIIPABJISIFOIINX YCTPOWCTB
3 | USB Pazpem USB 1 nokiIt04YeHUsl BHEIIHUX HOCUTENICH HH(GOpMaITUU
4 |1-64 Crnoter QSFP+/QSFP28 nist moakimro4eHuns CeTeBbIX yCTpOrUcTB. Kakaprii mopT
nmoanepKuBaeT coennHeHust Ha ckopoctu 40/100 I'6ut/c, mpu arperarum
coenunennii — 4 x 10 I'6ut/c, 4 x 25 I'our/c, 2 x 50 I'Out/c
5 | AUX Crnot QSFP+/QSFP28 nys noaxmoyeHus ceTeBbIX ycTpoiicTB. [lopT moanepkuBaet
coequHenne Ha ckopoctH 40/100 I'6ut/c, mpu arperamuu coennaeHuit — 4 X 10
I'6ut/c, 4 x 25 I'dout/c, 2 x 50 I'6ut/c
6 | DEBUG

Hepez[ BKJIIFOUCHHECM O60py,Z[OBaHI/IH B CCTh JOJIDKHBI OBITh IIPOBEPCHBI UCIIPABHOCTD Kabes
IMUTAaHUA U COOTBCTCTBHUC HAIIPSIXKCHUSA CCTH, YKaSaHHOfI B TCXHUYCCKHUX XapaKTCPUCTUKAX.

[Topsimok moakiIrOYeHus: 000py0BaHUS.

1.

[TogxmrouuTh KaOenu QJICKTPOIIUTAHUA K OJIOKaM MHUTaHUS O60pyI[OBaHI/IH U JJICKTPUICCKUM

pO3eTKaM WJIM UCTOYHUKaM OecriepeOoiHOro MUTaHUS.

[TonxsmounTh K pa3bemMaM Ha mepeaHel maHeau o00pyI0BaHUs MTATYKOP/IbI COTIIACHO UX
Ha3HAYCHMIO, MPEJICTABIIEHHOMY B TaOJIUIIE BHIIIIE.

2.3 IIpoBepka NOAKJIIOYEHHOT0 000PY/10BAHUSA

[Ipu ucnonp3oBaHuK 000PYAOBAHUS ISl KOHTPOJIS pab0TOCTIOCOOHOCTH aIMapaTHON YacTh
WCITOJTB3YIOTCS CBETOIMO/IBI MHIUKAIIMH, PACTIOJIOKEHHBIC Ha TTepeAHEH maHen 000pyA0BaHUS:

1.

[TpoBepuTsh, yTO 000PYAOBAHNE YCTAHOBIEHO B CTOMKY M K HEMY MOJIKIIOYEHO
3JIEKTPONUTAHUE.

Bxinrounts O60py,[[0BaHI/IC. HpOBCpI/ITB, YTO CBCTOBBLIC MHIUKATOPHI HA nepez(Heﬁ HHaHCIIN

3aroparoTcs.

BrikinrounTs O60pyI[OBaHI/IC. HpOBCpI/ITB, YTO CBCTOBBIC HHAUKATOPLI HA HCpC,Z[HCﬁ IaHCIIN

TacHyT.

EcoNPB (Network Packet Broker) PykoBoacTBo nosib3oBaTesst
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B mpornecce skcmmyatanuy MoKeT ObITh MPOU3BEICHA 3aMeHa 0JI0Ka MUTAaHuUs!, BEHTHIIATOPA HITH
TpaHCHUBEpA.

2.4 3amena 0JI0KOB NMTAHNSI, BEHTHJISTOPOB U TPAHCHBEPOB

24.1 3ameHna 0JIOKOB IUTAHUSA

YcTpoiicTBO BhllycKaeTcs ¢ AByMsl BapuanTamu 0sokoB nutanus — AC u DC.
3aMeHa OJ10Ka MUTaHUS MOXKET OBbITh IIPOU3BECHA IIPU paboTaroIIeM 000pyI0BaHUH.
Jlnis 3aMeHbl 0J10Ka MUTaHUS HEOOXOMMO OTKJIFOUUTh JJaHHbIN 010K oT cetu nutanus. [locne uero

OJTHOBPEMEHHO B3SIThCA 32 pyuKy Oy0ka nuTanus (1) u HakaTh 3amelnky (2) Hy>KHOTO O6J10Ka
MUTaHUS (CM. pUCYHOK HUXKE).

Pucynox 8

[Tocre BBITAHYTH OJIOK MUTAHUS U3 KOPITyca U BCTABUTH HOBBIA. BaxHO, 4TOOBI HOBBIN OJI0K
MUTAHUS COOTBETCTBOBAJ TEXHUYECKUM XapaKTepUCTUKaM 000pyI0BaHHUs, YKa3aHHBIM B
HAaCTOSILIEM JIOKYMEHTE.

2.4.2 3ameHa BEeHTHJISITOPOB

3aMeHa BEHTUIIATOpa MOXKET ObITh MPOU3BEICHA IPU pabOTaroIIEeM 000PYA0BaHUH.

J111s 5TOr0 HEOOXOIMMO OJHOBPEMEHHO HAXKATh 3aIENIKY BHYTPU PYUYKU HY>KHOTO BEHTHIISATOpA (4)
Y BBITSHYTh BEHTUJISITOPA U3 KOPITyca 3a pyUKy (4).

I_IBCT CBCTOANOAA HA ITOCAAOTYHOM MECTC BCHTUIIATOPA UBMCHHUTCS Ha KpaCHHﬁ (3)

ITocne BcTaBUTH HOBBIM BCHTUJIATOP OO Cpa6aTBIBaHI/I$I 3alICIIKH.
2.4.3 3ameHa TpaHCHBEPOB

3aMeHa TpaHCHUBEPOB MOXKET ObITh MPOU3BEACHA MTPHU paboTaIOLIEM 000pPYI0BAaHUH.

IIpu noaxIrOYEHNN HOBOI'O TPAHCHUBEPA CIEAYET YUUTHIBATh €ro TUll. Eciau tun
MOJIKJIFOYAaEMOT0 TPAaHCUBEPA COOTBETCTBYET TUIY OTKIFOYEHHOT'O (HalpuMep, BMECTO OJIHOTO
QSFP+ noaxnrouaercs apyroit QSFP+), To nonmonHuTenbHON HacTpoiiku He TpeOyercs. Ecnu xe
MoJIKIItouaeTcst uHTepencHbIi MoLyb apyroro Tuna (Hanpumep, Hydra 4 x 25 GbE BmecTo
QSFP28 unmun QSFP28 Bmecto QSFP+), TpebyeTcst ero ckoHpUryprpoBarts.

PemMoHT 000py0BaHus, KpOME CITyyaeB, OMMCAHHBIX BbIIIE, IPOU3BOAUTCS TOJIBKO LIEHTPOM
texHuueckoi nogaepxku OO0 "PAILPY" (unu cepruduumpoBaHHBIMU TAPTHEPCKUMU LIEHTPaAMH
MOJICPIKKH).

EcoNPB (Network Packet Broker) PykoBoacTBo nonb3oBaress
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[Ipn BOZHUKHOBEHNN HEUCTIPABHOCTEH B MPOILIECCE HCIOIb30BAaHUS 000PYIOBAHUS 110 HA3HAYCHUIO
HE00X01MMO 00paTUTHCS B LEHTP TexHuYeckor noaaepxxku OO0 "PAILPY".

EcoNPB (Network Packet Broker) PykoBoacTBo nosib3oBaTesst
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3 Bxoxa B cucremy

[IpeaycMmoTpeHsl 1Ba BapuaHTa JOCTYIA K KOHCOJIM yIpaBJIeHUs Y CTPOMCTBOM: Yepes
MOCIE0BATENbHBIN NOPT WK 110 TTpoTOoKoITy SSH.

3.1 IoakyoueHne Yepes mocjae0BaTeJbHbIA MOPT

Pazbpém mocnenoBaTeIbHOTO IOPTA HAXOIUTCS C JIEBOM CTOPOHBI IIEPEIHEH TTaHEIH YCTPOHUCTBA U
o6o3naueH Haanmucbto CONSOLE (cM. pucyHOK HIKe). B KOMIUIEKT TOCTaBKH YCTPONCTBA BXOAUT
nepexoauuk ¢ RJ-45 va DB-9.

reVvvVvVGveeG v VU v

f_'

Pucynoxk 9

HaCTPOﬁKH IMOCJICAOBATCIILHOIO IIOpTa:

ckopocTh nepeaauu (baud rate): 9600 601 npu nepBOM NOJKIIOUEHUH WU T1OCTE
nepe3arpy3ku ycrporcrsa, 38400 601 nmpy MOBTOPHOM MOAKIIOYEHUH TTOCIIE 3aKPBITUS
ceanca (0e3 mepe3arpy3Ku yCTpoicTBa);

ouThl nanHbIX (data bits) §;

CTOIOBBIE OUTHI (stop bits) 1;

OUT KOHTpOJIS 1o YETHOCTH (parity bits) none;

koHTposts oToka (flow control) none.

[Topsimok neicTBUiA A1 JOCTyNa K KOHCOJIM YIPaBJIEHUs YCTPONHCTBOM Yepe3 MOCIEeA0BaTEIbHbBIN

MOpT:

1.
2.

6.

[Tonknrounte KommbrOTEp K pazbéMy CONSOLE.

OTkpbITh ceanc noakiaroueHus yepes COM-niopt co ckopocthio 9600 umu 38400 Gox (cM.
cnucok Hactpoek COM-niopra BhIILIE).

B oxHe koHCcOoM HaxkaTs Enter. Bynet nnunumnpoBana npoueaypa aBTOpH3aIu co
croponbl BMC (Baseboard Management Controller).

Beectu sorun root u nmaposas OpenBmce. BMC otkpoet ceanc SoL (Serial over LAN).
[To oxOHYaHWH 3aTPY3KH MOSBUTCS 3aIIPOC ABTOPU3AIIUH B KOHCOJIH yIIPABICHUS
YCTPOWCTBOM.

Beectu nmorun / maposs: admin / admin.

[Tpumep moctyna Kk KOHCOIH yIipaBiaeHus ycTpoicTtBoM u3 OC Linux npu MoaKII0OUYeHUN Yepe3
COM-niopT:

EcoNPB (Network Packet Broker) PykoBoacTBo nonb3oBaress
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sudo microcom -p /dev/ttyUSBO -s 38400 [Enter]

[Enter]

connected to /dev/ttyUSBO

Escape character: Ctrl-\

Type the escape character followed by ¢ to get to the menu or g to quit
OpenBMC Release 1.0.0.13

bmc login: admin

Password:

You are in SOL session.

Use ctrl-x to quit.

[Enter]

Boot folder changed from '/mnt/lib/boot' to '/mnt/lib/boot'
Info: Check and boot of firmware 'A' initiated

Start A Image

kexec core: Starting new kernel

<<< EcoSDNswitch 3.2.5.0.4029-packet-broker.handmade-£f3bal55 (x86 64) -
ttyS0o >>>

ecoswitch login: admin

Password:

—————— Packet-Broker CLI ------

ecoswitch@admin>

3.2 Hoakawuyenue mo nporoxoay SSH

Jlng noctyna K KOHCOJIM yIpaBieHUs! yCTporHcTBOM 1o npoTokoiay SSH ncnonb3yercs unrepgeiic
ynpasinenuss MGMT, KoTopblil HaXOAUTCS C JIEBOW CTOPOHBI MepeiHel MaHelIn yCcTpoiicTBa (cM.
PUCYHOK BBIIIIE).

3aBoJCKHE HACTPOMKHU UHTepdelica yrpaBIeHUs:

e IP-ampec u macka noacetn 192.168.255.1/24;
e TIOPT JoOCTYyMA 22;
e JoruH / mapoin: admin / admin.

3.3 Pe:xxumbl padoThI KOHCOJIH

[Tocne aBropu3auy KOHCOJIb YIPABJIECHUS JIOCTYIIHA B ONEPALMOHHOM peXUMe (TpUriamieHe
KOMaH/JHOM CTPOKH 3aKaHYMBAETCsl CUMBOJIOM ' >"). B maHHOM pekrMe MOKHO MPOCMaTpUBaTh
HACTPOWKHU, HO HEJIb3sl MX U3MEHSTh. J{JIs1 n3MEeHEHHsI HACTPOEK HeOOXOAUMO MEPEKITIOYUTh
KOHCOJIh B KOH(UTYpaIIMOHHBIN pekuM komaHaou configure. [Tocie sToro aeiicTBytomas
KOH(UTrypanus OyJeT 3arpyskeHa /Uil peJaKTHPOBaHUs, a CHMBOJI NPUTJIAIICHUS] KOMaHIHOU
CTPOKU U3MEHUTCS Ha '# .

—————— Packet-Broker CLI ------
admin> configure

[edit]

admin#

EcoNPB (Network Packet Broker) PykoBoacTBo nosib3oBaTesst
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JI7st BBIXO1a M3 KOH(MUTYpAIIMOHHOTO PEKHUMa UCTIONIB3YHTE KOMaH Ty eXit.

admin# exit
admin>

EcoNPB (Network Packet Broker) PykoBoacTBo nonb3oBaress
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4 MHurepdeiic KOMAHTHON CTPOKH

B nannoMm paszgene onucanbl 00IIKe TPUHIMIBI paboThI ¢ HHTEP(EHCOM KOMaHIHOW CTPOKH
VYcerpoiicTaa.

4.1 O6mme npuHuunbl padorsl B CLI
4.11 OOmmue NpUHUUIBI

B nmanHOM paszzene onucaHbl OOIIME IPUHIIUIIBI U TTOAXO0Abl K HACTPOIKE Y CTpOHCTBa.

VYnpasnenue YcTpoilcTBOM NPOU3BOAUTCS MPU MOMOIIM U3MEHEHHS €ro KOH(UTypaLuu
MIOCPEICTBOM BBOJIa KOMaH yepe3 narepdeiic komanauoi crpoku (Command Line Interface, CLI).

Jns nagana pa6otsl B CLI monb3oBarens A0KEH MOIKIIOUYUTHCS K Y CTPOMCTBY depes
1oCJIe0BaTENbHBIN OPT WK O IPOTOKOIy SSH, rociie 4uero aBTopu30BaThCs, UCIOJb3YS JIOTMH
Y 11apOoJib.

JI1s1 IepBO# aBTOpHU3aIlMK UCTIOB3YiTe JToruH — admin, maposs —admin.

[Tocie aBTOpHU3aIMH MTOJIB30BATEIIO IOCTYIICH ONEPAIMOHHBIA PEXKUM C MAKCHMAaJIbHBIM YPOBHEM
npas (15, moapoOHee cM. onucanne KOMaH bl Create user).

Bes pa6ora B CLI mpou3BOgUTCS B OJTHOM U3 JIBYX PEKUMOB: ONEPALMOHHBIN U
KOH(UTYpaIlMOHHBIH.

[Tocne aBTOpU3aLMK KOHCOJIb YIIPaBJIECHUS JOCTYIHA B ONIEPALlMOHHOM peXuMe (MpUTialieHne
KOMaHTHOW CTPOKH 3aKaHYMBAETCSl CUMBOJIOM >'):

admin> configure
[edit]
admint

B nanHOM pexrMe MOKHO MPOCMaTpUBaTh HACTPOMKH, HO HEJIb3S1 X U3MEHATh. [l u3MeHEeHUs
HACTPOEK HEOOXOANMO MEPEKITIOYUTh KOHCOJIb B KOH(GHUTYPAIMOHHBII pexxnuM komanoi configure.
[Tocne sToro aelicTByromas KoHpurypanus OyneT 3arpykeHa sl pe1lakTUPOBaHMsI, & CHMBOJI
IPUIJIAIEHUs] KOMaHIHOM CTPOKU U3MEHUTCS Ha ' # .

Jlnst BeIXOJa U3 KOH(UTYPAIIMOHHOTO PeXUMa UCTIONIb3yHTE KOMaHy exXit:

admin# exit
admin>

BHUMAHME! B nensax cobmronenus TpedoBanuii ”HPOPMALMOHHOM 6€30MaCHOCTH MOCIe
NIEPBOI aBTOPU3AIMH HACTOSTEIFHO PEKOMEHIYETCs B TIEPBYIO OYEpelb CMEHUTH MapoJib
BCTPOEHHOTO IMOJIb30BATENS JUISl TPEIOTBPAILIEHHS HECAHKIIMOHUPOBAHHOTO JIOCTYIIA K HACTpOIKamM
VYcrpoilicTsa.

EcoNPB (Network Packet Broker) PykoBoacTBo nosib3oBaTesst
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Ecnu noruH uiau naposib yTepsiH, TO 7151 BOCCTAHOBIJICHUS JIOCTYTIAa K CUCTEME HEOOXOMMO

00paTUTHCA K aIMUHUCTPATOPY.
4.1.3 Chnucku KOMaH/, NOACKA3ZKHN U ropsiure KJIaBHIIH
4.1.3.1 OnepanuoHHBbIH pPeKUM

Ctpoka npuriaiieHus B OepalioOHHOM PEeXUME UMEET CIETYIOIINNA BUI:

|admin>

B nannom cjIydace admin — ums ABTOPHU30BAHHOI'O ITOJIL30BATCJIA, KOTOpHﬁ pa60TaeT B

CLI; cumBon ' >' — mpH3HAK ONEPAIIMOHHOTO PEXKHUMA.

B onepaiimoHHOM pexuMe TOCTYITHO OTPAHUYEHHOE KOJIMYECTBO KOMaHI. JloCTyMTHOCTh KOMaH/

TaK>Xe 3aBUCUT OT IOJJHOMOYHUI KOHKPCTHOI'O IT0JIb30BATCJIA.

HJ'ISI BbIBOJZIAa CITMCKA NOCTYIIHBIX KOMaH{ HeO6XOI[I/IMO I[P HAXOXKXJICHUH B KOPHC KOH(bHpraHHH

BBCCTH 3HAK BOIIPOCA.
KOMaHI[BI OIIEPallMOHHOI'0 peKHUMaA.

admin> ?
configure - enter to configuration mode

edit - enter to configuration mode
exit - exit the current mode
help - show help information about CLI
show - show a parameter
call - remote procedure call
ping — send an ICMP echo request
Hacrporkmu BelBOHa — pipeline - add pipe symbol to use additional commands
Tabmumna 4
Komanga JeiicTBue
configure Bxoj B KOHQUTYpaIMOHHBIH PEKUM
edit I'pymma komann "edit" mo3BOMSET MEPEHTH B yKa3aHHYIO BETKY
KOH(UTYPAIMOHHOTO JIEPeBa U OJTHOBPEMEHHO BKIFOUUTH KOH(UTYpAIIMOHHBIN
peXKUM
exit KomaH 1a 1103B0oJISIET BBIMTH U3 TEKYIIETO PEKUMA
help CrpaBka 1o pexumam 1 komangam CLI
show ITokazatk BCIO KOHPUTYpaIHio, BETKY KOHPUTYypaIluH UITH 3HAUCHUE
onpeAeIEHHOTO NapaMeTpa
call Y nasiéHHbIN BBI30B MPOIETYPHI
ping [Tonck HEMCIIPaBHOCTEH B CETIX

- pipeline KOMaH]Ipl, 8 TAKXKe OTQHUIBTPOBATh BBIBOJI.

Hacrpoiiku BeiBoza | Pipeline (|) mo3BosisieT HaCTPOUTH OTOOPaKEHNE Pe3yIbTaTOB BBINOJIHEHHS

BBIXO)I M3 OINCPalOHHOT'O PEKHNMaA U 3aBEPIICHUEC C€aHCa MOKET OBITE IIPOU3BCACHO IIPH ITOMOIIH

KOMaHbI exit.
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BHecenue n3MeHenmii B KOHQUrypaiuio npou3BoIUTCs B KOHPUrypanmoHHoM pexume. [lepexon B
HETro IPOU3BOUTCS U3 OIlepallnOHHOr0 pexkuma nocie Beoaa B CLI komanner configure. Ctpoka
MpUTJIALIEHUS B peKUME KOHPUTYypaluu OyJeT UMETh CIIEeAYIOMUN BU:

4132 KoHpurypaumoHHbI pekuM

ladmin# |

B mannom ciryugae admin — uMst aBTOPH30BaHHOTO 0JIL30BATEs, KOTOPHIi padoraer B CLI;
CUMBOJ ' # ' — IPU3HAK peKUMa KOH(PUTYPAITUH.

B koHUrypanmoHHOM peXHMe JOCTYITHO OTpaHUYEHHOE KOJUYeCTBO KoMaH 1. JlocTynHOCTh
KOMaH/]| TAK)K€ 3aBUCHUT OT IIOJTHOMOYHMH KOHKPETHOTO MOJIb30BATES.

Komanapl KOHUTYpaLIMOHHOTO PEXUMA:

adminf ?

edit - enter to configuration mode

exit - exit the current mode

help - show help information about CLI

show - show a parameter

apply - apply current set of changes

del - delete a parameter

dir - show available configurations

end — exit to top level of configuration tree

load - load configuration from file

op — call command in operation mode

remove — delete configuration file

revert - revert current configuration to the last version

save — save configuration to file

set — set a parameter

store - save configuration to file

up — exit one level of configuration

HacTporkmu BBIBOHA — pipeline — add pipe symbol to use additional commands

Tabmnuua 5

Komanga JeiicTBue

edit I'pynma komann "edit" mo3BosnseT mepeiiTu B yka3aHHYIO BETKY
KOH(MTYPaIMOHHOT0 JIepeBa U OJIHOBPEMEHHO BKIIFOUUTh KOH(DUTYpaIIMOHHBIN
pEXUM

exit Komannia mo3BosisieT BBIATH U3 TEKYLIETO PEeKUMa

help Crpaska 1o pexxuMaM 1 komanaam CLI

show [Tokasath BCIO KOH(PUTypaIHio, BETKY KOH(PHUTypaIlluy UK 3HAUCHUE
ONpeAeIEHHOrO NapaMeTpa

apply [TpuMeHnTh BCce BHECEHHBIC M3MEHEHHs 0€3 COXpPaHeHUs] KOHPUTypaIuu

del VY panute 3HaUCHHUE MapaMeTpa

dir ITokasaTh CIIUCOK COXPaHEHHBIX (ailyioB KOHGUTYpAIHH

end [lepexo/1 B KOpeHb JiepeBa KOH(UTYpaun

load 3arpysuth KoHpHUTYypaIuio u3 ¢aitna

op BrinonHUTh KOMAaHY ONEPALMOHHOTO PEXXKUMA

remove VY panute Qaiin kKoHpUrypauuu

revert CO6poc Bcex M3MEHEHHIA, BHECEHHBIX MTPH BBITIOJIHEHNH TOCIIETHEHN BHITTOTHEHHON
onepaiuu

save [TprMeHNUTh KOHPUTYPAITUIO C COXPAaHCHUEM

set 3agaTh 3HAUCHHE MapaMeTpa
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28



D) RDP

Komanpga JeiicTBue
store CoXpaHuTh KOHPUTYPAITHIO B (haiii
up IlepexoJ1 Ha OIMH YPOBEHH BBEPX
Hactpoiiku BeiBoga | Pipeline (]) mo3BossieT HACTPOUTH OTOOPAKEHUE PE3YIBTATOB BBITIOTHEHUSI
- pipeline KOMAH/IBI, 8 TAK)KE OT(QHUIBTPOBATH BHIBOJ.

Konduryparus cymectByet B Buje aepeBa. [lonb30Barens MOXKET MEPerTH K peAaKTUPOBAHUIO
WA IPOCMOTPY JIEMEHTa KOH(PUTYpaIiH, TIepEeMEeIIasich MO0 JepPEBY.

Texyiiee mojgoKeHUE B iepeBe KOHPUTYpaLIUK MOKHO OMPEIEIUTD M0 CTPOKE HAJ| MPUTIIAIIICHHIEM

CLI. Hanpuwmep, [edit] npu Haxoxaenuu B kopHe kKoHpuryparmu wiu [edit mng-if] mpu
Hax0XKJCHHH B BETKE apaMeTpoB UHTepdeiica yrpaBieHHUs.

[edit]
admini#

[edit mng-if ]
admin#

JInst mepexoia B KOpeHb JiepeBa KOHGUTYpaIMy UCHoJb3yiiTe kKoManxy end. UToOsl BhIBECTH
CIIMCOK KOMaH/l, HAUMHAIOIIUXCS C ONpeieIEHHON OYKBBI, BBEUTE OYKBY U HAXMUTE KIIABUILY

[Tab].
admin> c[Tab]
call configure

UToOb!I BBIBECTH CITUCOK apTyMEHTOB /Il KOMaH Ibl, BBEIUTE 3HAK BOIIPOCA MOCIIE KOMAHIbI UITN
Haxkmute kinasuiny [Tab]. KnaBumry [Tab] Mo)HO Takke HCTIONB30BATh JJIsl aBTO3aBEPIICHUS
BBO/JIa KOMaH/IbI C HAYaJbHBIX OyKB /10 KOHIIA CJIOBA.

admin> show?

<enter> - execute this command

hardware-info - Module represents the hardware information
mng-if - Management interface

aaa - no description

rdp-firmware - no description

[Ipru3HakoM ycnieniHo BBIMOJIHEHHON KOMAaHbI SIBJSETCS MPUTJIAIICHUE KOMAaHIHOW CTpoKu. Eciun

KOMaHia He Oblja MPUHSATA, BEIBOAUTCS coo0IIeHne 00 omuoke. B m000ii MOMEHT MOXKHO
MCIIOJIb30BATh TIOJICKA3KH U TOPSYUE KITABUINH, YKa3aHHBIC B TAOIHUIC HIKE.

Tabnuma 6
CuMBoJI/KIaBHIIA Onucanue

? [Noka3pIBaeT nepeveHb KOMaH| /WA apTyMEHTOB, JIOCTYITHBIX B TEKYIIEM
KOHTEKCTE,
a TAaKKe MOJCKA3KH 110 MX HA3HAYEHUIO

<4acTh BrimonmHUTH aBTO3an0OTHEHNE

komaHb>[TAB]

cTpenka BBepx [1] BosBpar k paHee BBeIEHHON KOMaH i€ (MUCTOpHSI)

cTpesika BHU3 [ | ] BosBpart k komaHjie, BBeIEHHOW N03/1HEee (UCTOPHS)

4.1.4 Hacrpoiiku BbIBoaa — pipeline

Onucanune
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Pipeline (|) mo3BosisieT HACTPOUTH OTOOPAKEHHUE PE3YIHTATOB BHITIOJHEHUS KOMAH/IbI, @ TAKXKE
0T(UIBTPOBATH BBIBOJ, TIOACBEYMBATH HY>KHbIE ()parMEHTHI U MIEPEXOTUTHh MEXTy HUMH. YacTo
NPUMEHSIETCS ISl YI00HOTO 0TOOpaXeHHs MHPOPMAIIUHU, KOTOpasl CIUIITKOM 00BEeMHA st
0TOOpa’KeHHs Ha OJTHOM KpaHe.

Pipeline He siBIsieTCst OTACTBPHON KOMAaHON M HE MOXKET OBITh HCIOJIB30BaHA CAMOCTOSTEIHHO.
Pipeline mepeBoANT KOHCOJIb B PEKUM MPOCMOTpPA BBIBOJA TOW KOMAaH b, KOTOPYIO OH
COIIPOBOXKIAET. B pexxrMe mpocMoTpa BO3MOKHA HABHUTAIMS IO CTPOKAM U SKpaHaM, a TaKKe
HIOMCK, HO HEBO3MOXKHO BBIITOJTHEHUE IPYTUX KOMaH]I.

IMpu3HaKoM pekrMa IMPOCMOTPa ABJISETCS MPUTIIALIEHHE B BUIE Kypcopa (B OTJIMYHE OT
CTaHIApTHOIO IpUIIaIIeHus Buaa admin>).

BbI30B KOMaHADBI

Jlnst MoMHUKaIMKY BBIBO/Ia KOMAHIBI TIOCIIE €€ MOJIHOTO HaIMcaHusi cTaButcs cuMBol pipeline (|).
Jlanee yKka3bIBaeTCsl OIMH UITH HECKOJIBKO MOIM(UKATOPOB, Pa3aesieMbIX IPOOEIaMU H TEM Ke
cumBosiom pipeline (|). MoaudukaTopsl IPUMEHSFOTCS K BBIBOY KOMaH/IbI TIOCJIEI0BATEIILHO B
TOM IOPSIIKE, B KOTOPOM OHHU OBUIH YKa3aHbI.

COMMAND [SECTION_NAME] | {except <FRAGMENT> | count | match <FRAGMENT> |
view {set | xml | table | table-sorted} | compare <FRAGMENT> | {less |
more} }

B nannoM npumepe nepBblii ¥ MOCIEIHUN CUMBOI | SIBJISIFOTCSI CHHTAKCHCOM pipeline.
I[MapameTpbl KOMaHBI

JoctynHble MOIU(UKATOPHI ONMCAHbI B TAOIUIE HHIKE:

Tabnuna 7
Moauduxarop Onucanue
except INokazatp Bce CyNIHOCTH, HCKITFOYAs BBEJICHHYIO KOMOWHAIINIO CHMBOJIOB
<FRAGMENT>
count IlogcuuTaTh 2JIEMEHTHI
match [TokazaTe Bce CYIIHOCTH, BKIIOYAMOININE BBEICHHYI0 KOMOMHAIIMIO CHMBOJIOB
<FRAGMENT>
view [Nokazarpe koHbUTYpauio YcTpoicTBa B omnpeaesieHHoM ¢opmare. JlocTynHbIe
(dbopmarsr:
e set— komaHzpl Set, He0OOXOIUMBIE [T HACTPOMKH TeKylIel KOH(pUrypamuu,
e xXml — xoudwurypanus B popmare xml,
o table — kordurypanus B TaOIMYHOM BUJIE C HEOTCOPTUPOBAHHBIMU JJAHHBIMH,
o table-sorted — xou¢uryparms B TaGIMIHOM BHIE C OTCOPTHPOBAHHBIMH I10
repBoMy cToIOITy HaHHBIMU. COPTUPOBKA BEITIONHSICTCS B
JIEKCUKOTpapuecKoM MOpsAKeE.
compare CpaBHUTH U3MEHEHUs] KOHDUTYPAITHH C 3arpy>KeHHOH Bepcruei
less [To3BONATH MPOMOTKY pe3yIbTaTOB BBEPX M BHU3. YKa3bIBACTCS MOCIICTHIM B IICTIOYKE
KOMaH]|
more [103BOMATH TPOMOTKY pe3yJabTaTOB TOJIBKO BHU3. Y KA3bIBAETCS MOCIETHUM B IIETIOYKE
KOMaH[
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JInst punbTpaliy pe3yabTaToB U HABUTAIMU TP UCIIOJIb30BAaHUH MOIH(PUKATOPOB |€ss
WM MOFE TI0 BBIBOIY KOMAH Il MOTYT HCIIOIh30BATHCS CICAYIONIUE YITPABIISIONINEG KIABUIIH U
MTOCJIEIOBATEILHOCTH (CM. TaOJIHUILy HIKE).

Tabnuua 8
KaaBuma uiu JeiicTBUe
10CJIe10BATEILHOCTD
[PgUp] [TpomoTaTh pe3ynbTaThl HA SKPaH BBEPX, €CIU ObLT UCTIOIB30BaH
mMoaudukarop less
[PgDown] wm IIpoMoTaTh pe3yabTaThl Ha IKPaH BHU3, €CITH OBLT UCTIOIH30BAH
[Space] moaudukarop less wiu more
(Up] [TpomoTatTh pe3ynbTaThl HA CTPOKY BBEPX, €CIIU OB UCIIOIB30BaH
moaudukarop less
[Down] wm [IpomoTaTh pe3ynbTaThl Ha CTPOKY BHU3, €CIIH ObUT HCIIOJIb30BaH
[Enter] moaugukarop less wmu more
[n] Ilepexon k cnenyromemy BxoxkaeHuto <FRAGMENT> BBepx niu BHU3.
HampaBneHue onpe/enseTcs: HCIoib30BaHueM panee Moaudukaropa less
iy more. [leiicTBue 3TON yNpaBIsAOIIEH KIABUIIN HUKAK HE CBSI3aHO C
[Up] u [Down]
[N] IToBTOPHUTH NpeABLIYIINI NOUCK B OOpaTHOM HalpaBJICHUU
/<FRAGMENT> Haiitu nepBoe Bxoxaenne <FRAGMENT> B pe3ynbpTaTax cBepXy BHHU3 U
[Enter] [IOJCBETUTH BCE HAMIECHHBIE BXOXKICHUS
?<FRAGMENT> Haiitu mepBoe Bxoxxneane <FRAGMENT> B pesynbraTax cHU3y BBEpX U
[Enter] MMOJCBETUTh BCE HAMICHHBIC BXOXKICHHS, €CIIH OBLT UCIIOJIE30BaH
moaudukarop less
[*] MoeT HCTIONB30BaThCS B KAYECTBE 3aMEHBI JIF0OOT0 KOJTMYECTBA JIFOOBIX
CHMBOJIOB IIPH 33JJaHUU (pparMeHTa Juisl MoucKa
[Q] mym [Ctrl + Beixox 3 pexxuma mpocMoTpa
C]
IIpumep
Tabnumna 9
Koncoasn KomMenTapuii
admin# show | view set IToka3ars KoMaHIEI SEt, HeOOXOAUMEIE JUTS

set liveness profile live loop or not | HaCTpOWKH TeKyllel KOHPUTYpaIru.
set liveness profile live loop or not
active-pairs 1

set liveness profile live loop or not
initial-delay 6000

set liveness profile live loop or not
interval 100

set liveness profile live loop or not
probes-down-count 5

set liveness profile live loop or not
probes-up-count 5

set logger logging-settings log-level
debug

set mng-if addresses default

set mng-if addresses default ip
192.168.250.52

set mng-if addresses default prefix
24

set mng-if hostname BALANCERS52
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Koncoanb KommenTapuii
set mng-if routes default
set mng-if routes default destination
0.0.0.0
set mng-if routes default gateway
192.168.250.1
set mng-if routes default prefix 0
set ntp common sync-settings samples

4
set ntp common sync-settings sync-
period 10

set ntp common timezone Europe/Moscow
set ntp server 31.131.249.19

set ntp server 31.131.249.19 prefer
set ntp server 83.143.51.50

set ntp server 85.21.78.23

set port label p2-1

set port label p2-1 description "WIFI
LAN"

set port label p2-1 fec none

set port label p2-1 lane 1

set port label p2-1 mtu 9000

set port label p2-1 negotiation auto
set port label p2-1 number 2

set port label p2-1 speed 10G

set port label p2-2

[edit]

4.2 /lepeBo KOH(pUrypanumu

Huxe npencrasnena cTpykTypa U HarosHeHue aepeBa koHpurypauun Packet-Broker. B cko6kax
NIEPEYHUCIICHBI TApaMETPhI JIJIsl COOTBETCTBYIOLIEH BETBH JiepeBa KOHPUTypaLlUu.

o rdp-firmware — (download, install, list, reboot, remove, reset-tries, set-active, set-factory,
set-stable)
e mng-if — (addresses, hostname, name-server, routes)
mng-if/mng-if addresses — (ip, prefix)
mng-if/mng-if hostname — (device name)
mng-if/mng-if name-server — (ip-address as A.B.C.D)
o mng-if/mng-if routes — (destination, gateway, prefix)
o tacacs — (address, password-auth-protocol, port, shared-secret, server, timeout)
o logger — (log-level, servers)
o lag — (label, system-id, system-priority)
e ntp— (common, server)
o ntp/ntp common — (timezone, sync-settings)
o ntp/ntp server — (address)
e port— (description, fec, lane, mtu, negotiation, number, speed)
o hardware-info — (all, cpu, fans, memory, platform-info, psu, sensors, status, storage)
e prometheus — (daemon, path-to-metrics, port)
e snmp — (alarm, destination-host, enabled)
o packet-broker — (filter-map, flow, link-group, payload-match, share-group, subnet-group)
o packet-broker/packet-broker filter-map — (action, match)

O O O
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o packet-broker/packet-broker flow — (drop, enable, hash-type, match, to-balance-
group, to-lag, to-learn-group, to-mirror-group, to-port)
packet-broker/packet-broker link-group — (lag, port)
packet-broker/packet-broker payload-match — (match, priority)
packet-broker/packet-broker share-group — (critical-capacity, filter-map, lag, port,
vlan-translation)

o packet-broker/packet-broker subnet-group — (dst-ip, ip, src-ip)

421 Cexkunus hardware-info
Cexkuus nepena
Cexkuust mpocMOTpa MapaMeTpoB 000pyA0BaHUsS Y CTPOICTBA.

yTe

|hardware—info#

ITapamerpsbl
Ta6muna 10
Ha3zBanue ®opmar Onucanue
3HAYeHMs
all Ctpoka ITokazatk BCrO HHpOpPMAITUIO 00 000PYAOBAHUH
cpu Crpoka [ToxazaTe MHPOPMALIHIO O TEXHHYECKON YacTH
obopynoBaHus
fans Crpoka ITokazath MHQOPMAIIHIO O CTATyCE OXJIAKIAIONINX CHCTEM
memory Crpoka IToka3zate nHGOpPMAIHIO O TAMITH 000PYAOBAHHUS
platform-info | Crpoka [TokazaTh HH(OPMALHIO O CEPUIHOM HOMEpPE IIAT(HOPMBI
psu Crpoka IToka3zate nHGOpMaIHIO 0 OJIOK MUTAHUU
sensors Crtpoxka INoka3aTh MHPOPMALIHIO O TEMIIEPATYPHBIX JTATUUKAX
status Crpoka INoka3ate nH(pOPMAILIHIO O CTATyCE 000PYIOBAHUS
storage Ctpoxka ITokazate nHGOpPMAIHIO O TAMSTH XpPaHEHHS
IIpumep
Tabauma 11
Koncoun KommenTapuii
admin> show hardware-info fans IIpocMoTp O cTaTyce OXIaKAAOLMIMX CUCTEM
fans {
fan 1 {
state active
speed-front 6101 (RPM)
speed-rear 6101 (RPM)
}
fan 2 {
state active
speed-front 6185 (RPM)
speed-rear 6185 (RPM)
}
}
admin> show hardware-info memory [TpocmoTp nHGOpPMAIHHU O TAMATH 000PYIOBAHUS
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Koncoianb

KomMenTapuid

memory-info {
total 8254861312 (bytes)
free 6838448128 (bytes)
utilization 17 (%)

}

admin> show hardware-info platform-
info
platform-info {
serial-number 01671869
}

[IpocmoTtp nHbOpManuy 0 cepuitHOM HOMEpe
1aThOPMBI

admin> show hardware-info psu
psu {
psu 1 {
type AC
status Power on
input {
voltage
current
}
output {
voltage
current

}

}
¥

227.0 (V)
2.37 (A)

12.0 (V)
41.667 (A)

IIpocmotp uHbOpManmio o 6110k murtanud AC

admin> show hardware-info storage
storage {
storage 0 {
type filesystem

total 127787859968 (bytes)
free 80508129280 (bytes)
utilization 36 (%)

}

storage 1 {

type filesystem

total 60789760 (bytes)
free 57915392 (bytes)

utilization 4 (%)

}

[IpocMoTp MHPOPMALIUK O TAMATH XPaHSHHUS

4.2.2 Cexuus rdp-firmware

Cexkuus nepeBa

Cek1uus 115 IpOCMOTpa apamMeTpoB MPOIINBKY Y CTPONCTBA.

Iyrs

‘rdp—firmware#

IIpumep
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Koncoasn KomMmenTapuii

admin> show rdp-firmware [IpocmoTpa napaMeTpoB NPOIIUBKU Y CTPOMCTBA
boot-image {
current A

A |

active true
stable false
version
major 3

minor 2
release 5
bugfix 0
revision 3696
str 3.2.5.0.3696
}

tries O

}

B {

active false
stable false
version {
major 3

minor 2
release 5
bugfix 0
revision 3706
str 3.2.5.0.3706
}

tries O

}

Factory {
active true
stable true

}

}

4.2.3 Cexkmuss mng-if

Cexnus nepesa

Cekuust 17151 peJakTUPOBaHUS ITapaMeTpoB yHpasJsiolero nHrepgeiica Ycrpoiicraa.

yTH
|mng—if#
ITapamerpsbl
Tabmuma 13
Ha3panmne ®opMar 3HaYeHHUs Onucanue
addresses Crpoxka Hacrtpoiika IP-aapeca unTepdeiica ynpaineHus
hostname Crpoka 3ajaHue UIMEHH YCTPONCTBA
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Ha3BaHnue Dopmat 3HAYEHUS Onucanne
name-server Crtpoxka Hacrpoiika ciimcka IP-anpecos cepsepo DNS
routes Crtpoxka Hactpoiika ceTy Ha3HAYEeHMs 1 MApUIPYTU3aTOPA

4.23.1 mng-if/mng-if addresses
Cexnus nepeBa
Ceknus 11 HAaCTPOWKH yIIpaBJsitoero narepdeiica.

IyTn

mng-if/mng-if addresses#

ITapamerpbl
Tabnuua 14
Ha3panue | ®opmat 3HaueHUs Onucanue

ip Crpoxka IP-anpec nnTepdetica ympaBneHus

prefix Uwucio Hnuna npedukca cetn. Jlomyctumble 3Hauenue ot 0 mo 32.
IIpumep
Tabmuua 15

Koncoub KommenTapmii
admin# set mng-if addresses default ip HacTpoiika anpeca ynpasisromiero
192.168.100.202 prefix 24 unTepgerica

4.2.3.2  mng-if/mng-if hostname
Cexkuus nepeBa
CCKI_II/IH JJI 3aJaHUA UMEHHAU yCTpOfICTBa.

Nmenn Ycrpoiictea <DEVICE_NAME> npucBauBaercs COOTBETCTBYIOIIEE 3HAUCHNE
(manpumep, DEVICEQ01).

yTs

‘mng—if/mng—if hostname#

Ipumep
Tabnuna 16
Koncoasn KomMmenTapuii
admin# set mng-if hostname DEVICEOOL 3agaHue UMEHHU YCTPOUCTBA

4.2.3.3  mng-if/mng-if name-server

Cexnus nepea
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Ceknus u1s peakTupoBanus crircka [P-aapecos, 3anmucanHbix B 32-0uTHOM hopmarte —
<A.B.C.D>.

OyTs

|mng—if/mng—if name-server#

Mpumep
Tabmuua 17
Koncoan KomMenTapuid
admin# set mng-if name-server 8.8.8.8 Hactpausaetcs cnncox IP-anpecos cepepoB
set mng-if name-server 1.1.1.1

4.2.3.4  mng-if/mng-if routes
Ceknus nepesa
Cexuust 17151 HACTPOMKH CETH Ha3HAYCHUSI U MapIIpyTH3aTOpa HHTEpdeiica yrpaBieHHs.

yTs

|mng—if/mng—if routes#

ITapameTpsbI
Tabmuma 18
Haszpanue ®opmar Onucanue
3HAYEeHMs
destination | Crpoka IP-anpec cetn Ha3HaueHMsI, 3alTMCAHHBIN B 32-0UTHOM (hopmaTe
—<A.B.C.D>

gateway Crpoxka IP-anpec numo3a

prefix Yucino JnuHa npedukca cetu. JJonyctumble 3HaueHus ot 0 go 32.
ITpumep
Tabmuma 19

Koncoasn KomMmenTapuii
admin# set mng-if routes default destination 0.0.0.0 Hactpoiika cetu
gateway 192.168.100.1 prefix O Ha3HAYEHUS

424 Cexkuud tacacs

Cexnus nepesa

Cexnus st HacTpoiiku mapameTpoB cepsepa TACACS+. B BeTke tacacs HacTpanBaroTcs
napametpsl cepsepa TACACS+.

Jlnst o6o3nayenus rpymmsl napametrpoB TACACS+ BBonuTcs napametp — tacacsplus. B pamkax
rpymmsl <tacacsplus>, He0OX0IUMO HACTPOUTH CIIUCOK CEPBEPOB, HCIOJIB3YyEMBIX Y CTPOHCTBOM.
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Jiist 0003HaYeHHS CITECKA CEPBEPOB BBOAMTCS TTapamMeTp — SErver.

B cniucke cepBepoB <server> nactpauBaroTcsi uMs U napamerpsl cepBepoB TACACS+. Umenu
cepsepa TACACS+ <NAME> npucBauBaeTcst Ipou3BOJILHOE 3HAUEHNE
(manpumep, TACACS_SERVER_1). B komanaax ciaeayer yka3blBaTh TOJbKO 3HAYCHHE UMEHHU

cepsepa.
IyTn
‘tacacs#
IHapamerpsbl
Tabnuua 20
Haspanue ®opmar Onucanue
3HAYEHMS
address Ctpoka Anpec cepBepa TACACS+
password- Crpoxka YcraHoBKa Ha cepBep oAHOM n3 pyHKuuil AAA: ayreHTUdUKAMS /
auth- aBTOpu3auus / yueT / Bce. BO3MOXKHBIE AJIS1 HCIIOIb30BAHUS
protocol MPOTOKOJIBI Ay TEHTU(UKALINH:
e PAP — mpoTokon ayTeHTHPUKALNH, TPEAyCMaTPUBAIOIINI
OTIIPaBKY UMEHH I10JIb30BATEIIS M [TAPOJIsl Ha CEpBEp
yAaIEHHOTO JI0CTYTa OTKPBITEIM TEKCTOM (6e3 mudpoBaHus),
e CHAP — mpoTokoi ayTeHTU(UKAIINN C KOCBEHHBIM
COIJIACOBAaHHEM, IIPElyCMaTPUBAIOLINM AJITOPUTMOM
MIPOBEPKH MOJIMHHOCTH U MIepeady He CaMOro Maposis
M0JIb30BATENIS, @ KOCBEHHBIX CBEICHUH O HEM,
e TACACS-login — umst osb30BaTeNs B CUCTEME.
port Yucno Howmep nopra cepsepa TACACS+. Ilo ymomnuanuto 49.
shared- Crpoxka OO61mui ki1ro4, u3BecTHbIN TONbKO TACACS-KIMEHTY U CepBEPY B
secret Oe3onacHoM oOMeHe gaHHbIMH. AnMuHHcTpaTopy cepsepa TACACS+
cJeayeT HaCTPOUTh CEKPETHBIE KITIOUHN JJIMHONM MUHUMYM 16
CHMBOJIOB.
timeout Yucio KonndecTBoO cekyH, B T€U€HHE KOTOPBIX YCTPOWCTBO OyIET K AaTh
oTBeTa oT Kaxzaoro cepsepa TACACS+, nepen nmoneITKon
HCIIOJIB30BaTh Apyroi cepsep. I1o ymomyanuto 5. Jlnanazon
JonycTuMbIX 3HadeHmit ot 1 10 300.
IIpumep
Tabmmna 21
KoHcoub KommenTapuii
admin# set tacacs tacacsplus server TACACS SERVER 1 Hactpoiika cepsepa

1234

set tacacs tacacsplus server TACACS SERVER 1 address | TACACS+
192.168.100.100
set tacacs tacacsplus server TACACS SERVER 1
password-auth-protocol TACACS-login

set tacacs tacacsplus server TACACS SERVER 1 port
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Koncogb KommenTapuii
set tacacs tacacsplus server TACACS SERVER 1 shared-
secret 12345
set tacacs tacacsplus server TACACS SERVER 1 timeout
10

4.2.5 Cexkuus logger

Cexuus nepeBa

Cexyst TS yIpaBJICHHs HACTPOWKAaMU JIOrHpoBaHust. J[iist 0003HaUYEHHsI CIIMCKA HACTPOEK
JIOTHPOBaHHUs BBOAUTCS mapameTp — logging-settings.

yTs
|logger#
ITapamerpsbl
Tabnuma 22
Ha3zBanue Dopmar Onucanue
3HAYeHMs
log- Crpoka YpoBeHb orupoBanus. BapraHThI cOOOIIEHUI TSI 3aIUCH B Ky pHAT
level OIEepALIMIA:
e NONE — coolIIeHNEe HE MPUHAUIEKHUT HUKAKOMY YPOBHIO;
e €merg — ucroJIb30BaTh yCTPOMCTBO HEBO3MOXKHO (aBapus);
e alert— nus pemreHus mpoo6IEMbl HEOOXOIMMO CPOYHO MPEAPUHSTH
Kakue-nobo neiicTBus;
e critical — mpou3onuia KpUTHYECKAsE OMINOKA;
e error — npomsonnia omuodka. [To yMoruaHuio ycTaHOBIEHO
CcOoOOIIIEHHE Error.;
e Warning — npou3oliuia 3Ha4uTeIbHas OIIHOKA, Ha KOTOPYIO
cienyeTr oOpaTuTh BHUMAHUE;
e notice — npoU30IILI0 3HAYUTEITHHOE, HO 00BIYHOE COOBITHE;
e info — ObuIa BBIMOJIHEHA HE3HAYUTEIbHAS, OOBIYHAS OTICPAIINS;
e debug — coobuieHus1, GopMUpYyEMBbIE B TIPOLIECCE OTIAAKA
servers | Crpoka Cepgeps! noruposanus. g o6o3nauenus [P-agpeca cepBepa JorupoBaHus
BBOJMTCS napameTp — address. B komaniax cineayer yka3blBaTh TOIBKO
3Ha4YCHUE aJpeca.
[TapameTpsl cepBEpOB JTOTUPOBAHHS:
e port — Homep nopta. Ilo ymomuanuro 514;
e protocol — HauMeHOBaHUE UCTIOIB3YEMOT0 IPOTOKOJIA:
o TCP - ornpaska xxypHaioB 1o nporokoiy TCP;
o UDP - ornpaska xypHaios mmo npotokory UDP. ITo
YMOJIYaHHIO ycTaHoBieH npotokon UDP,
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Ha3Banue dDopmar Onucanue
3HAYEHUS
o RELP-OVER-TCP — ornpaBka JIoroB 1O
npotokony TCP B ¢popmare RELP.
IIpumep
Tabnuna 23
Koncosnb KomMenTapuid
admin# set logger logging-settings log-level error HacTtpoiika
servers 192.168.200.200 port 4567 protocol udp JIOTUPOBAaHUS

4.2.6 Cexuus port

Cexkuus nepena

Cek1uus pejakTUpOBaHus apaMeTpoB (usndeckoro nopra. s 0603HaueHus CIMcKa HACTPOEK
OpTOB BBOAUTCS mapametp — label.

yTs
‘port#
IMapameTpsl
Tabnuna 24
Haszpanue ®opmar Onucanue
3HAYEHHS
description | Crpoka Onwucanue nopTa, HAIpUMeEP, UM YCTPOUCTBA, OJKITI0YAeMOr0 K
JTAHHOMY TIOPTY, WIIM CBSI3aHHOW C HMUM CHCTeMbl. BMmecTo mpobenos
ucnonbsyiite " " wam "-"
direction Crpoka Hampasnenue tpaduka. [Tapamerpsi direction:
e full — mepenaua Bcero Tpaduxa,
e rx-only — TOJbKO NPHHATHE BXOAAIIETO TpaduKa,
e tx-only — TonbKo mepenava UCXOmAIIETO Tpaduka,
o force-up — pexxum uckimodaromuii link-flap mopra. Ipu
BO3HUKHOBEHUU JFOOBIX TIPOOJIEM Ha JIMHHUU CTAaTyC IOpPTa
Bceraa Oyaer Up, 4To mo3BOJIsIET COKPATUTh MOTEPU
nepeaBaeMbIX TaKeTOB.
fec Ctpoka IMpsimast koppekiust omuodox FEC (Forward Error Correction).
[TapameTtpsi fec:
e NONE — BBIKJIIOYAET (PYHKUMIO NPSMO KoppeKiuu omuook. [To
yMOJT4aHuIo NONE;
o firecode/reed-solomon — BxiarouaeT HEOOXOIUMBINA THII
BBITIOJIHEHHUS TIPSIMON KOPPEKIIUH OLITHOOK
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Ha3Banue dDopmar Onucanne
3HAYEHHS
lane Yucno Howmep xanana Tpancusepa. J(nana3zoH qomycTUMBIX 3Ha4eHUH oT 1 10
4.
mtu Yucno 3nauenne MTU (Maximum Transmission Unit) jurst mopra (B 6afitax).
Juanazon gomyctumsix 3HaueHuit ot 64 no 10240. ITo ymomuanuto
9000.
negotiation | Crpoka ABTOCOTIIacCOBaHHE CKOPOCTH Ha MHTepdetice. [Tapamerprr negotiation:
e auto — aBTOMAaTHYECKOE aBTOCOITIACOBAHHUE;
e enable — BKJIFOYHTH aBTOCOTTIACOBAHUE;
e disable — BeikirOUNTH aBTOCOTIIaCOBaHKE. [10 yMOIIaH IO
disable.
number Yucno Howmep TpaHcuBepa
speed Yucio [MpomyckHast cnocoGHOCTH TpaHcuBepa. Bo3MokHbIe
3radenus: 1G, 10G, 25G, 50G, 40G, 100G
IIpumep
Tabnuua 25
Koncoasn KomMmenTapuii
admin# set port label pl-1 description Hactpolika mapameTpos
port to ecofilter (bu3nyeckoro nopra

set port label pl-1 direction force-up
set port label pl-1 fec reed-solomon
set port label pl-1 lane 1

set port label pl-1 mtu 9000

set port label pl-1 negotiation auto
set port label pl-1 number 1

set port label pl-1 speed 40G

4.2.7 Cexkuus lag

Cekuus nepena

Cekuus 17151 yrpaBJlieHUsl HACTpoiKkamMu arperuposanus kananos LAG.

yTs
lag#
IHapameTtpsbl
Tabnuma 26
Ha3zpanmue ®opmar Onucanue
3HAYeHHUsl
label Crpoka O6o3nauenus crimcka Hactpoek LAG. B cniicke Hactpoek label

HactpauBatorcs ums 1 napamerpsl LAG. Umenn LAG <NAME>
MPUCBaMBAETCs IPOU3BOJIbHOE 3HaueHHe (Hanpumep, LAG-1). B
KOMaHJax clielyeT YKa3blBaTh TOJIbKO 3HaueHne uMeHH. [lapamerpsr:
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Ha3Banue dDopmar Onucanue
3HAYEHHs
e lacp — mpotokon LACP ucnons3yemsrit 1iis ynpasienus LAG.
Hactpoiixku LACP:
o enable — Bxmovenne LACP. [To ymMon4aHuio COCTOSIHUE
paboter LACP active;

o rate — nepuoau4HocTh oTnpaBku peakunn LACP Ha
paboTOCTIOCOOHOCT arpeTrUPOBAHHOTO KaHaa!
» fast — ornpasku peakiuu LACP kaxmayro
cekyHny. [lo ymonmuanutio peakuuu Beeraa fast;
*  slow — ormpasku peakunu LACP kaxmasie 30
CEeKYyHT;
e members — CImcoK MOpPTOB IS JAHHOTO cIrcka HacTpoek LAG
<label>:
o port —ums nopra. Umenn <NAME> npucsauBaercs
MPOM3BOJIEHOE 3HaueHue (Hanpumep, pl-1). B komanmax
CIIeZlyeT yKa3blBaTh TOJbKO 3HAUCHUE HMEHHU TIOPTa!

= priority — npuopuret mopra. Yem Gosbiie
3Ha4YCHUE, TeM BbIlIe puoputeT. [Ipasuia
MPUMEHSIOTCS B IOPSAKE YOBIBAHUS IPHOPUTETA.
[To ymonuanuro 32768. InanazoH BO3MOKHBIX
3HayeHui ot 1 1o 65535.

system-id | Yucno Wnentudurarop ycrpoiictsa, Bxonsamuil B LAG. Ilo ymonuanuro 1.
JlnamaszoH JOIyCTUMBIX 3HaUeHHUH oT 1 u Oorree.
system- Yucno [Tpuoputer ycrpoiictsa, Bxozsuiero B LAG. Yem Goubie 3HaueHHe, TEM
priority BbIe npuoputeT. [lo ymomuanuto 32768.
IIpumep
Tabmuna 27
Koncoan KomMmenTapuii
admin# set lag label LAG-1 Hacrpoiika arperupoBaHusi KaHaJIOB
set lag label LAG-1 lacp enable LAG

set lag label LAG-1 lacp rate fast
set lag label LAG-1 members port pl-1
set lag label LAG-1 members port pl-1
priority 1

set lag label LAG-1 members port pl-2
set lag label LAG-1 members port pl-2
priority 2

set lag label LAG-1 members port pl-3
set lag label LAG-1 members port pl-3
priority 3

set lag system-id 192.168.255.1

set lag system-priority 1

4.2.8 Cexuus ntp

Cexnus nepea
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Cexnus ans Hactpoiiku mapametpoB NTP (Network Time Protocol). [To3BosseT HaCTpOUTH
CUHXPOHU3AIMIO CHCTEMHOTO BPEMEHHU Ha YCTPONCTBAX CETH C BHEITHUMH CEPBEPAMH TOYHOTO
Bpemenu UTC.

yTH
ntp#
ITapamerpsbl
Tabnuua 28
Ha3zsanmue DopmaT 3HAYCHHUS Onucanne
common Crpoxka OO6111e HacTpOoKU
server Crpoxka Hacrpoiiku NTP-cepsepoB

4.2.8.1 ntp/ntp common
Ceknus nepena
Cekuust 1151 001et HacTpoiiku mapameTpoB NTP.

yTe

|ntp/ntp common#

ITapameTtpbl
Taobmuma 29
Haspanue ®opmar Onucanue
3HAYeHMUSs
timezone Crpoxka Texymmuii vacoBoii nosic. B quanasone ot -12 10 +14 OTHOCUTENBHO
GMT
sync- Yucio ITapameTps! CHHXpOHU3aLUY BPEMEHU HAa YCTPOUCTBAX CETH
settings otHocuTearHo UTC:
e sync-period — nepro/ CHHXpOHHU3ALMHK B ceKyHaax (oT 10 u
6oiee). [To ymomuanuro 10 cexyHn;
e samples — xonmngecTBo 3ampocoB k cepsepy. [1o
ymomdaHuto 4. Jlonmyctumsle 3Ha4eHus ot 1 10 8.
IIpumep
Taomuma 30
Koncoasn KomMmenTapuii
admin# set ntp common timezone +3 sync-settings OO6mras HacTpoiika
samples 5 sync-period 20 NTP

4.2.8.2 ntp/ntp server

Ceknus nepesa
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Cexnus mst HacTpoiiku NTP-cepBepoB. B BeTke 11t HacTpoiiku cepepoB NP server 3amarorcs IP-
anpeca NTP-cepsepos.

s o6o3nauenus IP-agpeca NTP-cepepa BBoauTcs nmapametp — address. B komanaax ciemyer
yKa3bIBaTh TOJIbKO 3HAYECHUE ajpeca.

[Mapamerp <prefer> no3possier ykaszarh npeanouturenbabiii NTP-cepsep.

yTs

‘ntp/ntp server#

IIpumep
Tabmuma 31
Koncoan KommenTapuii
admin# set ntp server 1.1.1.1 Hactpoiika NTP-cepsepoB
[edit]
admin# set ntp server 1.1.1.1 prefer
[edit]
admin# set ntp server 2.2.2.2
[edit]

4,29 Cexkuus prometheus

Cexnus nepesa

CGKHI/ISI PEAAKTUPOBAHUSA MMAPaMETPOB BbIAa4YU MCTPUKHU.

yTs
‘prometheus#
IHapamerpsbl
Tabmumua 32
Ha3zpanmue ®opmar Onucanne
3HAYEHMSs
daemon Crpoxka VYnpaeneHue BbIavel METPHK:
e active — 3amyck BbIIa4Y¥ METPHK;
e inactive — ocranoBka Bb1aun MeTpHK. [1o
yMogaHuio inactive.
path-to- Crpoka Hacrpoiika HTTP-pecypca <metrics_path>, B koropoit OyayT
metrics XPaHUTHCSI METPUKU.
port Howmep Hacrpoiika HOMepa mopTa, yepe3 KOTOphIid BHEIIHSIA Ci1y:k0a OyaeT
3a0upaTh MEeTpUKH. [lnana3oH BO3MOKHBIX 3HadeHul ot 1 u 6onee. [1o
ymorganuto 2112,
Ipumep
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Tabmuma 33
Koncoasn KomMmenTapuii
admin# set prometheus daemon Hactpoiika mapaMeTpoB 3aiycka BblJauu METPUKU B
active dbopmate prometheus.
set prometheus path-to-metrics
metrics
set prometheus port 2112

4.2.10 Cekuus snmp

Cexknus nepena

Cekuust Uit HACTPOWKH aJipeca CepBepOB, CTAHAAPTHBIC CTATHYECKHE YBeIOMIICHHs traps u
OIMCaHue COOBITHH C UCTONIb30BaHueM Xpath.

Jnst o6o3navyenus cnrcka Hactpoek SNMP BBonuTcst mapamerp — traps.

yTs
|snmp#
ITapamerpsbl
Tabnuua 34
Ha3zpanmue dopmar Onucanue
3HAYeHMs
alarm Crpoxka Hactpotiika coObITHH, TPpH HACTYIUIEHUH KOTOPBIX BBITIOIHIETCS

OTIIpaBKa NOCBUIKK SNMp-trap. Umenn

alarm <NAME> npucBarBaeTcsi IpOM3BOJILHOE 3HAUCHHE
(marpumep, CPU-CORE-0). B komanjax cienyer yka3blBaTh TOIBKO
3HauyeHue nMeHU. [TapameTpsr:

e category — onucaHue CTaHAAPTHBIX CTaTUYECKUX traps:

o cold-start — monmHoe OTKIIFOYEHHE 000PYIOBaHUSI
(mepe3arpy3ka 000pyI0OBaHHS IO IPUINHE
OTKJIIOUEHHE IIEKTPOIIUTAHHUS);

o warm-start — msrkas nepesarpyska 000py10BaHHs
(mo kHormke "reboot");

o authentication — omm0ka aBropu3aiu
NoJIb30BaTells (HEBEPHOE BBEJCHHUE JIOTHHA, AP0 U
JIPYTHX NaHHBIX);
link-down — Ha ¢u3HYecKoM MOPTY MPOTIaT CUIHAI;
link-up — Ha Gpu3HYECKOM TOPTY MOSIBUIICS CUTHAIT;
power-off — oTkmoueHne 610K MUTaHMS,
pOwer-on — BKJIFOYeHUe OJIOK ITHTaHuS,

o O O O O

not-inserted — 610k MUTaHUE BHIHYT;,

e falling-threshold — nmwxkHee moporoBoe 3HaueHue (Tpaduk
yIiaJ HIDKe YCTaHOBJICHHOTO MOpOra);
e 0id — unenrndukaTopsr 006ekTOB. Kaxkaprit OID cocTout u3

IBYX dacTel: TekcToBoro nMeHn u SNMP anpeca B
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Ha3Banue dDopmar Onucanne
3HAYEHHS
nudposomM Bue. B manmpHelieM B cicCTeMe MOHUTOPHHTA
nostoMy OID MoxeT ObITh Ha3HAYEH TPUTTED;
e rising-threshold — Bepxnee noporoBoe 3HaueHue (Tpaduk
MIPEBBICHIT YCTAaHOBIEHHBINA TIOPOT);
e Xpath — s3bIK 3ampocoB k dneMeHTaM XML-nokymMeHTa.
destination- | Crpoka IP-ampeca cepeepa
host
enabled Ctpoka Vrpasienue BKIIOYEHHEM TOCBIIKH SNMpP-trap:
e true — Bxmouenue. [lo ymonuanuro true;
o false — oTkiroucHue.
IToceuika traps ocyiecTBIsIETCS OJUH Pa3 IpU MEPEXOAE Yepes
3HauYeHUsI rmopora. J{js moBTOpHOM OTIpaBKu traps HeoOX0aUMO
BBIKJTIOYHTE/BKJIFOYUTH MOCBUIKY traps.
IIpumep
Tabnuua 35
Koncoan KomMmenTapuii
set snmp traps destination-host Hactpoiika IP-agpeca cepsepoB

10.212.130.154:

set snmp traps

10.212.130.172:

set snmp traps

162

destination-host

162

destination-host
10.212.131.48:162

falling-threshold 64
set snmp traps alarm
threshold 65

set snmp traps enabled true Bxirouenue/0TKIIFOYEHHE TTOCHLTKH
set snmp traps enabled false snmp-trap

set snmp traps alarm namel HacTpoiika cTaHIapTHBIX CTATHYECKHUX
set snmp traps alarm namel category cold- | traps. [Ipu HacTymieHHH HACTPOSHHOTO
start COOBITHSI Ha ajipec cepBepa NpUaeT

set snmp traps alarm name3 coo01eHue ¢ 0id, yCTaHOBJICHHBIH
set snmp traps alarm name3 category link- | cranmaprom SNMP.

down

set snmp traps alarm name4 [Honxrouenne 6a3bl yHpaBiIsIOIeH
set snmp traps alarm named category link- | unpopmanuu (MIB) daiinoB gact

up BO3MOXHOCTb CMOTPETh 0id B BHJE CJIOB.
set snmp traps alarm nameb

set snmp traps alarm nameb5 category warm- | MoXHO OJYYUTb JIAaHHBIE 110 TPOTOKOITY
start SNMp 110 KoMaHae,

set snmp traps alarm name6 Hanpumep, snmpwalk.

set snmp traps alarm name6 category

authentication

set snmp traps alarm name’

set snmp traps alarm name’/7 category power

off

set snmp traps alarm PSU-INVOLT-1 YkazaHue MOpOroBbIX 3HAYEHUN U

PSU-INVOLT-1 rising-

COCTOSIHUS C HCIONIb30BaHueM Xpath
(YKa3aHHe MOHHTOPUHIA TTapaMeTpa —

EcoNPB (Network Packet Broker) PykoBoacTBo nosib3oBaTesst

46



D) RDP

set snmp traps alarm PSU-INVOLT-1 xpath
"/hardware-info:show-all/psu-
info/psul[number='1"']/input/voltage"

set snmp traps alarm PSU-INVOLT-2
falling-threshold 64

set snmp traps alarm PSU-INVOLT-2 rising-
threshold 65

set snmp traps alarm PSU-INVOLT-2 oid
1.3.6.1.4.1.2101.9.9.14

set snmp traps alarm PSU-INVOLT-2 xpath
"/hardware-info:show-all/psu-
info/psul[number='2"']/input/voltage"

Koncoan KomMenTapuid
set snmp traps alarm PSU-INVOLT-1 oid KaKo rmapaMeTp HeoOXOaIMMO
1.3.6.1.4.1.2101.9.9.13 MOHHUTOPHUTB ).

B manHOM city4an HE0OX0AUMO
MOHHMTOPUTH BXOJSINEE HATPSIKCHUE
OJIOK IMUTaHUS.

4.2.11 Cexums packet-broker

Ceknus nepena

Cexuust 1151 HACTPOMKY MapameTpoB uHTepdeiica komanaHoM ctpoku Packet-Broker.

yTs

|packet—broker#

ITapameTtpbl
Taobmuma 36
Haszpanue ®opmar Onucanne
3HAYeHHUs!
filter-map Crtpoxka HacTtpoiika 0coObIX yC0BUi (HUIBTpAIIMK TOTOKOB TpaduKa
flow Crpoxka Hacrpotiika ¢unbTpanuu motoka tpaduka
link-group Crpoxka Hactpotiika rpynm nopToB Jyist BXOASIIEro Tpahuka
payload-match | Crpoka Hacrpoiika unsTpanuu Tpaguka o nojae3Hoi Harpyske
(payload)
share-group Crpoka Hacrpolika rpynn nopToB Ha3Ha4Y€HHUs
subnet-group Crpoxka Hacrpotiika rpynmsl mojiceteii BXos1ero tpaduka

4.2.11.1 packet-broker/packet-broker filter-map

Cexkuus nepeBa

Cexkuust 17151 HACTPOMKHM 0COOBIX YCIOBUHN (DMIIBTPALIMU NTOTOKA TpaduKa.

OyTs

|packet—broker/packet—broker filter-map#

IHapameTtpsbl
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Tabmuna 37
Hassanue ®opmar Onucanue
3HAYeHUs
action Crpoxka JeiicTBre mipu cpabaThIBaHUN 0COOOTO YCIOBHS (PHIBTPAIIUH TIOTOKA

Tpaduka. BozmokHbie 3HaueHHs action:

e drop — ¢puibTp, OIPEETISAIONINIA IO KAKMM YCIOBHSIM IPOXOISIINIT
TpaduK Hy)HO O6JT0KHUpoBaTh. CTpOKa YCIOBUS (QMIBTPAIIH C
3alaHHBIM Ha0OpOM KpuTepueB match:

o dst-ip — IP-ampec HasHaueHus,

o dst-port — nopt Ha3HaYCHUS,

o ip-proto — ciimcok HoMepoB IP-IIpOTOKOJIOB, HaliIEHHBIX B
noute "IIporokon" 3aromoska IPv4 u moie "Next Header"
3aronoBka [Pv6. /lnanazon 3nauenuit ot 0 no 255,

o mpls-count — komuuecTBO 31eMeHTOB Mpls Ha Kajp.
Jmama3on 3Hauenuii ot 0 mo 4,

o priority — nmpropuret cTpoku ¢uinbtpa. Yem Gosbiie

3HayeHue, TeM Bbllle npuoputeT. 1o ymomdanuto 0,

src-ip — IP-aapec ucTovHUKa,

Src-port — mopt UCTOYHHUKA,

vlan-count — komruecTBo 311eMeHTOB Vlan Ha dpeiim (eciu

¢peiiM nmeeT MHOTO vlan-3arojoBkoB). Jlnanazon

3HadyeHuit ot 0 110 4,

vlanl — 3Hayenue nepsoro vlan-tera,

vlan2 — 3mayenue Broporo vlan-tera,

vlan3 — 3xHauenue Tperhero vlan-rera,

O O O O

vlan4 — 3navenue uerBeproro vlan-rera;
e pass — mpomnyckarb JaHHBIN Tpaduk mpo3padno. CTpoka yCcIoBHS
GuIbTpaIK ¢ 33aHHBIM HAOOpOM KpuTepues match:
o dst-ip — IP-ampec HasHaueHus,
o dst-port — mopT Ha3HAYEHWUS,
o Ip-proto — crucok HoMepoB IP-MPOTOKOJIOB, HAMICHHBIX B
nosie "[Iporokon" 3aronoBka IPv4 u mone "Next Header"
3arosioBka IPv6. lnana3on 3nadenuti ot 0 g0 255,

o mpls-count — kosMuecTBO 3JeMeHTOB Mpls Ha Kajp.
Jmnamnazon 3Hauenuii ot 0 1o 4,

o priority — npuopuret ctpoku puiaeTpa. Yem Oonbiie
3HaueHHUe, TeM BbIlIe puopureT. [1o ymomganmto 0,
src-ip — IP-aapec ucTo4HUKA,

Src-port — mopT UCTOYHHUKA,

vlan-count — konuvecTBo 35eMeHTOB Vlan Ha dpeiim (ecu
¢peiiM nMeeT MHOTO vlan-3arojoBkoB). Jlnanazon
3HaueHui ot 0 10 4,

vlanl — 3uayenue mepBoro vlan-rera,

vlan2 — 3mauenue Broporo vlan-tera,

vlan3 — 3nayenue Tpersero vlan-rera,

o O O O

vlan4 — 3mauenue yeTBepTOro vlan-rera.
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Ha3Banue dDopmar Onucanue
3HAYEHMsI
match Crpoka Ocoboe ycnoBue QuibTpanuu MoToka Tpaduka. Bo3MoxHbIe 3HAUCHHS
match:

e dst-ip — IP-agpec HazHaueHM,

e dst-port — nmopt Ha3HAuCHHS,

e ip-proto — corcokx HoMepoB IP-TIpOTOKOJIOB, HAWIEHHBIX B IIOJIE
"IIpoTtokon" 3aronoBka IPv4 un none "Next Header" 3aromnoska I[Pv6.
Hwnamazon 3raueHuii ot 0 go 255,

e mpls-count — konu4yecTBO 3IEMEHTOB Mpls Ha Kaap. Jlnanaszon
3HaveHuit ot 0 10 4,

e priority — npuopuTet cTpoku GuiabTpa. Yem Oolblie 3HaYCHHE, TEM
BbllIe npuopuret. Ilo ymomyanuto 0,

e src-ip — IP-aapec ucrounuka,

e  SrC-port — nopt ucTo4HMKa,

e vlan-count — konuuecTBO 31eMeHTOB Vlan Ha dpeiim (eciau bpeiim
“MeeT MHOTO vlan-3arosiopkoB). Jlnana3zon 3HaueHuii ot 0 110 4,

e vlanl — 3navenue nepBoro vlan-rera,

e vlan2 — 3navenue BTOporo vlan-rera,

e vlan3 — 3nauenwue Tperbero vlan-tera,

e vlan4 — 3navenue yerBeproro vlan-rera.

ITIpumep
Taobmuma 38
KoHcoJb KommenTapmii
admin# set packet-broker filter-map static- Hactpoiika ocoObIX ycrnoBuii
nat flow static-0 ¢unpTpanuy motoka Tpaduka.

set packet-broker filter-map static-nat flow
static-0 action drop

set packet-broker filter-map static-nat flow
static-0 match dst-ip 5.8.39.128/26

set packet-broker filter-map static-nat flow
static-0 match priority O

set packet-broker filter-map static-nat flow
static-1

set packet-broker filter-map static-nat flow
static-1 action drop

set packet-broker filter-map static-nat flow
static-1 match dst-ip 5.8.38.128/26

set packet-broker filter-map static-nat flow
static-1 match priority O

set packet-broker filter-map static-nat flow
static-2

set packet-broker filter-map static-nat flow
static-2 action drop

set packet-broker filter-map static-nat flow
static-2 match dst-ip 5.8.39.0/26

set packet-broker filter-map static-nat flow
static-2 match priority O
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Koncoab KommenTapuii
set packet-broker filter-map static-nat flow
static-3
set packet-broker filter-map static-nat flow
static-3 action drop
set packet-broker filter-map static-nat flow
static-3 match dst-ip 194.39.99.128/25
set packet-broker filter-map static-nat flow
static-3 match priority O

4.2.11.2 packet-broker/packet-broker flow
Cexnus nepeBa
Cekuust A1l HACTPOMKY MpaBwiia PUIBTPAIIMH TOTOKA TpadHKa.

IyTs

‘packet—broker/packet—broker flow#

ITapamerpbl
Tabmuua 39
Ha3zpanmue ®opmar Onucanue
3HAYEeHMsI
drop Crtpoka OunbTp, ONpeneNIOUINA 0 KAaKUM yCIOBUSM MPOXOASIIHNA TpapuK

HYHO O10kupoBath. CTpoKa ycioBus (pUIBTPALIUH C 331aHHBIM
HabopoM kputepues match:

e dst-ip — IP-anpec Haznauenus (IPv4/IPv6). YkassiBacTcs aapec
€ MacKoii moacetu. Macka moJceTu MOXKET OBbITh YKa3aHa B BUJE
YeThIpeX JIECATUYHBIX YUCeN WK JJTUHBI pedukca (Hampumep,
255.255.255.0 unm /24),

e dst-port — mopt HasHauenus. J[nana3on 3HaueHuit ot 0 10
65535,

e eth-type — mose B 3aronoBke Ethernet-dpeiima, koTopoe
oTpeJieIsieT MPOTOKOJI BEPXHETO YPOBHSI JJAHHBIX. YKa3bIBaeTCS
B BUJIE [I€JIOT0 YHCTa B mecTHaAnarepuanoM hopmare: 0800
mim 800,

e from-lag — ananu3 Tpaduka Ha arperupoBaHHOM HUHTEpdeEiice,

e from-link — ananu3 Tpaduka Ha Bcex moprax, BXOASIINX B JIMHK
rpymy (link-group),

e from-port — ananu3 Tpaduka Ha OTIETHHOM TIOPTY,

e ip-proto — cnucox HoMepoB IP-NpOTOKOIIOB, HAIICHHBIX B MOJIE
"ITIpotokon" 3arosioBka IPv4 u none "Next Header" 3aromnoska
[Pv6. dIunana3on 3nauenuii ot 0 qo 255,

e ip-tos — tum cayx661 (TOD) mo 3aromosky IP. TOS
MHKAICYJIMPYET ABa NOJS: KOJAOBYIO TOUKY
muddepenunpoBannsix yeryr (DSCP) u siBHOe yBegomiieHHe 0
neperpyske (ECN),
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Ha3Banue Dopmar Onucanue
3HAYEHHSI

e learned-on — komanaa HanpaBieHus TpadUKa HA TPYIIITY IS
o0yuenus <to-learn-group>,

e mpls-count — konu4ecTBO AIEMEHTOB Mpls Ha Kap. [lnama3on
3Hadenwuii ot 0 1o 4,

e payload-match — comocTasien¥e o MoJae3HOH Harpy3Ke
<payload-match>,

e priority — mpuopuTer cTpoku GrasTpa. Yem 6oble 3HaYEHNE,
TeM BbIIIe pruoputet. [1o ymomuanwo 0,

e shared-group-active — BKiItOYE€HHE TPYIIIBI TOPTOB Ha3HAYCHUS
<shared-group>,

e shared-group-inactive — BbIKJIFOYEHHE TPYIIIIBI TIOPTOB
Ha3HaueHus <shared-group>,

e src-ip — IP-aapec ucrounuka (IPv4/IPv6). YkassiBaeTcs aapec ¢
Mackoi mojcety. Macka IoJICeTH MOXKET ObITh yKa3aHa B BHJIE
YeThIpeX ACCATUYHBIX YHCEI WITH JUTUHBI ipeduKkca (Hampumep,
255.255.255.0 unu /24),

e Src-port — nopt ucrounuka. /uanazon suauenuit ot 0 1o 65535,

e subnet-group — ums rpyImmsl mojceTH <subnet-group>, na
KOTOpOE IepeHanpaBisieTcsi Tpaguk,

e vlan-count — konuyecTBo 31eMeHTOB Vlan Ha dpeiim (eciu
¢peiiM nmeeT MHOTO vlan-3arojioBkoB). J(nana3zon 3HaYeHUI OT
0 o 3,

e vlanl — 3nauenwue nepsoro vlan-rera,

e vlan2 — 3Hauenune Broporo vlan-tera,

e vlan3 — snavenwue Tpersero vlan-rera.

enable Crpoxka OTKIIIOYEHNE HACTPOCHHOTO MpaBmiia QUIBTPAIUK MOTOKA TpaduKa.
[Tapametpsi enable
o false — oTkIFOUCHHE HACTPOESHHOTO MIPABHIIA;
e true — BiItOYCHUE paHee OTKIFOUEHHOTO MTPaBUIIa.
hash-type | Crpoka Hash — sto meTox 6anancupoBku Tpaduka. Pacuer xemi-3HaueHue

MAaKeTOB Tpa(uKa 10 OJJHOMY M3 CIACASIINX YCIOBHIA;

e Sip — paccumMTaTh Xemr-3HayeHne 1mo IP-uCTOYHNKY,

e dip — paccunTath xemr-3HayeHnue no [P-agpecy HasHaueHwus,

e sip-dip — paccunrars xer-3Hauenue mo [P-aapecy HCTOUHNKA U
IP-agpecy Ha3HaveHus,

e ipproto-sip-dip-sport-dport — paccunrarh Xen-3Ha4eHHUE 110
IP-ucrounuxky, IP-anpecy Haznauenus, [P-nmpotokony,
MCXOJIHOMY MOPTY U NOPTY Ha3HAUCHHUS,

e 1-tuple-src — paccuntath xenr-3HaueHue mo [P-UCTOUHUKY,

o 1-tuple-dst — paccunrars xenr-3Hauenue no IP-agpecy
Ha3HAYeHMS,

e 3-tuple-src — BeruucauTh Xenr-3Hauenue mno IP-ucrounuxy, IP-
MPOTOKOJY U UCXOJAHOMY TIOPTY,
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Ha3Banue Dopmart Onucanue
3HAYeHHUs!

e 3-tuple-dst — paccunTats xemnr-3Hauenue mo IP-agpecy
Ha3zHadeHus, [P-nmpoTokony u nopTy Ha3HauEHUS,

e 2-tuple — paccuutath xem-3Hauenue no IP-anpecy ncrounuka u
IP-ampecy HasHaueHus,

e b5-tuple — paccuurats xem-3Hauenue o IP-ucrounuky, IP-
angpecy HazHauyeHus, [P-npoTokoiy, HCXOAHOMY MOPTY U MOPTY
Ha3HA4YEeHUS.

match Crpoxka VYenosus ¢punbTpanuu Tpaduka. Bo3mokHbie 3HaueHus: match:

e dst-ip — IP-anpec Haznauenus (IPv4/IPv6). VkassiBacTCs aapec
¢ Mackoii mojiceTd. Macka MmoJjiceTd MOXeT ObITh YKa3aHa B BUJIC
YeTBIPeX ACCATUYHBIX YHCEN WM JUTMHBI peduKca (Harpumep,
255.255.255.0 unu /24),

e dst-port — moprt HasHauenus. Jlnamazon 3HaueHuit ot 0 10
65535,

e eth-type — mose B 3aronoske Ethernet-dpeiima, koTopoe
OIIpeAeNsieT MPOTOKOJI BEPXHETO YPOBHS IAaHHBIX. Y Ka3bIBAaeTCS
B BUJIC 1I€JIOT0 YKCIa B ecTHaAaTepuanoM hopmare: 0800
mm 800,

e from-lag — ananus Tpaduka Ha arperupoBaHHOM HUHTEpdEiice,

e from-link — ananu3 Tpaduka Ha Bcex mOpTax, BXOASAIINX B JIMHK
rpymy (link-group),

e from-port — ananu3 Tpaduka Ha OTIETHHOM TIOPTY,

e ip-proto — cnucok HoMepoB IP-NPOTOKOIIOB, HAlIICHHBIX B MOJIE
"[Iporoxon" 3aronoBka IPv4 u mome "Next Header" 3aromnoBka
[Pv6. Inana3on 3nadenwuii ot 0 g0 255,

e ip-tos — tum ciayx0661 (TOD) mo 3aromosky IP. TOS
WHKAICYJIMPYET JIBa TOJS: KOJOBYIO TOUKY
muddepennmpoBannsix yeryr (DSCP) u siBHOe yBegomiieHHE 0
neperpyske (ECN),

e learned-on — komana HanpaBiieHus TpadUKa HA TPYIIITY IS
obyuenus <to-learn-group>,

e mpls-count — kosMIecTBO 37IeMEHTOB Mpls Ha Kajap. Jlnanason
3HaueHui ot 0 10 4,

e payload-match — comocrasien¥e 1o MoJe3Ho Harpy3Ke
<payload-match>,

e priority — npuoputet ctpoku GuabTpa. Yem Oosbliie 3HAUYCHHE,
TeM BbilIe npuoputet. [To ymomuanuio 0,

e shared-group-active — BKiItOYE€HHE TPYIIIBI TOPTOB Ha3HAYCHUS
<shared-group>,

e shared-group-inactive — BbIKIIIOYEHHE TPYIIITBI TIOPTOB
Ha3HaueHus <shared-group>,

e src-ip — IP-agpec ucrounuka (IPv4/IPv6). Yka3biBaeTcs aapec ¢
MacKoii nojceTr. Macka 1mojceT MoXeT ObITh yKa3aHa B BHIIC
YeThIPEX JACCATUYHBIX YHCEI WK [UTMHBI pedukca (Harpumep,

255.255.255.0 unu /24),
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Ha3Banue Dopmar Onucanue
3HAYEHMHsI
e Src-port — moprt ucrounuka. /[namazon sHadenunii ot 0 mo 65535,
e subnet-group — ums rpynmsr moacetn <subnet-group>, Ha
KOTOpOe IepeHanpaBisieTcs: Tpaguk,
e vlan-count — konnyecTBO d1IEeMEHTOB Vlan Ha dpeiiM (ecim
¢peiim nmeet MHOTO vlan-3aronoBkoB). Jlnana3zoH 3HaUYeHHUN OT
0 o 3,
e vlanl — 3Hauenwue nepBoro vlan-tera,
e vlan2 — 3xHauenue Broporo vlan-tera,
e vlan3 - sHauenue TpeThero vlan-rera.
to- Crpoxka Wwms rpynmer 6anancupoBku (Share-group), B koropoe Oyzaer
balance- MPOXOJUTH OT(PIIETPOBAHHBIN TpaUK.
group
to-lag Crpoka Nms arperupoBanHoro kanaiga LAG, B koTopoe OyIeT IpOXOTUTh
OT(UIBTPOBAHHBIN TPaPUK.
to-learn- | Crpoka Wnentudukarop rpynmsl "oObydeHus" MOPTOB, B KOTOPBIi OyaeT
group MPOXOIUTH OT(HUIBTPOBAHHBIN TPapHUK
I'pynma st o0ydeHus opToB Y CTPOHCTBa paboTaeT Mo aHAIOTHH C
MAC-tabaunen.
to- Crpoxka Wms rpymnmsl HOpTOB Ha3HaueHus (Share-group), B Kotopoe Oyner
mirror- MPOXOIUTH KOTHIO OT(QUIIBTPOBAHHOTO TpaduKa.
group
Ipu 3epkanupoBanny TpahuK NIPOXOAUT YCTPOUCTBO HACKBO3b. C
Tpaduka, MoANasaOMIEro Mo KPUTEPUH 3epKATMPOBAHNS, CHUMAETCS
KOTHS U 3Ta KOMUSI HATIPaBJISIETCS HA aHAITM3aTOP Yepe3 IPYIIIbI
OaJlaHCUPOBKH.
to-port Ctpoka Wwmst mopTa, B KoTOpoe OyeT MPOXOoAnTh OT(HUIBTPOBAHHBIN TPapUK.
IIpumep
Taomuma 40
Koncoun KommenTapmii

admin# set packet-broker
flow FLOW1

set packet-broker flow
FLOW1 match from-port pl
set packet-broker flow
FLOWl match src-ip
1.1.1.0/24

set packet-broker flow
FLOW]l match dst-ip
2.2.2.0/24

set packet-broker flow
FLOW1l match dst-port 80
set packet-broker flow
FLOW1l to-port p2

[MpaBuio GunabTpanyu, Mo KOTOpOMy MPUXOJAIIUI Ha MOpT pl
Tpaduk OyaeT oTHUIBTPOBAH 0 YKa3aHHBIM src-ip, dst-ip, dst-
port 1 OTHpaBIEH Ha OPT p2.

4.2.11.3 packet-broker/packet-broker link-group

Ceknus nepesa
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Cek1us 1151 HACTPOMKH TPYIIIIBI TOPTOB BXOSIIETO Tpaduka.

IyTn

‘packet—broker/packet—broker link-group#

ITapamerpsbl
Tabmmna 41
Hassanue Dopmar Onucanue
3HAYeHUs
lag Crpoxa WMs arpernpoBaHHOr0 KaHaja, BKIFOUYEHHOTO B TPYIIITY MIOPTOB
BXOZsIIIET0 Tpaduka
port Crpoka Wwms mopTta, BKIIOYEHHOTO B IPYMITy MOPTOB BXOJISIIEro Tpaduka
IIpumep
Tabnuua 42
Koncoub KommenTapuii
admin# set packet-broker link-group Hactpoiika rpymnmsl MOpTOB BXOIAIIETO
BrokerLinkl Tpaduka.
set packet-broker link-group BrokerLinkl
lag LAGI1
set packet-broker link-group
BrokerLinkl port pl-1

4.2.11.4 packet-broker/packet-broker payload-match

Cexkuus nepeBa

Cek1us HacTpoHKH 11aboHa pUIbTpauu Tpaduka 1Mo NoJe3HOM Harpy3Ke CeTeBOro MakeTa.

HyTs

‘packet—broker/packet—broker payload-match#

ITapameTtpbl
Tabmmna 43
Ha3zpanue dDopmar Onucanue
3HAYCHMUS
match Crpoka [Ta6bn0H ¢unabTpaunu Tpaduka 1o MmoJie3HoH Harpy3Ke CeTeBOro rnakera,
10 KOTOPOMY MbI HIIEM TOJIE3HYI0 HHPOPMALIMIO B [TAKETE.
priority | Ywucio [puopurer crpoku GunbTpa. Uem 0oJiblie 3HAYCHUE, TEM BBIIIE
npuoputert. [IpaBuia npuMeHsIOTCS B MOPsAKE yObIBaHHS IPUOPHUTETA.
[To ymomuanuto 65535.
Ipumep
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Ta0numa 44
Koncoan KomMmenTapuii
admin# set packet-broker Hactpowuts mab6ion dhuiasTpannu Tpaduka mo
payload-match PAY1 MIOJIE3HOM HAarpy3Ke CETEBOro MaKeTa.

set packet-broker payload-match
PAY1 match 1500
set packet-broker payload-match
PAY1 priority 1

4.2.115 packet-broker/packet-broker share-group
Cexuus nepeBa
Cekuust 17151 HACTPOUKH TPYIIIBI IOPTOB HA3HAYEHUS.

yTH

|packet—broker/packet—broker share-group#

ITapameTpsI
Tabnuua 45
Haszpanue ®opmar Onucanue
3HAYEHHs
critical- Homep OO0miast KpUTHYECKas IOCTYIHASI MOIIHOCTh B ITpoIeHTax. J{nanazon
capacity nonycrumoro 3HadeHuit ot 0 go 100. Ilo ymonuanuro
ycranasnuBaeTcs — 50.
filter-map Crpoxka Wwms criucka ¢ 0coObIMU yCIOBHSMH (puibTpanuu Tpadurka, 3a1aHHOe
B BeTke packet-broker filter-map
lag Crpoxa Ha3zBanue arperupoBaHHOro KaHaia, BKIIOYEHHOTO B TPYIILY IIOPTOB
Ha3HaYCHUS
port Crpoxka WMs nopTta, BKIFOYEHHOIO B IPYIITY HOPTOB HA3HAYECHMS
vlan- Crpoka Nms cetn VLAN, BriroueHHO# B <share-group>. [lapamerpsi ceTu
translation VLAN:

e change-vlan — usmensier Ter VLAN. Juamazon
nomyctuMoro 3HadeHuit ot 0 1o 4095,

e pop-vlan — caumaer ter VLAN,

e push-vlan — no6asnsier Ter VLAN. /[namas3oH g0mycTUMOro
snauenuii ot 0 go 4095,

e to-lag — ums arperupoBaHHOTO KaHasa, Ha KOTOpoe OyaeT
MIPOXOIUTh OTQPIILTPOBAHHBIN TpadUK,

e 1o-port — ums moprta, Ha KOTOpPO€E OyAET MPOXOIUThH
OT(UIBTPOBAHHBIN TPaPUK.

Henw3st co3maBath pas3Hble mpaBmiia Ha ouH U TOT ke LAG nimun
nopr. JIBa aeiictBust pop-vlan u push-vlan B ogaom npasuie npu
OOHOBIICHUH ITPOIIMBKH 3aMeHsFOTCs Ha change-vlan.

BAYKHO! Pasperieno co3naBath TOJIBKO OAHO MPaBwWiIo 0e3
ykazauus <to-lag>/<to-port>, 1.k. eciu He yKa3bIBaTh HAIIPABJIEHHE,
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TO MpaBwiIo OyneT pacupocTpaHsaThcs Ha Bce LAG wiu mopThl B
JaHHoM <share-group>.

Ha3Banue dDopmar Onucanue
3HAYEHUS

IIpumep
Tabmuua 46

Koncousn KomMmenTapuii
admin# set packet-broker share-group Sharel Hacrpoiika rpynn nopros
set packet-broker share-group Sharel lag critical- | masHadyeHus

capacity 60

set packet-broker share-group Sharel lag filter-
map FILTER MAPI

set packet-broker share-group Sharel lag LAG1
set packet-broker share-group Sharel port pl-1
set packet-broker share-group Sharel vlan-
translation VLAN1

set packet-broker share-group Sharel vlan-
translation VLANI1 push-vlan 100

set packet-broker share-group Sharel vlan-
translation VLANl push-vlan 100 to-port pl-1

4.2.11.6 packet-broker/packet-broker subnet-group
Cexkuus nepena
Cek1us 115 HACTPOWKH TPYII MOJICETEeN BXOASIIEro Tpaduka.

HyTs

‘packet—broker/packet—broker subnet-group#

ITapamerpbl
Taomuua 47
Haszpanmue DopMat 3HAYCHHSA Onucanune
dst-ip Crpoka IP-anpec HazHaueHus
ip Crpoka IP-aapec
src-ip Crpoxa IP-anpec ncrounmka
IIpumep
Tabnuua 48
KoHcoJb KommenTapuii
admin# set packet-broker subnet-group SUBNETGR Hacrpoiika rpymisl

set packet-broker subnet-group SUBNETGR subnet SUBL MOJICETH
set packet-broker subnet-group SUBNETGR subnet SUBL
dst-ip 1.1.1.1/32
set packet-broker subnet-group SUBNETGR subnet SUB2
set packet-broker subnet-group SUBNETGR subnet SUB2
ip 192.168.0.0/24
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Koncogb KomMenTapuid
set packet-broker subnet-group SUBNETGR subnet SUB3
set packet-broker subnet-group SUBNETGR subnet SUB3
src-ip 2.2.2.2/16

4.3 KoMaHabI ONIEPAIIMOHHOI0 PeKUMA
B AaHHOM pas3acic nNpeacTaBJICHbl KOMAaHAbI OIICPALIMOHHOI'0 pEeXKUMa.
4.3.1 Komanaa configure

Onucanne

Komanna configure mo3BosisieT BBINOIHATH BXO/ B KOH(QUTYPALMOHHBINA PEXKHUM [UIs H3MEHCHHS
HacTpoek YcrpoiicTBa. BHeceHre n3MeHEeH I B KOH(PUTYPAIHIO TPOU3BOIUTCS TOJIBKO B 3TOM
pexume.

BHUMMAHME! Hactpoiika KoHGHUTypaiu AByMs U 0oJiee MOJIb30BaTEISIMH €IHHOBPEMEHHO
Oyzer 1aBaTh KOH(DIMKTHI IPU COXpaHEeHUU. BHOCUTh n3MeHEeHHs B KOH(PUTYpaLUIO CIeIyeT
TOJIKO OZHOMY I0JIb30BATEIIO.

Pe:xxum

KOMaHI[a AOCTYIIHA B OIICPAMOHHOM PECIKUMC.

BpI30B KOMaHABI

|configure
IIpumep
Tabmuna 49
Koncoasn KomMenTapuii

admin> [lepeiitu B pexum KOHMUTYpaIun

configure

admin# HeiicTBytomias KoHQUTYpalyst 3arpy>keHa sl peIakTHpoBaHus (TPU3HAK —

CHUMBOJI # B CTPOKE IPUIJIALICHHS)

CesizaHHbBIE KOMaHAbI U PEe/KUMBbI

B PE3YJIbTATC BBIIIOJHCHUA KOMaHAbI YCTpOﬁCTBO NepexoauT B KOH(l)I/Il"ypaL[I/IOHHHﬁ PCKUM.
4.3.2 Komanaa edit

Onucanune

I'pynmna xomana edit mo3BossieT NepeiiTH B yKa3aHHYO BETKY KOH(UTYpPaIMOHHOTO JIepeBa JUis
PEIaKTHUPOBAHUS M OJHOBPEMEHHO BKIIIOUUTH KOHPUTYPALIMOHHBINA PEKUM (€CIM KOMaH 1a Obu1a
BBI3BAaHA U3 ONEPALMOHHOIO PEXKUMA).
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Pesxxum
KoMaH/1bl TOCTYITHBI B OIIEPAIlMOHHOM PEXUME U PEKUME KOH(PUTYpAITUH.

BbI30B KOMaHabI

ledit <SECTION_ NAME>

IIpumep
Tabmuua 50
Koncoanb KomMenTapuid
admin> edit [lepeiiTn B KOHQUTYypAITMOHHBIA PEKUM
admin# edit port label pl-1 | Ilepeiitu B pa3aen KOHGHUTYPUPOBAHHS TAPAMETPOB MOPTA
pl-1

CBsizaHHbBIE KOMaH/IbI U PECKUMbI

Ecnu Tekymum pexxuMoM SIBISETCS ONEPALMOHHBIN PEXKHUM, TO B PE3YJIbTATE BHIOIHEHUS
koMmaH 161 edit OyeT MpOM3BEACH BXO B PEKUM KOH(PUTYPAITHH.

4.3.3 Komanaa exit

Onucanue
Komanpa exit mo3BosisieT BEpHYTHCS Ha OJIMH YPOBEHB OJIMIKE K KOPHIO KOH(PHUTYPAIMOHHOTO
nepesa. Ecin koman/ia exit BeIosIHEHa B KOPHE KOH(DUTYPAIIMOHHOTO JepPeBa, TO MPOU3BOAUTCS

BBIXO/1 U3 KOH(UTYypaIMOHHOTO peXuMa B ONEPALIMOHHBIN.

Ecnu komania exit BeIOJITHEHA B OMEPAIHIOHHOM PEXHME, TO OY/IET MPOU3BEIICH BBIXO U3
KOHCOJIH.

Pexum
Komanma mocTymnHa B onepanmoHHOM PEKUME U PEKUME KOH(UTYPALTUH.

BbI30B KOMaHbI

‘exit
Ipumep
Tabmuna 51
Koncoan KomMmenTapuii
admin> exit BprliiTu U3 TeKyliero pexuma

Casa3aHHbIe KOMaH/IbI U PEC/KUMbI

Ecnu TexymuM pesxuMoM sIBIsIeTCs KOH(UTYPAITMOHHEBIHN, TO B PE3YJIbTAaTe BHIMOJIHEHUS KOMaHIbI
exit Oyzer mpou3BeIeH BHIXO/ B PEIKUM OMEpaTopa.
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Ecnu Texymmm pexxuMoM SIBIISIETCSI ONIEPALOHHBIN PEXHM, TO B PE3yJIbTAaTe BBHITOIHEHUSI
KOMaH 1bl Xit OyeT 3aBepiieHa ceccusl.

4.3.4 Komanaa help

Onucanmne

Komanna help mo3sossier mpocMoTpeTs cripaBky 1o peskumam u komanaam CLI.
Pexxum

Komanna noctyriHa B oneparfdioOHHOM peXUME U PeKUME KOHPUTYpaIiu.

BpI30B KOMaHbI

|help

IIpumep

Tabnuma 52

Koncoasn KomMmenTapuii
admin> help Oto0paxaroTcs peKUMBI U
CLI provides a number tools for device komanapl CLI
configuration.
There are two modes, which represents a
different
possibilities for viewing\setting data.
Operational mode
is a default mode. Operational mode provides
only commands
which does not changing data. Configuration
mode provides
a full set of possibilities for data
manipulation. If data
manipulation and\or device configuration are
needed -
enter 'configure' command to enter in configure
mode.
If you need a help - press TAB for showing
available commands/pathes/values or press '?'

to

display additional information about current
completions

Follows commands are available in operational
mode:

show - show data (in config mode also)

dir - show existing saved configuration
configure - enter to config mode

call - execute special command in subsystem
exit - exit from cli (in config mode exit to

user mode)
Follows commands are available in configuration
mode:

EcoNPB (Network Packet Broker) PykoBoacTBo nonb3oBaress
59



D) RDP

Koncoan KommenTapuii
set - set data in accordance with model tree
del - delete data in accordance with model tree

apply - configure device
end - go to top level of model tree

edit - navigation in model tree

up - go to upper level from current

save - save current configuration to file
load - load configuration from file
remove - delete user configuration file
store - store user configuration file

op - get available commands from operational
mode in conf
ig mode
revert - revert last command
ping - ICMP ECHO
d - 'top' command synonym
- 'up' command synonym
/ - 'top' command synonym

4.35 Komanasl show

Onucanune

I'pynna koman ShOW 103BOJISICT IPOCMATPUBATH HH(OPMALIUIO 110 PA3JIHYHBIM CEKIUSIM JIepeBa
KOH(Urypauuu Y cTpoucTBa.

[Ipu BbIMONHEHUH KOMaH bl OyZIeT 0ToOpaXkaThCs HH(pOpMAaIMs TOW BETKH KOH(UTYpaIuH,
KOTOpas BbIOpaHa B JaHHBI MOMEHT.

B onepannoHHOM peknMe BBIBOIUTCS HHPOPMAIHUS O TEKYIIUX HACTpOHKaxX KOH(QUTYypaluH, B
KOH(UTypaliMOHHOM — UH(POPMALUs, TOCTYIHAs JUIsl pelaKTUPOBAHMUSL.

Pexum
Komanap! 70CTYIHBI B ONIEPAIIMOHHOM PEKUME U PEKUME KOH(UTYPALTHH.

BbI30B KOMaHbI

|[show [SECTION_NAME]

IIpumep
Tabmuma 53
Koncoasn KomMmenTapuii
admin> show [Tokasarp BCIO TEKYyIYI0 KOHPUTYpaLuio Y CTpoicTBa.
snmp {
traps {

version snmp-version-2c
enabled false

}

tacacs {
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Koncoanb

KommenTapuii

tacacsplus {
}
}
logger {
logging-settings {
log-level error

}
ntp {
common {
sync-settings {
sync-period 10
samples 4

}

prometheus {
port 2112
path-to-metrics metrics
daemon inactive

}

admin> show snmp
traps {
version snmp-version-2c
enabled false

[Nokazats cexumto aepesa konpurypauun — SNMP.

435.1 show aaa

Onucanue

Komana Show aaa mo3BossieT mpocMOTpeTh KOH(GUTypallMOHHbIE TaHHBIE 11 AAA.

Pe:xxum

Komanna noctyriHa B onepanioHHOM U KOHPUTYPAITMOHHOM PEXHUME.

BbI30B KOMaHAbI

|show aaa {status | user-roles | users}

ITapameTpbl KOMaHbI

Tabmuma 54
Ha3panmne Tun Onucanne
status Crpoka | IlokasaTs nHpOpMaLHIO 0 cTaTyce QyHKIMH ynpaBieHust AAA
user-roles Crpoka | IlokaszaTh HHGOPMALIMIO O POJISIX TOJNb30BaTEIeH
users Crpoka | IlokaszaTh nHpOPMALIKIO O MOJIB30BATEISIX

IIpumep
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Tabnmna 55

Koncoan KomMmenTapuii

{
"aaa:show-users": {
"users": |
{
"user": "daemon",
"password™": "FFxxAT

by

"user": "admin",
"password": "x*xxxU

}

admin> show aaa users IIpocMoTp crMcka ToJIb30BaTeNeil, 3aperuCTPUPOBAHHBIX B AAA

4.3.5.2  show rdp-firmware

Onucanue

Komanpma show rdp-firmware no3Bossier mpocMoTpeTh HHPOPMAIIHIO 0 KOH(UTYPAIIMOHHBIX
JIAHHBIX BCEX MPOIIMBOK YCTPOUCTBA.

Pexum
Komannma noctyrHa B onepaifioHHOM U KOHPUTYPAITHOHHOM PEXUME.

BbI30B KOMaHbI

‘show rdp-firmware {boot-image | status}

ITapameTpsl KOMaHbI

Taonumua 56
Ha3Banmne Tun Onucanune

boot-image Crpoka | Iloka3ath MH()OPMALIHIO 3aTPyKEHHBIX MPOIIMBKAX

status Crpoka | IlokazaTte nHpOpMaIHIO 0 cTaryce GYyHKIMHU YHpaBIECHHUsI MPOIINBKOM
IIpumep
Tabmmma 57

Koncoun KommenTapuii
admin> show rdp-firmware IIpocMOTp criMcKa MPOIIMBOK yCTPOHUCTBA

boot-image {
current A
A |
active true
stable false
version
major 3
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Koncoianb

KomMenTapuid

minor 2

release 4

bugfix 0

revision 3536

str 3.2.4.0.3536
}

tries 0

active false
stable false
version {
major 3
minor 2
release 4
bugfix 0
revision 3570
str 3.2.4.0.3570
}
tries 0
}
Factory {
active true
stable true

4.35.3 show hardware-info

Onucanmne

Komanna show hardware-info no3sossier mpocMoTpeTs HHGOPMAILINIO 0 KOHOUTYPALIHOHHBIX

JAHHBIX 000PYIOBaAHMS.

Pe:xxum

KOMaHI[a JOCTYIIHA B ONICPAallMOHHOM U KOH(l)I/Il"ypaI_II/IOHHOM peKUMeE.

BpI30B KOMaHABI

show hardware-info {all | cpu | fans | memeory | platform-info | psu |
sensors | status | storage}
IMapaMeTpbl KOMAHIBI
Tabnuna 58
Ha3Banue Tun Onucanue

all Crpoka | [Tokazath BCro mH(pOpMaIHo 00 000pyI0BaHHH

cpu Crpoka | [Tokazats nH(MOpPMAIHIO O TEXHHYECKOH YacTH 000pyIOBaHUS
fans Crpoka | [TokazaTh HH()OPMALIMIO O CTATYCE OXJIAKIAIOIINX CUCTEM
memory Crpoka | [loka3ats nH(OpMALIHIO 0 TAMATH 00OPYIOBAHUS
platform-info Crpoka | Ilokaszats nH(MOpMALHKIO O CEPUHHOM HOMEpE IaT(opMBbl
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Haspanue Tun Onucanue
psu Crpoka | IlokazaTs mHpOpMAIHIO 0 OJOK MHTAHUH
Sensors Crpoka | IlokazaTe mH(pOpMANIHIO O TEMIEPATYPHBIX TATIAKAX
status Crpoka | Ilokazate mH(pOpManHIO 0 cTaTyce 000PyIOBaHHS
storage Crpoka | Ilokazate naopMaImio 0 NamMsTH XpaHEHHS
IIpumep
Tabnuna 59
Koncoanb KommenTapuii
admin> show hardware-info fans ITpocMOTp O cTaTyce OXJIaXIAOIIHX CHCTEM
fans {
fan 1 {
state active
speed-front 6101 (RPM)
speed-rear 6101 (RPM)
}
fan 2 {
state active
speed-front 6185 (RPM)
speed-rear 6185 (RPM)

}
}

admin> show hardware-info memory
memory-info {
total 8254861312 (bytes)
free 6838448128 (bytes)
utilization 17 (%)

}

[IpocmoTtp mHPOpMaHK O TAMSTH 000PYIOBaHUS

admin> show hardware-info platform-
info
platform-info {
serial-number 01671869
}

[IpocmoTp nHGOpManKK O cepriitHOM HOMepe
m1aThopMbI

admin> show hardware-info psu
psu {
psu 1 {
type AC
sStatus
input {
voltage
current
}

output {
voltage
current

}

}
}

Power on
227.0 (V)
2.37 (A)

12.0 (V)
41.667 (A)

IIpocmoTtp nadopmanmio o 610k nutanuu AC

admin> show hardware-info storage
storage {
storage 0 {
type filesystem
total 127787859968

(bytes)

[IpocmoTp nHpOpMaMK O TaAMATH XpaHEHUS
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Koncoanb KommenTapuid
free 80508129280 (bytes)
utilization 36 (%)

}

storage 1 {

type filesystem

total 60789760 (bytes)
free 57915392 (bytes)
utilization 4 (%)

}

4.3.5.4  show logger

Onucanune

Komanya show logger no3Bossier mpocMoTpets HHGOPMAIIUIO O HACTPOHKAX JIOTHPOBAHUSI
VYerpoiicTsa.

Pe:xxum
Komanzga noctynHa B onepainoHHOM U KOHGUTYPALIMOHHOM PEKUME.

BbI30B KOMaHAbI

|show logger {logging-settings | message-count | messages | status}

ITapameTpbl KOMaHBI

Tabnuna 60

Ha3Banue Tun Onucanue
logging-settings Crpoka | Ilokazarp uH(poOpMaIHiO 0 HACTPOHKaX JIOTUPOBAHHUS
message-count Crpoka | Ilokaszate nHpOpMAIHIO O KOJMIECTBE COOOIICHHI
messages Crpoka | [lokazaTh HHPOPMAIHMIO O MOJYYCHHBIX COOOICHUSX
status Crpoka | [lokazate nHQOpMAIHIO O CTaTyCe JOTUPOBAHHUS
IIpumep
Tabnuna 61

Koncoun KommenTapuii

admin> show logger | [IpocMoTp nH(pOpPMALHU O KOHPUIYPALIMOHHBIX JAHHBIX IS QYHKINH
logging-settings | perucrpaiuu nojb30BaTeneit
{
log-level debug
servers 1.1.1.1

protocol tcp

port 12345

status
inactive

}
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Koncoan KommenTapuii

4355 show mng-if

Onucanune

Komanzna show mng-if mosBossier npocMoTpets HHPOPMALIUIO 0 KOH(PHUTYPALIMOHHBIX
JIAHHBIX YIIPaBISAIONIETO HHTEpdeiica.

Pe:xxum
Komanna qoctyrHa B oneparioHHOM U KOHPUTYPAITMOHHOM PEXKHME.

BbI30B KOMaHAbBI

‘show mng-if {addresses | hostname | name-server | routes | status}

I[MapameTpbl KOMaHAbI

Tabmuua 62
HasBanue Tun Omnucanue
addresses Crpoka | Ilokasats nHdopmanuio 06 ynpasisionieM HaTepgeiice
hostname Crpoka | IlokasaTh Ha3BaHue ¥YcCTpoiCTBa
name-server Crpoka | Iloka3aTh cIIMCOK Ha3BaHUI CEpBEPOB
routes Crpoka | [lokazaTh nHGOPMAIIUIO O CETH Ha3HAYCHHUSI
status Crpoka | IlokasaTh HHGOPMALIMIO O cTaTyce yIpaBIsIoIero nurepgeiica
IIpumep
Tabmmna 63
Koncoasn KomMmenTapuii
admin> show mng-if IMpocMoTp mHbOpMaNINU 0 KOHPUTYPAIIMOHHBIX TAHHBIX HHTEpdeiica
hostname QA145 YIIpaBJICHUS
name-server {
1.1.1.1
8.8.8.8

}

addresses default {
ip 10.210.145.2
prefix 27

}

routes default {
destination 0.0.0.0
prefix 0

gateway
192.168.100.1

}

4.35.6 show ntp

Onucanue
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Komanma show ntp nosBossier mpocMoTpeTh HHPOPMAIHIO 0 KOHPUTYPAIIHOHHBIX TaHHBIX
NTP. NTP cuaxponusupyet BpeMms Ha ycrpoiicTBax cetu otHocuTesnibHo UTC (Coordinated
Universal Time) 1151 HaCTpOWKH CEpBUCOB 0€30MAaCHOCTH U JIOTUPOBAHUSI.

Pexum

Komanzga moctynHa B OnepaiioHHOM U KOHPUTYPAIIMOHHOM PEKUME.

BbI30B KOMaHABI

|show ntp {common | server | date | info | status}

IMapaMeTpbl KOMAHBI

Tabnuua 64
Ha3Banmne Tun Onucanue
common Crpoka | Ilokaszate nadopmarmo 06 obmeit HacTpoiike NTP
server Crpoka | Ilokaszate nadopmarmo 06 NTP-cepBepax
date Crpoka | Ilokazate nHpOpMaImio o Tekymiei nate oTHocutensHo UTC
info Crpoka | Ilokaszath nH(popMaLuIo 0 cepBepax U MapaMeTpax CHHXPOHHU3AILNU
status Crpoka | Ilokazare undopmanmio o ctaryce NTP
IIpumep
Tabnuua 65
Koncoan KomMeHnTapuii
admin> show ntp common [IpocmoTtp nadopmanmu 06 odmert HacTpoiike NTP
common {

timezone +3

sync-settings {
sync-period 10
samples 4

4.35.7 show tacacs

Onucanune

Komana show tacacs mo3BossieT mpocMoTpeTh HHMOpMAIIHIO 0 KOHOUTYPAIIMOHHBIX JTAHHBIX
tacacs-kimenra.

Pe:xxum
Komanzga noctynHa B onepaiioHHOM U KOHGUTYPALIMOHHOM PEKUME.

BrI30B KOMaHALI

|show tacacs {status | tacacsplus}

ITapameTpbl KOMaHBI
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Tabnuna 66
Ha3zsanmue Tun Onucanue

status Crpoka | [Tokazare undopmarro o craryce pabotel TACACS-kineHTa

tacacsplus Crpoka | IlokasaTth unpopmaiuio Hactpoiikax npotokona TACACS+
IIpumep
Tabmuma 67

Koncoanb KommenTapuii
admin> show tacacs [TpocMmoTp nHGOPMAIHHU 0 KOH(PUTYpaMOHHBIX TaHHBIX
tacacsplus { TACACS-knueHnTa

server 1.1.1.1 {
address 1.1.1.1
port 12345
shared-secret 12345678
password-auth-protocol

CHAP

timeout 12 (seconds)

}

}

4.3.5.8 show lag

Onucanue

Komanna show lag no3Bosisier mpocMoTpeTs HHYOPMAIIUIO O HACTPOHKAX KaHaa
LAG. [MTapametpsl LAG 3anarorcst B BeTke KOH(GUTYypallmoHHOTO JiepeBa lag.

Pe:xum
Komanga noctynHa B onepaliiOHHOM U KOH(GUTYPAIIMOHHOM PEXUME.

BbI30B KOMaHabI

‘show lag {label | status | system-id | system-priority}

ITapameTpbl KOMaHBbI

Tabnuma 68
Ha3Banue Tun Onucanue
label Crpoka | Ilokaszats cnucok HacTpoek LAG
status Crpoka | ITokazare nadopmanmio o craryce LAG
system-id Crtpoka | [Toka3ars uaeHTHhUKATOP Y CTPONCTBA, YUACTBYIOIIETO B IPYIIIES
arperanuu KaHaJIOB
system- Crpoka | [TokazaTe npeanoutuTeabHoe Y CTPOUCTBO, YUACTBYIOUIEE B TPYIIIE
priority arperanyy KaHaJloB
IIpumep
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Tabnuma 69
Koncoan KomMenTapwmii
admin> show lag [IpocMoTp uHGOPMALIMK O TEXHOJIOTUH 00bEIUHCHHS HECKOIBKIX
system-priority (hM3UIeCKUX KaHAJIOB B OJIMH JIOTHICCKUN
32768

system-id 1
label LAG-1 {
members {
port pl-1 {
priority 1
state down
}

port pl-2 {
priority 2
state down
}

}

lacp {
enable

mode active
rate fast

}

}

4.3.5.9  show port

Onucanune

Komana show port mo3Bosnsier mpocMoTpeTh HHOOPMAIIHIO O KOHPUTYPAIIMOHHBIX JaHHBIX
(bu3NYECKUX MOPTOB.

Pe:xxum
Komanzga noctynHa B onepainoHHOM U KOHGUTYPALIMOHHOM PEKUME.

BpI30B KOMaHABI

show port {label | administratively-state | statistic | tranceiver-
eeprom}

IMapaMeTpbl KOMaHABI

Tabmuma 70

Ha3panmue Tun Onucanue
label Crpoxka | Iloka3zaTh HaMEHOBaHHUE MIOPTA
administratively-state | Crpoka | [loka3zare nH}popMarmo 00 aAMUHUCTPATUBHOM CTaTyCe

IIOPTOB

statistic Crpoxka | Tloka3aTh HH(pOpMALIUIO O CTATHCTHKE IOPTOB
tranceiver-eeprom Crpoxka | Iloka3zats nHpOpMALUIO O TPAaHCUBEPE
IIpumep
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Koncoian

KomMmenTapuii

admin> show port label
label pl2-1 {
number 12
lane 1
speed 10G
mtu 9000
link-state up
}
label p32-1 {
number 32
lane 1
speed 10G
mtu 9000
link-state up

[IpocmoTp mrPOpManHK 0 KOHGUTYPAIMOHHBIX JAHHBIX TOPTOB

4.35.10 show snmp

Onucanue

Komanma show snmp no3Bosisier mpocMoTpeTh nHpopMaluio o napamerpax HacTporiku SNMP.

Pexum

KOMaH)Ia AOCTYIIHA B OINCPAITUOHHOM U KOH(I)I/IpraI_II/IOHHOM PEKUME.

Brb130B KOMaHIbI

status inactive

}

‘show snmp {status | traps}
Tabmuna 72
HasBanue Tun Onucanue
status Crpoka ITokasars nadopmammio o craryce padboTsl cepsepa SNMP.
traps Ctpoka ITokazaTe HacTpOWKM MMOCBUIKK ShMp-trap.
Ipumep
Tabmuna 73
Koncoasn KomMmenTapuii
admin> show snmp status ITpocmotp uHboOpManuu o craryce pabotsl cepsepa SNMP.
status {

admin> show snmp traps
traps {

version snmp-version-2c
enabled true

}

[IpocmoTp HacTpoMKH MOCHIIKK SNMP-trap.
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4.3.5.11 show prometheus

Onucanune

Komanya show prometheus mo3Bossier mpocMOTpeTh HHPOPMAIIHIO O TapaMeTpax BbIIauH
MeTpuKkHu B popmare prometheus.

Pexum
Komanna noctyriHa B oneparmoHHOM U KOHPUTYPAIIMOHHOM PEXHME.

BbI30B KOMaHABI

|show prometheus {daemon | path-to-metrics | port | status}
Tabnuua 74
Ha3Banmne Tun Onucanne
daemon Crpoka | [IpocMoTp craryca Bbliauyu METPUK.
path-to- Crpoka | [Ipocmorp HTTP-pecypca, B KOTOpOil XpaHSITCSI METPUKH.
metrics
port Howmep | IIpocmoTp HOMepa TopTa, Yepe3 KOTOPBIH BHEIIHSS CITy»K0a 3a0upaeT
METPHKH.
status Crpoka | IIpocMmotp craryca pabotsl prometheus.
IIpumep
Tabmuma 75
Koncogn KommenTapumii
admin> show prometheus [TpocmoTp MHGOpMaLMKU O MapaMeTpax Bbla4U METPHKH B
port 2112 ¢dopmare prometheus.

path-to-metrics metrics
daemon active
admin> show prometheus ITpocmotp cratyca pabotsl prometheus.
status
status {
status inactive

}

4.3.5.12 show packet-broker

Onucanue

Komanna show packet-broker mozsomnsier npocmoTpeTs HHPOPMAIHIO O HACTPOHKAX
koHpuryparmu Packet-Broker.

Pe:xxum
Komanzga noctynHa B onepainoHHOM U KOHGUTYPAIIMOHHOM PEKUME.

BpI30B KOMaHABI

|show packet-broker
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IIpumep

Tabnuna 76

Koncoan KommenTapuii
admin> show packet-broker ITpocmoTp nepesa koupuryparuu Packet-Broker
flow F1 {
match {
priority O
mpls-count 1
}
hash-type sip
statistics {
bytes 0
packets O
}
}

4.3.5.13 show packet-broker learn

Onucanue

Komanma show packet-broker learn nmossossier nmpocmoTpets urdopmaruio o rpyire "odyueHus"
IIOPTOB.

Jns mpocMoTpa nHpopMaIuio o0 onpeaeneHHo rpyme "o0y4eHus " mopToB He0OX0IUMO BBECTH
napameTp — group u uaentudurarop <NUM>, 3anannsbiii B BeTke koHpurypauuu packet-broker
flow to-learn-group.

Pexum

KOMaH)Ia AOCTYIIHA B ONICPAIUOHHOM PCKUME.

BbI30B KOMaHbI

show packet-broker learn group <NAME> {count | dublicate | head <NUM> |
is <IP-ADDRESS> | pattern <reges> | tail <NUM>}

ITapameTpbl KOMaH/AbI

Tabymna 77
Haspanmue Tun Onucanue
count Homep | IlokasaTh konudecTBo 3anuceil B rpynmne "o0y4yeHus" mopToB

dublicate | Crpoka | IToka3zars 3amucy ¢ OMMHAKOBBIMU [P-aipecaMul B pa3HBIX TPYyIINaxX
"0Oyuenus" mopToB

head Homep | Ilokasats 3anucu B ykazanHoM koaudectBe <NUM> ¢ Hayana criucka

is Crpoka | ITokazate 3anucu no IP-anpecy

pattern Crpoxka | [loka3zate 3anucu, HaliICHHbIE B COOTBETCTBHUH C PETYJISIPHBIM BBIPAKEHHEM

tail Howmep | Ilokasate 3anucu B ykazaHHoOM kosimdectBe <NUM> ¢ KOHIIa CIIMCKa
Ipumep
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D) RDP
Koncoasn KomMmenTapuii

admin> show packet-broker learn [Tokazats KomM4ecTBO 3amnucelt B rpymie "odydenus"”
group 3 count mopToB 3
learn {
group 3 {
count 10
}
}
admin> show packet-broker learn ITokazaTs 3amcu ¢ omuHaKoBEIMU [P-anpecamu B
dublicate rpynmnax "o0yuenus" nmoptos 3 u 4
learn {
address 1.1.3.5 {
groups {
3
}
proto IPv4
timestamp 2023-05-15
12:25:40
}
address 1.1.3.5 {
groups {
4
}
proto IPv4
timestamp 2023-05-15

13:19:41
}
admin> show packet-broker learn [Tokazate 3anmucu B ykazaHHOM KonudectBe <NUM>
group 3 head 3 C Hayaja crucka B rpyrie "oOydeHus" moptos 3
learn {
address 1.1.3.5 {
groups {
3

}
proto IPv4
timestamp 2023-05-15
12:25:40
}
address 2.1.3.5 {
groups {
3
}
proto IPv4
timestamp 2023-05-15
12:25:40
}
address 3.1.3.5 {
groups {
3
}
proto IPv4
timestamp 2023-05-15
12:25:40
}
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Koncoab KommenTapuii

}

admin> show packet-broker learn [oxazats 3ammcu mo IP-anpecy
is 1.2.3.5
learn {
address 1.2.3.5 {
groups {
4
}
proto IPv4
timestamp 2023-05-15
12:25:38
}
}

admin> show packet-broker learn IToka3aTh 3amucy, HAMIEHHbBIE B COOTBETCTBUU C
pattern [1-3]\.1\.3\.5 PETYISIPHBIM BBIPAKEHHEM
learn {
address 1.1.3.5 {
groups {
3
}
proto IPv4
timestamp 2023-05-15
12:25:40
}
address 2.1.3.5 {
groups {
3
}
proto IPv4
timestamp 2023-05-15
12:25:40
}
address 3.1.3.5 {
groups {
3
}
proto IPv4
timestamp 2023-05-15

12:25:40
}
}
admin> show packet-broker learn IToxa3zaTs 3amucu B ykazaHHOM KonndectBe <NUM>
group 3 tail 3 C KOHIIa CITUCKa B Tpy1me "o0ydeHus" noptos 3
learn {
address 1.1.3.5 {
groups {
3

}
proto IPv4
timestamp 2023-05-15
12:25:40
}
address 2.1.3.5 {
groups {

EcoNPB (Network Packet Broker) PykoBoacTBo nosib3oBaTesst
74



D) RDP

Koncoanb

KomMenTapuid

}
proto IPv4

timestamp 2023-05-15
12:25:40
}
address 3.1.3.5 {
groups {
3
}
proto IPv4
timestamp 2023-05-15
12:25:40
}
}

4.3.5.14 show packet-broker sniffer

Onucanue

Komanga show packet-broker sniffer mossomsier mpocMoTpers HHGOPMALIHIO O BBHITIOJTHEHHOM

MOHHUTOPHUHTE TpaduKa, MPOXOAIIIETO Yyepe3 Y CTPOHCTRBO.

Pe:xxum
Komanna noctynHa B onepaimoHHOM pexuMe.

BpI30B KOMaHABI

|show packet-broker sniffer

ITapameTpbl KOMaHABI

Tabnuna 79
HasBanue Tun Onucanue
status Crpoka | Ilokaszars undopmarmio o ctaryce NpoBeJeHNUs MOHUTOPUHTa Tpaduka:
e active — MOHUTOPHHT IPOU3BOIUTCS,
e inactive — MOHUTOPHHT OCTAHOBJICH.
sended Crpoka | [lokazars uHpOpMAIHIO O KOJINYECTBE OTIPABICHHBIX TAKETOB JaHHBIX B
MPOIIECCe MOHUTOPHHIA Tpa(uKa.
target- Crpoxka | [Tokazats |P-agpec, c KOTOPOTO OCYIIECTBISAETCS MOHUTOPHHT Tpaduka.
address
target-port | Crpoka | [loka3ate HOMep mOpPTAa, Yepe3 KOTOPBII MPOXOJUT HHTEPECYIOINN
Tpaduk.
match Crpoka | [loka3zaTe Ha3BaHUE TPYIIHI TAPAMETPOB, IT0 KOTOPOMY OBLT ITPOBECH
MOHUTOPHHT TpadukKa.
IIpumep
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Koncoian

D) RDP
KomMmenTapuii

admin> show packet-broker sniffer
sniffer {

status inactive

sended 10 (packet(s))

match {

port pl-1

vlan-id 100

mac-dst
e0:db:55:d5:a9:0c/ff:ff:ff:ff:£ff:£ff
mac-src
00:26:57:00:1f:02/ff:ff:ff:ff:ff:£ff
}

}

[IpocMoTp mHPOPMALINN O BHIIOJTHEHHOM
MOHHUTOpPHHTE TpaduKa, MPOXOIIIETO Yepe3
YcrpolicTBo.

4.3.5.15 show packet-broker subnet-group

Onucanue

Komanma show packet-broker subnet-group nmossossier mpocMoTpeTh CTATUCTUKY 00PaOOTKH

tpaduka nmojacersmu <subnet-group>.

Nmenn cnucka Hactpoek nojacetu <NAME> npucBanBaercs 3HaueHue, 3aJaHHOE B BETKE

koHpuryparmu packet-broker subnet-group.
Pexum
KomaHnna mocTynHa B ONEpalimOHHOM PEXUME.

BbI30B KOMaHbI

‘show packet-broker subnet-group <NAME>

Ipumep
Taomumna 81
Koncounb KommenTapmii
admin> show packet-broker [TpocmoTp MHGOPMALIKHU O CTATUCTHKE 00pabOTKU
subnet-group GROUPL Tpaduka noacersmu <subnet-group>

subnet-group GROUP1 ({
subnet SUBNET1 {
src—ip 1.1.1.0/24
statistics {
bytes 0
packets O
}
}
subnet SUBNET2 {
src—ip 1.1.2.0/24
statistics {
bytes 0
packets 0
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Koncoan KommenTapuii

}
subnet SUBNET3 {
src—-ip 10.10.10.10
statistics {
bytes 0
packets 0

4.3.6 Komauasl call

Onucanue
I'pyna koman call mo3Bosier BHINONMHATh YAAIEHHBIH BBI30B MPOIELYP:

o call aaa — ynpasnenne AAA,
« call rdp-firmware — ynpasnenue npoImBKoii;
o call <DEVICE_NAME> — MOHUTOPHHT HPOLIECCOB, MPOXO/AIINX B paMKax Y CTPOHCTBA.

Pe:xxum
KomaHbl 1OCTYIIHBI B ONIEPALITUOHHOM PEXKUME.

BpI30B KOMaHABI

call {aaa <procedure> | rdp-firmware <procedure> | DEVICE NAME
<procedure>}

4.3.6.1 call aaa

Onucanue

AAA (Authentication, Authorization and Accounting) — cucrema ayTeHTH(UKAIIMH aBTOPH3AINT U
yuera coobITuii. OHa npejiaraeT pasJInIHbIe METOIBI HICHTH(HKAIUH [TOJIB30BaTEI,
aBTOPHU3AIIMH, a TAK)KEe cOOpa M OTIPAaBKU MH()OPMAITUH Ha CEpBEp.

I'pynna xomana call aaa mo3BossieT BHIIONHATH yripaBieHne AAA:

« call aaa change-password — cmeHa apoJisi oJIb30BaTeIs;
« call aaa change-user-role — cmena ponu mone3oBarens;

e call aaa create-User — co3gaHue MMOJIb30BATEII;

o call aaa create-user-role — cozganusi poiu NOTb30BaTEIS;
o call aaa delete-role — ynanenue posu moyis30Batens;

o call aaa delete-user — ynanenue moiab30BaTesl.

Pe:xxum

Komanna nmoctyrHa B onepaiimoHHOM pexUMe.
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BrI30B KOMaHALI

call {change-password <PARAMS> | change-user-role <PARAMS> | create-user

<PARAMS> | create-user-role <PARAMS> | delete-role <PARAMS> | delete-
user <PARAMS>}

4.3.6.2 call aaa change-password

Onucanue

Komanpa call aaa change-password mo3BojsieT CMEHHTD IapoJib IMOJIb30BATEIs.
Pesxxum

Komania 1ocTyIHa B ONEPaliiOHHOM PEXHMME.

BbI30B KOMaHbI

‘call aaa change-password user <USER NAME> password <NEW PASSWORD>

ITapameTpbl KOMAH/BI

Tab6mma 82
Ha3Banue Tun Onucanue
user Crpoka WwMs nons3oBatens
password Crpoka HoBel1il napons noias3oBatens
IIpumep
Taomumna 83
Koncoasb KomMmenTapuii
admin> call aaa change-password user user 1 Cwmena mapostst
password Passl159!753 MOJIb30BaTEIIS

4.3.6.3 call aaa change-user-role

Onucanne

Komanna call aaa change-user-role mo3Bosisier CMEHUTH POJIb TOJIB30BATEIS.
Pesxxum

Komanja 10ocTyHa B OTIEPAliOHHOM PEXKUME.

Br130B KOMaHAbI

‘call aaa change-user-role user <USER NAME> new-role <NEW ROLE>

ITapameTpbl KOMaHABbI
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Tabnua 84
Ha3zBanmue Tun Onucanne
user Ctpoka Wwms monp3oBarens
new-role Crpoxka Hogas posp nons3oBarens
Mpumep
Ta6muma 85
Koncosan KomMenTapuid
admin> call aaa change-user-role user user 1 new- Cwmena ponn
role operator T10JIb30BaTEIS

4.3.6.4 call aaa create-user-role

Onucanue

Komanpa call aaa create-user-role mo3BossieT co3aarh poiib MOJIb30BATEIIS.
Pexnm

Komanga noctynHa B onepaiiOHHOM PEXKUME.

BbI30B KOMaHABI

call aaa create-user-role role <NEW ROLE> description <TEXT> allow-view
<SUBSYSTEM NAME> allow-view-and-config <SUBSYSTEM NAME>

ITapameTpbl KOMaHIbI

Tao0muma 86
Ha3Banmne Tun Onucanue
role Crpoxka | Ha3anue ponu nosp3oBaTenst
description Crpoka | Onucanue ponu nosnp3osarend. Hanpumep, nepedrcienne npas
JocTyna poiu. Bmecto npo0esioB HCHoiab3yHTe CUMBOJI HUYKHETO
nojuepkuBanus " " win geduc "-"
allow-view Crpoxka | Hazpanue pa3zienoB KOHGUTypalyu, K KOTOPBIM POJTH
MIPeIOCTAaBIISETCS MPaBo MpocMoTpa: 'mng-if, aaa, ntp ..." wm 'all' — mns
BBIOOpA BCEX MOJCUCTEM
allow-view- Crpoxka | Hazpanue pa3zienoB KoH(GUTypalyu, K KOTOPBIM POJTH
and-config NpeIoCTaBIISIeTCS paBa MPOCMOTpa U KOHpUTrypupoBaHust: 'mng-if,
aaa, ntp ...' wim 'all' — s BEIOOpA BcexX MOJICHCTEM
IIpumep
Ta0numa 87
Koncous KomMmenTapuii
admin> call aaa create-user-role role role 1 Coznmanne poiu
description rights ntp and mng-if allow-view ntp allow- | mojb3oBaTeis
view-and-config mng-if
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4.3.6.5 call aaa create-user

Onucanue

Komanpna call aaa create-user mo3BossieT co3aaTh HOBOT'O IMOJIL30BATEIS.
Pexum

Komania gocTynHa B ONepariiOHHOM PEXHUME.

BrI30B KOMaHALI

call aaa create-user user <USER NAME> role <ROLE NAME> password
<PASSWORD>

ITapameTpbl KOMaH/BI

Tabnuua 88
Ha3Banmne Tun Onucanue
user Crpoxka Wms nons3oBatens
role Crpoka HazBaHue ponn nonp3oBaTens
password Ctpoka ITapons nose3oBaTens
IIpumep
Taomumua 89
KoHcoJb KommenTapmii
admin> call aaa create-user user user 1 role Co3anue HOBOTO
operator password Passl159!753 MOJIB30BATENS

4.3.6.6 call aaa delete-role

Onucanue

Komanna call aaa delete-role mo3BossieT yaanuTh pojib, CO3IaHHYIO MoJb3oBareneM. Jlis
yIaleHHs POJIH HEOOXOIMMO 3a1aTh 3HAUCHHE MapameTpa <role> — umst posiu monb30BaTes.

Ecnu ynansemast poib yke Ha3Ha4eHa MOJIb30BATENI0, TO BEIBOJUTCS COOOIIeHHE 00 OMMOKe CO
CITMCKOM I10JTIb30BaTeNel, KOTOPhIM Ha3HaueHa dTa poiib. [loaTomy, iepes yaaneHnemM, Heo0X0IMMOo
Ha3HAYUTh HA IPYTUE POJIU WM YAAIUTH MTOJIb30BATENEH, UMEIOLIUX JAHHYIO POJIb.

JIist IpUHYIUTENBHOTO YAAleHUs POJIH, HAa3HAYSeHHON TTOJIb30BaTENsIM, HEOOXOJUMO HCIIOJIb30BaTh
ommuio — force. [Toap3oBaresy, TOTEPSBIINE POJIb B PE3YJIbTATE HCITOIb30BAHHMS

ornuuu force, craHoBSTCS HEAKTHMBHBIMH JI0 HA3HAYCHHSI UM HOBOM POJIH.

Pesxxum

KomaHnna mocTynHa B ONepaiimoOHHOM PEXUME.

BrI130B KOMaHALI
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|

|call aaa delete-role {role <ROLE NAME>} [force]

IIpumep
Tabmuma 90

Koncoasn KomMmenTapuii
admin> call aaa delete-role role role 1 force Y nanenue poJu moyib30BaTelis

4.3.6.7 call aaa delete-user

Onucanue

Komanpa call aaa delete-user nmo3sosisieT yaaauTh noiab3osaresis. 11 BBITOJHCHHUS KOMaHIbI
HEOOXOIMMO yKa3aTh IapaMeTp yAaleHus <USer> — uMs MoJIb30BaTes.

Pe:xxum
Komanna noctyrHa B onepaiuoOHHOM peXUME.

BbI30B KOMaHAbI

|call aaa delete-user user <USER NAME>

ITIpumep
Taobmuma 91

KoncoJb KommenTapuii
admin> call aaa delete-user user user 1 V nanenue noip3oBaTes

4.3.6.8 call rdp-firmware

Onucanune
B YcrpoiicTBe ecTh HECKOIBKO BHIOB BCTPOSHHOTO MPOTPAMMHOTO o0ecrieueHus (TIPOIINBKH).

Factory — 3aBojickast Bepcusi IpOorpaMMHOT0 oOecrieueHusi, He MOANeKUT u3MeHeHuto. Factory
IpeacTaBiseT co0oi 6a30BYI0 BEPCHIO C OTPAHUYEHHON (DYHKIIMOHAIBHOCTBIO.

JUnist TOTHOLIEHHOM paboThl Y cTpoiicTBa HEOOXO0JMMA yCTaHOBKA BTOPOTO YPOBHSI MPOIPaMMHOT0
obecrnieuenus — image. ba3oBas BepcHs MPOLIMBKH 1MAJe MOCTABISACTCS MPEyCTAHOBICHHONW Ha
YerpoiceTBo.

Ha omHOM YcTpolicTBe 0JJHOBpEMEHHO MOXKET OBITh YCTaHOBJICHA MpoIiuBKa factory u e Gonee
JBYX MPOIIMBOK iMage.

I'pynna xomansa call rdp-firmware mo3Bosisiet BEIIOIHUTH HACTPOMKY MPOIINBKH:

o call rdp-firmware download — ckaunBanue npommMBKY;

o call rdp-firmware install — ycranoBka ckagaHHO# MPOIINBKY;

o call rdp-firmware list — BbIBOI crincka ckauaHHBIX TPOLIMBKAX U KX COCTOSIHUM,
o call rdp-firmware reboot — nmepesarpysku YcrpoiicTsa;
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o call rdp-firmware reset-tries — copoc cuérunka HeyIa4HbIX IIEPE3arpy30K IS TCKYIICH
IPOIINBKHY;

o call rdp-firmware remove — yaaneHue cka4uaHHOM MIPOIINBKH;

o call rdp-firmware set-active — ycTaHOBKa aKkTHBHO#1 ITPOILIUBKH;
o call rdp-firmware set-factory — ycranoBka 3aBoJICKO MPOIIMBKH;
o call rdp-firmware set-stable — yctanoBka cTaOMIBHOTO COCTOSIHUSI TIPOIIUBKH.

Pe:xxum
Komanna noctyrHa B oneparioHHOM peXUME.

BbI30B KOMaHabI

call {download <PARAMS> | install <PARAMS> | list <PARAMS> | reboot
<PARAMS> | remove <PARAMS> | reset-tries <PARAMS> | set-active <PARAMS>
| set-factory <PARAMS> | set-stable <PARAMS>}

4.3.6.9 call rdp-firmware download

Onucanune

Komanpna call rdp-firmware download nmo3sosnsier ckauats npomuBky ¢ FTP niu TFTP-cepBepa u
COXPaHHTh €€ Ha yCTPOUCTBO ¢ uMeHeM <file name>.

Pexum
Komanna noctynHa B onepaiuoHHOM pexuMeE.

BbI30B KOMaHbI

‘call rdp-firmware download from-url <URL> to-file <file name>

ITapameTpbl KOMaHbI

Tabmuna 92
Ha3Banmne Tun Onucanne
from-url Crpoka Anpec cepBepa CKaunBaHUs
to-file Crpoka Wwms daiina npommBku
Ipumep
Tabnuma 93
Koncous KomMmenTapuii
admin> call rdp-firmware download from-url CkaumBanue oOpa3za
ftp://user:password@xxx.xxx.xxx.xxx/ to-file npommuBky ¢ FTP-cepsepa ms
filename OOHOBJICHUS C TEKYIIEeH BEPCUU

U COXpaHEHHE M0]] IMEHEM
filename. doctyn k FTP-
CepBepy OCYIIECTBISIETCS Yepes3
nopt ynpasienust (MGMT).
Cuctema EcoDPIOS-LB cama
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Koncosnb KomMenTapuid
OTIPENIeTUT, KaKko# (aiin Ha
cepBepe MOIXOIUT st
CKauMBaHUs ¥ OOHOBJICHUS

admin> call rdp-firmware download from-url CxaumBanue ¢aiina ¢ FTP-
ftp://user:password@xxx.xxx.xxx.xxx/ filename cepBepa M COXpaHEeHUe Mo
to-file filename nmeneM filename, eciau oH

MTOXOUT JUTS TEKYIIeH
mI1aThOPMEI 1 BO3MOKHO
0OHOBJICHHE JT0 ATOI BEpPCHH.
Hoctyn k FTP-cepBepy
OCYIIIECTBIISIETCS Yepe3 MopPT

ynpasaenust (MGMT)
admin> call rdp-firmware download from-url CkauuBaHue 00pasa
tftp://xxx.xxx.xxx.xxx/ to-file filename npommuBku ¢ TFTP-cepsepa

JUIst OOHOBJIEHUS C TEKYIIEH
BEPCUU U COXPAHEHHUE O]
nmeneM filename. Jloctym k
TFTP-cepsepy
OCYILIECTBIISIETCS Uepe3 MOPT
ynpasnerust (MGMT).
Cucrema EcoDPIOS-LB cama
OTIpeIeNINT, Kakoi (aiin Ha
cepBepe MOAXOIUT ISt
CKauMBaHUs U OOHOBJICHHSL.

admin> call rdp-firmware download from-url CkaunBanue daiina c TFTP-
tftp://xxx.xxx.xxx.xxx/filename to-file cepBepa U COXpaHeHHUE Mo
filename nmeneM filename, ecau on

MOJIXOAUT JUIs TeKyIIen
1aT(HOPMBI U BO3MOXKHO
0OHOBJICHHE JI0 ATOMH

Bepcuu. loctyn k TFTP-
cepBepy OCYLIECTBISETCS uepes
nopt yrpasieHusi (MGMT).

4.3.6.10 call rdp-firmware install

Onucanue

Komanna call rdp-firmware install mo3Bosnsier ycTaHOBHUTb IpeIBAPUTENHFHO CKAYCHHYIO Ha
Y CTpONUCTBO MPOIIMBKY.

JInst yka3zaHus IMEHHM CKQueHHO# MPOIIUBKY BBOAUTCS apametp — from-file.
Pexum
Komanna noctyrHa B ONepaiiiOHHOM PEXHUME.

BpI30B KOMaHABI

|call rdp-firmware install from-file <file name>

IMpumep
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Tabmmna 94

Koncoun KomMmenTapuii
admin> call rdp-firmware install from-file VYcraHoBKa CKavaHHOM
image A MPOIIUBKHA

4.3.6.11 call rdp-firmware list

Onucanue

Komanpa call rdp-firmware list mo3BoisieT BBIMONIHUTE BHIBOJ CIIMCKA CKAYaHHBIX MPOIIMBKAX U
MX COCTOSIHUM.

Jliis BBIBO/IA A€TANBHOM MH(OpPMAIMK O CKaYaHHBIX MPOIIMBKAaX HEOOXO0AUMO BBECTH MapaMeTp
<detail>.

Pexum
Komanna noctyrnHa B onepaijuOHHOM peXUME.

BbI30B KOMaHbI

‘call rdp-firmware list <detail>

IIpumep

Taomumua 95

KoHncoJb KommenTapuii
admin> call rdp-firmware list BrIBos criicka cKkadaHHBIX MPOITUBKAX M UX COCTOSHUH.
list {
file SDNSwitch-packet-broker-
3.2.5.0.4035-
develop.handmade-
deb6136.1image {
size 266947387 (Byte)
human-readable-size 254.58
MiB
access-time 2022-04-19
12:39:24.49309672
modification-time 2022-03-18
16:15:18.19919103
info {
}
}
file SDNSwitch-packet-broker-
3.2.5.0.4029-packet-
broker.handmade-£f3bal55.image
{
size 138046273 (Byte)
human-readable-size 131.65
MiB
access-time 2022-04-19
12:42:54.76299161

EcoNPB (Network Packet Broker) PykoBoacTBo nosib3oBaTesst
84



D) RDP

Koncoanb

KomMenTapuid

modification-time 2022-04-19
12:42:34.91264473

info {

}

}

}

admin> call rdp-firmware list
detail

list {

file SDNSwitch-packet-broker-
3.2.5.0.4035-
develop.handmade-
deb6136.1image {

size 266947387 (Byte)
human-readable-size 254.58
MiB

access-time 2022-04-19
12:39:24.49309672
modification-time 2022-03-18
16:15:18.19919103

info {

platform Packet Broker
version 3.2.5.0.4035-
develop.handmade-deb6136
verification ERROR

}

}

file SDNSwitch-packet-broker-
3.2.5.0.4029-packet-
broker.handmade-£f3bal55.image
{

size 138046273 (Byte)
human-readable-size 131.65
MiB

access-time 2022-04-19
12:42:54.76299161
modification-time 2022-04-19
12:42:34.91264473

info {

platform Packet Broker
version 3.2.5.0.4029-packet-
broker.handmade-f3bal55
verification ERROR

}

}

}

BreiBon aeranpHON MH(POPMALIUK O CKaYaHHBIX 00pa3ax u
HUX COCTOSTHHUH.

31ech:

o verification OK — 06pa3 ycrnenrso mpomé
IPOBEPKY HEIIOCTHOCTH,

o verification ERROR — o6pa3 me mporén
MPOBEPKY [EIOCTHOCTH.

CoOOTBETCTBEHHO, 00Pa3bl MOT'YT TOJXOAUTh JJIs
YCTaHOBKH WJIM HE TIOAXOAUTH 110 Pa3HBIM MpUYHHAM. B
MpHUBEIEHHOM TIPUMEpE MEPBBIH 00pa3 MOIXOIUT, a
BTOPOU HECOBMECTHUM C TEKYIIICH maT(opMoit

4.3.6.12 call rdp-firmware reboot

Onucanune

Komanpa call rdp-firmware reboot mo3BosisieT BBITOJHUTD TIepe3arpy3Ky Y CTpoicTBa.
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Pesxxum
Komanna n1octyrHa B oneparmoHHOM peXUME.

BbI30B KOMaHabI

‘call rdp-firmware reboot {cancel | delay <NUM>}

ITapamMeTpbl KOMaHBI

Tabnuua 96
Ha3Banmue Tun Onucanue
cancel Komanaa OTMeHa repes3arpy3Ku
delay Yucno 3anepKKa nepe3arpy3ku B MUHYTax
IIpumep
Tabmuua 97
Koncoub KommenTapuii
admin> call rdp-firmware reboot cancel OtMeHa nepe3arpy3ku Y cTpoicTBa
admin> call rdp-firmware reboot delay 5 Ilepesarpyska YcTpoiicTBa

4.3.6.13 call rdp-firmware remove

Onucanne

Komanma call rdp-firmware remove mo3BosisieT y1aiuTh CKauaHHYO MTPOIITUBKY.
Jlns yka3zaHHus UMEHHM CKaue€HHO# MPOIIUBKY BBOAUTCS napametp — file.

Pesxxum

Koman/a 10CTyITHA B OTIEPAIIHOHHOM PEXUME.

Brb130B KOMaHIbI

‘call rdp-firmware remove file <file name>

IIpumep
Tabnuma 98
Koncoasn KomMmenTapuii
admin> call rdp-firmware remove file image A Y nanenue ckadaHHOW MPOITHBKHU

4.3.6.14 call rdp-firmware reset-tries

Onucanue

Komanpa call rdp-firmware reset-tries mo3Bossier cOpOCUTh CUSTUHK HEYAAYHBIX MTEPE3arpy30K
MPOIINBKH.
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JInst yka3zaHUs MMEHH CKQUE€HHOM MPOITMBKY BBOIUTCS TapaMeTp — image.

Pexum
Komanga noctynHa B onepanOHHOM PEXKUME.

BbI30B KOMaHABI

|call rdp-firmware reset-tries image <file name>

Mpumep

Ta6uma 99

Koncoan

KommenTapuii

admin> call rdp-firmware rest-tries
image A

COpoc cyeTunKa HeyTauHBIX TIepe3arpy30k
IPOIIUBKU

4.3.6.15 call rdp-firmware set-active

Onucanmne

Komanga call rdp-firmware set-active mo3BosisieT yCTaHOBUTh aKTUBHYIO TPOIIHUBKY.

JInst yka3zaHus IMEHH aKTHBHOM MPOIIMBKKM BBOJUTCS TapaMeTp — image.

Pexum
Komanga noctynHa B onepaiiiOHHOM PEKUME.

BpI30B KOMaHABI

|call rdp-firmware set-active image <file name>

IIpumep
Taomuma 100
Koncoun KommenTapuii
admin> call rdp-firmware set-active image A YcraHoBKa aKTHBHOM MPOLTHBKU

4.3.6.16 call rdp-firmware set-factory

Onucanune

Komanpa call rdp-firmware set-factory mo3Bosisier ycTaHOBUTB 3aBOJICKYIO MTPOIIIHMBKY.

JInst yka3zaHus IMEHH 3aBOJICKOM MPOIIMBKU BBOJMTCS Mapamerp — image.

Pe:xxum

Komanna noctyrnHa B onepaimoHHOM pexuMe.
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BrI30B KOMaHALI

‘call rdp-firmware set-factory image <file name>

IIpumep
Ta6muna 101
Koncoasn KomMmenTapuii
admin> call rdp-firmware set-factory image VYcraHoBKa 3aBOICKOM
factory OPOIIMBKHU

4.3.6.17 call rdp-firmware set-stable

Onucanue

Komanpa call rdp-firmware set-stable no3Bossier yctaHOBUTH CTaOMIBHOE COCTOSIHUE TPOIINBKH.

Jlnst yKka3zaHHs IMEHH [TPOIIMBKU BBOAUTCS IapaMeTp — image.
Pexum
Komanna noctynHa B onepaijuoOHHOM pexuMeE.

BbI30B KOMaHbI

‘call rdp-firmware set-stable image <file name>

Ipumep
Tabmuma 102
Koncoasn KomMenTapuii
admin> call rdp-firmware set-stable YcraHoBKa CTaOMIBHOIO COCTOSTHUS
image A MPOLINBKHU

4.3.6.18 call packet-broker

Onucanue
I'pynmna komanx call packet-broker mo3sonsier npoBoanTh yanE€HHBIA BBI30B MPOLENYP:

« call packet-broker clear-learn — ouncrka ganHbIX TpynIbI "00y4YeHHs " TOPTOB;
o call packet-broker sniffer — MoHuTOpHHT BXOASAIIETO U BHIXOASIIETO TpadHKa,
MPOXOIALLEr0 Yepe3 Y CTpOMCTBO.

Pexum
KomaHnna 1ocTynHa B ONepaiimoOHHOM PEXUME.

BrI130B KOMaHALI

‘call packet-broker {clear-learn <PARAMS> |sniffer <procedure>}
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4.3.6.19 call packet-broker clear-flow-statistics

Onucanune

Komanpna call packet-broker clear-flow-statistics mo3BossieT BBINOIHUTE OYUCTKY CTATHCTUKH IO
MMOTOKY TpaduKy.

JIJ1sl O4MCTKH CTATUCTUKY IO ONPEICIEHHOMY IOTOKY TpaduKa HeOOXOJMMO BBECTH UMSI TIPaBUIIa
¢unpTpanuu Tpadpuka <NAME>, 3ananHoe B BeTke koHpurypauu packet-broker flow.

JI1sl OYMCTKH CTATUCTHKH 110 BCEM MOTOKaM Tpaduka HeoOXxoaumo BBecTH napametp — all
Pexum
Komanzga noctynHa B OnepaoHHOM PEXUME.

BpI30B KOMaHIBI

|call packet-broker clear-flow-statistics {all | [<NAME>]}
IIpumep
Ta6muua 103
Koncoasn KomMmenTapuii
admin> call packet-broker clear-flow- OunCTKa CTATUCTUKU IO TIOTOKY
statistics F1 Tpaduxka F1.

4.3.6.20 call packet-broker clear-learn

Onucanue

Komanpna call packet-broker clear-learn mo3BossieT BBINOJHUTE OYUCTKY JAHHBIX TPYIIIIBI
"oOyueHus" HOPTOB.

Jliisa 0603HaueHus rpymisl "oOyueHus" mopToB BBOAUTCA MapameTp — group. Unentudukaropy
rpynisl "o0y4yenus" noproB <NUM> npucBanBaeTcs 3HaUeHHE, 33/1aHHOE B BETKEe KOH(UTYpaLIUH
packet-broker flow.

Pexum

Komanga noctymnHa B onepaiiOHHOM PEKUME.

BpI30B KOMaHABI

|call packet-broker clear-learn group <NAME>

IIpumep
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Tabnuma 104
Koncoasn KomMmenTapuii
admin> call packet-broker OuncTka JaHHBIX TPynIsl "o0y4eHus" MOpTOB, B KOTOPYIO
clear-learn group 1 OTHpaBIseTCs OTQUIBTPOBAHHBIN TPAQHK.

4.3.6.21 call packet-broker del-learn

Onucanue

Komanpa call packet-broker del-learn mosBosisieT BBIIOIHHUTD yIaJI€HUE 3aIIUCEH TPYIIITBI
"oOyuenus" moptos o [P-agpecy.

Jns ynanenus 3anuceit rpynmnsl "oOyueHus" moptos no [P-angpecy HeoOX01MMO BBECTH NapaMeTp

—ip.
Pexum
Komanna noctynHa B OepaiimoOHHOM PEXUME.

BbI30B KOMaHbI

‘call packet-broker del-learn ip <IP-ADDRESS>

IIpumep
Taomuua 105
Koncoun KommenTapmii
admin> call packet-broker del-learn | Vapanenue 3anuceii rpymbsl "o0ydeHus" OPTOB
ip 1.2.3.5 no [P-aapecy.

4.3.6.22 call packet-broker sniffer

Onucanue

I'pynmna komann call packet-broker sniffer mo3sosisieT BbIMOIHATS MOHUTOPUHT BXOASIIETO U
BBIXOJIAIIETO TpaduKa, MPOXOIAIIETO Yepe3 Y CTPOHCTBO:

o call packet-broker sniffer set — nactpoiika naTepecyrorero Tpaduka a1 MOHUTOPHUHTA;
o call packet-broker sniffer start — 3amyck MmonuTOpHHTa;
« call packet-broker sniffer stop — ocranoBKa MOHUTOPHHTA.

Pexum
Komanna noctynHa B onepaijioHHOM pexUME.

BrI130B KOMaHALI

lcall packet-broker sniffer {set <PARAMS> | start <PARAMS> | stop}
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4.3.6.23 call packet-broker sniffer set

Onucanune

Komanpna call packet-broker sniffer set mo3Bossier HacTpOUTH HapaMeTPhI JJ11 MOHUTOPHHTA
Tpaduka, mpoxoasIIero yepe3 Y cTpoicTBo.

Pexum
Komannma nqoctyrHa B oneparimoHHOM PexUME.

BbI30B KOMaHABI

call packet-broker sniffer set port <NAME> vlan-id <NUM> mac-dst <MAC-
ADDRESS> mac-src <MAC-ADDRESS>

ITapameTpbl KOMaHABI

Tabnuua 106
HasBanue Tun Omnucanue
port Crpoka Howmep nopra
vlan-id | Yucno VLAN-Ter nzonupoBannoii monaceru L2-domain. Jlonyctumele 3HaueHus ot 1
10 4094.
mac-dst | MAC- MAC-aapec Ha3HA4YCHUS B OJHOM U3 ()OPMATOB:
azpec
e 00:1a:01:00:00:01,
e 00:1a:01:00:00:01/ff:ff:ff:00:0f:00
mac-src | MAC- MAC-anpec uCTOYHHKA B OJTHOM U3 (hOpPMATOB:
azapec
e 00:1a:01:00:00:01,
e 00:1a:01:00:00:01/ff:ff:ff:00:0f:00
IIpumep
Taomuua 107
Koncoasn KomMmenTapuii
admin> call packet-broker sniffer set port Hactpoiika mapamMeTpoB uis
pl-1 vlan-id 100 mac-dst MOHHUTOpPHHTa Tpaduka,
e0:db:55:d5:29:0c mac-src 00:26:57:00:1£:02 MPOXOIAIIETO Yepe3 IOPT
YcrpolicTBa

4.3.6.24 call packet-broker sniffer start

Onucanue

Komanpa call packet-broker sniffer start mo3Bossier HacTpOUTH MapaMETPhI 3aITyCcKa
MOHHUTOpPHHTa TpaduKa, MPOXOIAIIETO Yepe3 Y CTPOHCTBO.

Pexxum
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Komanzaa noctynHa B onepalioHHOM peKUME.

BrI30B KOMaHALI

call packet-broker sniffer start target-address <IP-address> target-port
<NUM> limit-by-packets <NUM> limit-by-time <SEC>

ITapameTpbl KOMaHABI

Tabmuua 108
Ha3zsanmue Tun Onncanue
target- IP-anpec | IP-agpec, c KOTOPOro OCYILECTBIAETCS MOHUTOPUHT TpaduKa.
address
target-port | Yucno Howmep noprta, 4epe3 KOTOPbI IPOXOAUT UHTEPECYIOUHH TpaduK.
Jwnanazon gonmycrumeix 3HadeHui ot 1 u 6omnee. ITo ymomaanuio 37008.
limit-by- Yucno KonnuecTBo makeToB JaHHBIX, Pa3pelIeHHBIX K oTnpaBke. [locie
packets JOCTHKEHHS JIMMHUTA KOMaH 1a OyIeT OCTaHOBJICHA.
limit-by- CekyHnsl | Bpemsi, B TeueHHe KOTOpOTo OyAET OCYIIECTBISATHCS OTIIPaBKa MaKETOB
time naHHbIX. [locie gocTmwxeHus TuMuTa KoMaHaa OyIeT OCTaHOBJICHA.
IIpumep
Tabmuua 109
Koncoub KommenTapmii
admin> call packet-broker sniffer start target- 3amyck MOHHTOpPUHTA
address 192.168.100.100 target-port 49 limit-by- Tpaduka, MPOXOAALIETO
packets 10 limit-by-time 2000 yepe3 Y CTpOHCTBO

4.3.6.25 call packet-broker sniffer stop

Onucanue

Komanpa call packet-broker sniffer stop mo3Bossier BBINONTHUTE OCTAHOBKY MOHUTOPUHIA
Tpaduka, MPOXOAIIETO Yepe3 Y CTPONCTBO.

Pexum
Komanna noctynHa B onepaiuoHHOM pexuMeE.

Brb130B KOMaHAbI

‘call packet-broker sniffer stop

IIpumep
Tabmuna 110
KoHcoJb KommenTapuii
admin> call packet-broker OcTaHOBKa MOHUTOpPWHTA TpaduKa, MPOXOASIIETO Yepe3
sniffer stop YerpoiicTBo
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4.3.7 Komanjaa ping

Onucanune

Komanna ping npeaHasHadeHa s OMCKa HeucIpaBHocTeil B ceTsix. Komanaa ucrnonp3yer
npotokos ICMP nipu oTnipaBke cepuu 3X0-TTaKETOB JIJIsl OTIPEICTICHUS

e AKTHUBHOCTH YAAJICHHOTO 000pYyI0BaHHUA,
e BpPEMEHHU 3aJepKEK IIPU MEepeIaye 3X0-11aKETOB,
e TOTEPb IXO-TIAKETOB.

[Tpu ykazannu uaTepdeiica ¢ TOMOIIBIO 3TOH KOMaH bl MOKHO TIPOBEPSITH JOCTYITHOCTh YCTPOWCTB
KJIacTepa M YCTPOMCTB BHE KJlacTepa.

ITocse BbI30Ba KOMaH 16l PiNG OTHPABIISIFOTCS TPU 3XO-TIAKETa.
Pe:xxum
Komanga noctynHa B onepaiiOHHOM PEXKUME.

BpI30B KOMaHIBI

|ping <ADDRESS> <INTERFACE-NAME>

ITapameTpbl KOMaHABI

Tabmuma 111
Ha3Banue Tun Onucanue
ADDRESS Crpoka IP-anpec, Ha KOTOPBI OCBHIIAOTCS 3X0-TIAKEThI
INTERFACE-NAME Crpoka Nms ucnionb3yemoro uarepdeiica
IIpumep
Tabauma 112
Koncoan KomMmenTapuii
admin> ping 10.210.10.10 OTIpaBUTh HX0-TIAKETHI HA
aapec 10.210.10.10
ping 10.210.10.85 OTBETHI, MOJTYyYEHHBIC C

84 bytes from 10.210.10.85 icmp seq 0 ttl=63 | agpeca 10.210.10.10
time=0.352 ms
84 bytes from 10.210.10.85 icmp seq 1 ttl=63
time=0.372 ms
84 bytes from 10.210.10.85 icmp seqg 2 ttl=63
time=0.332 ms
84 bytes from 10.210.10.85 icmp seq 3 ttl=63
time=0.316 ms
84 bytes from 10.210.10.85 icmp seq 4 ttl=63
time=0.295 ms
84 bytes from 10.210.10.85 icmp seq 5 ttl=63
time=0.307 ms
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Koncoan KomMenTapuid
84 bytes from 10.210.10.85 icmp seq 6 ttl=63
time=0.31 ms
84 bytes from 10.210.10.85 icmp seq 7 ttl=63
time=0.308 ms
84 bytes from 10.210.10.85 icmp seq 8 ttl=63
time=0.334 ms
84 bytes from 10.210.10.85 icmp seq 9 ttl=63
time=0.311 ms
---10.210.10.10 ping statistics ---
10 packets transmitted, 10 packets received,
0 % packet loss
delay min/aver/max 0.295 / 0.2245 / 0.372

4.4 KomaHabl KOHQUTYPALIMOHHOIO PesKNMAa
B nannowm pasznene npencraBieHbl KOMaHIbl KOHPUTYPAIMOHHOTO PEKUMA.
441 Komanaa apply
Onucanue
Komanpa apply mo3BossieT mpuMeHHUTh Bce BHECEHHBIC M3MEHEHHS K TEKYILEH KOHPUTYPAIUH.
Pesxxum
Komanna noctynHa B pexume KOHQUTyparyH.

Brb130B KOMaHIbI

lapply
IIpumep
Tabmuna 113
Koncoan KomMmenTapuii
admin #apply [MpumeHeHne HACTPOEK KOHMUTYPUPOBAHHUS JIJIsl HOBOTO MOPTa

+ ports p7-1

+ ports p7-1 speed 10G
+ ports p7-1 mtu 9000

Device was configured

[edit]

Cas3aHHbIe KOMaH/IbI U PEC/KUMbI

[Ipu BbIXOJIE M3 KOH(MUTYPALTMOHHOTO PEKUMA B ONIEPALIMOHHBIM PEKUM U TOCIEIYIONIEM BO3BpaTe
B KOH(UTYpAIIMOHHBIN PEKUM, BBIBOJUTCS IEPEUCHb HECOXPAaHEHHBIX N3MEHEHUH (TIpU UX
HaJIMYUM) U IIPEJIaraoTcs CleIyroIne JeMCTBUS:

o apply — mpumeHenne U3MEHEHHI K TeKyILeH KOHUTyparmy,
e revert— cOpoc U3MEHEHUH U BO3BPAT K MOCIEIHEN AEHCTBYIONIEH KOHPUTYpaAIIH.
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442 Komauasl del

Onucanune

I'pynmna komana del mo3BossieT yainTh 3HaUEHHSI HACTPOCHHBIX TAPAMETPOB B pasjieiiax
KOH(UTyparuu.

BHUMAHME! Ilepen ynanenuem sneMeHTa KOHQUTYpAITUN pEKOMEHIYETCS TIPOBEPUTD, T1I€ OH
UCIIOJIb3YETCS, U YOeTUTHCS, YTO TaKOE yalleHUue He MPUBEACT K HeXKeNaTeIbHOMY H3MEHEHHIO

[IapaMeTpoB JOCTYyNa JIJIsl KOHEUHBIX I10JIb30BaTENIEH.

JIst BCTYIUIEHHSE B CHITY PE3y/IbTaTOB KOMaH 16l Tpyibl del HeoOX0auMOo BEIOIHUTE
Komany apply.

Pe:xxum
Komannp! 1ocTynHbl B KOHQUTYPALIMOHHOM PEKUME.

BbI30B KOMaHABI

/del <SECTION_NAME> <PARAMS>

ITIpumep
Tabnuua 114
KoncoJb KommenTapuii
admin# del aaa Y naneHue BeTkH KOHQUTYpaIuy aaa

4.4.3 Komanaa dir

Onucanme

Komana dir mokaspIBaeT CIIUCOK COXPaHEHHBIX (DaiiIOB KOH(PHUTYPAITUH.
Pexxum

Komanga noctynHa B KOHQUTypallmOHHOM PEKUME.

BbI30B KOMaHIBI

dir
IIpumep
Tabmuua 115
KoHcoJb KommenTapuii
admin# dir OtoOpaxaeTcst CIUCOK COXPaHEHHBIX (ailoB
dupa 18.4.2020 18:14:21 KOH(Urypaunuu

123 16.6.2020 17:44:33
xx 10.6.2020 6:36:9
x1 10.6.2020 6:36:59
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Koncoanb KommenTapuii
store 15.4.2020 23:22:44
test cfg 15.4.2020 23:22:51
testl 30.10.2020 12:38:16
12345 16.6.2020 3:10:38
[edit]

444 Komanaa up

Onucanue

Komanga Up mo3BomsieT nepeiTi BBEpX Ha OJAWH YPOBEHb KOHPUTYPAIIHH.
Pesxxum

KoMmanpa moctynHa B KOHQUTYPAMOHHOM PEKUME.

BbI30B KOMaHADBI

lup

445 Komanaa end

Onucanue

Komana end mo3BosisieT nepeiTd B KOPEHb JepeBa KOHPUTYPAIHH.
Pesxum

Komanga noctynHa B KOHQUTYpallMOHHOM PEKUME.

Brb130B KOMaHIbI

‘end

IIpumep

Tabnuna 116

Koncoun KommenTapuii
admin# end ITepexon B KopeHb nepeBa KOHGUTYpaAITUN
[edit]
@admin#

446 Komanaaload

Onucanue

Komanpa load mo3BossieT 3arpy3uth KOHQHUTypanuio u3 COXpaHEeHHOTo Ha Y cTpoiicTBe ¢aiina. [Ipu
3TOM MpenblayIIas KoHpurypamus Oyaer yaaineHa.

Pesxxum
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Komanzga noctynHa B KOHQUTypallmOHHOM pEXUME.

BrI30B KOMaHABI

|load <FILENAME> [merge | add]

ITapameTpbl KOMaHAbI

Tabmuna 117
Ha3zsanmue Tun Omnucanue
filename | Crpoka | MM daiina koHbHUryparmn
merge Kimou | K cymectByromeit koHpuUrypauuu 106aBuTh KOHQUTYpauuio u3 Qaiina
(cnustHME)
add Kimou | K xordurypamnuu u3 aiinza 1o0aBUTh CYIIECTBYIOIIYIO KOHPHUTYPAITUIO
(monosiHEHME)
ITIpumep
Tabnuua 118
Koncoan KomMmenTapuii
admin# load my awesome config 3arpyska KoHpUrypauuu u3 gaiina c yctpoicraa
[edit]

44,7 KomaHabl op

Onucanue

['pynna koMaH7 OP MO3BOJISET BHIMOJIHUTD CIEAYIOLINE KOMAH bl ONIEPALlMOHHOIO PEKHUMA B
paMKax pexuMa KOH(QUryparuu:

e call — ynaneHHbIi BBI30B IPOLICAYD;
e ping — ornpaeka ICMP 3ampocos;
e show — npocmoTtp nHdpopMaIn 060 Beel KOHGHUTYPAIMU U ONPEIeIEHHBIX MapaMeTpax.

Pexum
KoManap! 7OCTYMHBI B KOHPUTYPALIMOHHOM PEKUME.

BbI30B KOMaHABI

|op {call | ping | show}

IIpumep
Ta6muma 119
Koncoun KommenTapuii
admin#op show aaa users BrIBeCTH CIHUCOK MOJIB30BATENICH B PEIKUME KOHDUTYpaLIUU
{
"aaa:show-users": {
"users": [
{
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Koncoan KomMenTapuid
"user": "daemon",
"password": "MxxAxN

by
{

"user": "admin",
"password": "x*xxxU

}

4471 opcall

Onucanune

Komanga op call mo3BosisieT BBIMOIHUTD YA ICHHBIH BBI30B MPOICAYP B KOHOUTYPALTHOHHOM
pexwume. [TapameTpbl yripaBiieHHs TPEACTABICHBI B paMKax onucaHuu koMmas sl call B
ONEPAllMOHHOM PEKUME.

Pexum

KOMaH)Ia AOCTYIIHA B KOH(bI/IpraLII/IOHHOM PECIKHUMCE.

BbI30B KOMaHAbBI

‘op call <procedure>

4472 opping

Onucanue

Komanja Op ping mo3BossieT BBIMOIHUTH MOMCK HEUCIIPABHOCTEH B CETSIX B paMKax pexxuma
KOH(UTYyparyH.

KOMaH)Ia HCIIOJIB3YCT MPOTOKOJ ICMP IIPpU OTHPABKE CCPUHU 3XO-TIAKCTOB IJId OIIPECACIICHUS:

e AKTUBHOCTHU YHAAJICHHOI'O O60py,HOBaHI/I$I,
e BPCEMCHMU 3aJICPKCK IIPU MEPCAAUC 2XO0-ITaKCTOB,
e TIOTCPb 3XO-IIAKCTOB.

[Ipu yxazanuum uHTEpPEiica ¢ MOMOIIBIO ATOM KOMaHIbl MOKHO MPOBEPSATH JOCTYITHOCTh YCTPOMCTB
KJIACTEPA U YCTPOMCTB BHE KJacTepa.

[Tocne BbI30Ba KOMaH bl PING OTHPABIISIOTCS TPU DXO-TAKETA.
Pexum
Komanma noctynHaa B KOHUTYPAITMOHHOM PEXUME.

BrI130B KOMaHALI
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ITapameTpbl KOMaHAbI

Tabnuna 120
Ha3Banue Tun Onucanue
ADDRESS IP-agpec IP-agpec, Ha KOTOPBII MOCHITIAIOTCS 9X0-TIAKETHI
INTERFACE-NAME Crpoxka Nms ucnonb3yemoro uaTepdeiica
IIpumep
Tabmuna 121
Koncogan KommenTapuii

admin> op ping
10.210.10.10

OTtnpaButk 3x0-nakeTsl Ha aapec 10.210.10.10 u3
KOH(UTYpPaMOHHOTO PEKUMa

4.4.7.3  opshow

Onucanue

Komanya 0p Show mo3Bosisier BBIOIHUTH TPOCMOTP MapaMeTPOB KOH(PHUTYPAILIUH B

KOH(HUTYpAIIHOHHOM peXHUME.

Pe:xxum

Komanna noctyrHa B KOHQUTYPAITMOHHOM PEXUME.

BbI30B KOMaHABI

lop show <SECTION_ NAME>

IIpumep
Tadmuua 122
Koncoun KommenTapuii
admin# op show IlokazaTe onepanoOHHBIE HACTPONKH JIOTHPOBAHUS Y CTPONCTBA B
logger KOH(UTYPAIMOHHOM PEXHME

logging-settings

log-level debug
servers 1.1.1.1

protocol tcp
port 12345

}
}

status inactive

448 Komanaa remove

Onucanune
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Komanna remove no3BossieT yaanuTh Ghaiia KoHQUTyparn.
Pexum
KoMmanzga noctynHa B KOHQUTYpalMOHHOM PEKUME.

BbI30B KOMaHabI

\remove
IIpumep
Tabmuma 123
KoncoJb KommenTapmii
admin# remove my awesome config VY nanenue aiina koHGUTYpaun
[edit]

449 Komanaa revert

Onucanue
Komanna revert mo3BossieT BBITOJHUTH BO3BPAT K MOCIEIHEH NeicTBYOMEH KOH(UTypanuu.

JUJ1st BCTYIJICHHS B CHITY Pe3yJIbTaTOB KOMAaH/IbI TPYIIIBI FEVErt He0OX0ANMO BBITOIHUTD
Komanty apply.

Pexum
Komannma noctynna B KOHQUTYPAITMOHHOM PEXUME.

Brb130B KOMaHIbI

‘revert
IIpumep
Taomuua 124
Koncoan KomMenTapwmii
admin# revert | COpocuTh U3MEHEHHUS M BBINOJHUTEL BO3BPAT K MOCIEIHEN ICHCTBYIOIIEH
KOH(pUTYypanuu

4410 Komauaa save

Onucanue
Komanza save no3BossieT coOXpaHuTh U3MEHEHUS B (ailiie KoHpUryparuH.
Pexum

Komanna nocrynna B KOHQUTYypallmOHHOM peKUMe.
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|save

IIpumep

Tabauma 125

Koncoasn KomMmenTapuii

admin# save CoxpaHeHre U3MEHEHUH B (aiisie KOHPHUTYpauuu
Configuration was saved.
[edit]

4411 Komannga store

Onucanue

Komanza store nmo3BossieT coXpaHUTh KOHPUTypaluio B (paii.
Pexxum

Komanna noctyrna B KOHQUTYpPAIMOHHOM PEXUME.

BbI30B KOMaHAbI

[store <URL | FILENAME>

ITapameTpbl KOMaHBI

Taomuua 126
Ha3Banmne Tun Onucanue
URL Crpoka Anpec pacriosioxeHus Qaiiaa Ha yAaJeHHOM YCTPOWCTBE
FILENAME Crpoka Wwmst daiina npu coxpaHeHUH JIOKAJIBHO
IIpumep
Taomuua 127
KoncoJab KommenTapmii
admin# store my awesome config Coxpanutb (haiia Ha yCTPOHCTBE

4412 Komauasbl set

Onucanme

['pynma koman Set mo3BoIsieT HACTPOUTH CEKITNH JIepeBa KOH(pUrypaiuu Y cTpoiicTsa.
Pexxum

Komannp! 1ocTynHbI B KOHQUTYPAIIMOHHOM PEKUME.

BrI30B KOMaHALI

EcoNPB (Network Packet Broker) PykoBoacTBo nonb3oBaress

101



D) RDP
|

|[set <SECTION_NAME>

CBsizaHHbIEe KOMaH/bI U PEKUMBI
W3meHenust KOHQUTYypaliy BCTYIAIOT B CUITY ITOCJIE BBIIOJTHEHUS KOMaH b1 apply.
H3meHeHus coxpaHstoTes B aiisie KoHPUrypamuu rnociie BhIMOIHEHHUsS] KOMaH bl Save.

4.4.12.1 set mng-if

Onucanune

Komanna set mng-if mo3Bossier HaCTPOUTHh KOHPUTYPAITHOHHBIC TAHHBIC YIPABJISIOIICTO
unTepdeiica YcTpoiicTpa.

[TapameTtpsl ynpapmstoiero nHTepgeiica 3a1aroTcsl B BETKaX:

e mng-if addresses — mactpoiika IP-agpeca narepdeiica yrnpapiacHus;

e mng-if hostname — 3aiaHre UMEHH yCTPOICTRA,

e mng-if name-server — macrpoiika cimcka IP-agpecos cepsepoB DNS;
e Mmng-if routes — HacTpoiika ceTn Ha3HAYCHUS U MAPIIPyTU3aTOPA.

Pe:xum
Komanpa moctynHa B KOHQUTYPAMOHHOM PEKUME.

BbI30B KOMaHbI

set mng-if {addresses <PARAMS> | hostname <PARAMS> | name-server
<PARAMS> | routes <PARAMS>}

4.4.12.2 set mng-if addresses

Onucanue

Komanna set mng-if addresses mo3BossieT BBINOIHUTH HACTPOHKY apeca YIpPaBIIsEOLIETO
uHTepdeiica.

B Betke mng-if addresses nacrpanBaeTcst UMs U ITapaMeTphl yIpaBsiomiero narepdeiica. menu
ynpagastorero narepderica <KNAME> npucBoeno 3Hauenue no ymonuanuto — default. B
KOMaHJIaX CIIeyeT YKa3bIBaTh TOJIbKO 3HAYCHHE NMCHU.

Pexum
KoMmanga noctynHa B KOHQUTYpallMOHHOM PEKUME.

Brb130B KOMaHAbI

‘set mng-if addresses <NAME> ip <IP-ADDRESS> prefix <NUM>

ITapamMeTpbl KOMaHBI
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Tabnuna 128
HasBanue Tun Onucanne
ip Crpoxka IP-anpec nnTepdetica ympapneHus
prefix Yucno Jnuna npedukca cetn. Jonyctumble 3Hauenne ot 0 mo 32.
Mpumep
Tabnuna 129
Koncoan KommenTapuii
admin# set mng-if addresses default ip Hacrpoiika anpeca ynpasisromero
192.168.100.202 prefix 24 nnTepdetica

4.4.12.3 set mng-if hostname

Onucanue

Komanpa set mng-if hostname mo3BoisieT BBIMOIHUTh HACTPONKY HMEHH Y CTPOICTBA.

B Betke mng-if hostname nacrpauBaercs ums Ycrpoiictsa. meHu

Ycrpoiictea <DEVICE_NAME> npucBanBaercst COOTBETCTBYIOIICE 3HAYCHUE (HATIPHMED,
DEVICEQ01).

Pexxum

Komanna noctyrnna B KOHQUTYpPAIMOHHOM PEXUME.

BbI30B KOMaHAbI

|set mng—-if hostname <DEVICE NAME>

IIpumep
Taomuma 130
KoncoJab KommenTapuii
admin# set mng-if hostname 3aaHue UMEeHH ycTpoiicTBa. JlomycTumas IiMHA UMEHH OT
DEVICEOO1 1 mo 128 3HaKoB.

4.4.12.4 set mng-if name-server

Onucanne

Komanma set mng-if name-server mo3BoJiseT BIIIOJHUTD HACTPOKKY criucka [P-aapecos,
3anucaHHbIX B 32-6utHOM hopmate — <A.B.C.D>. Cniucok [P-agpecoB cepBepoB HacTpauBaeTcs B
BETKe KOH(UTYpaIlHOHHOTO JepeBa MNg-if name-server.

Pexum

Komanna noctynna B KOHQUTYPAITMOHHOM PEXUME.

BpI30B KOMaHABI
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‘set mng-if name-server <IP-ADDRESS>

IIpumep
Tabmmma 131
Koncoan KomMmenTapuii
admin# set mng-if name-server 8.8.8.8 Hactpausaetcs cnimcoxk IP-anpecos cepepoB
set mng-if name-server 1.1.1.1

4.4.125 set mng-if routes

Onucanune

Komanna set mng-if routes rmo3BossieT BBINOJHUTE HACTPOUKY CETH Ha3HAYCHUS U
MapuipyTu3aropa uHTepdeiica ynpapieHus.

B Betke mng-if routes HacrpauBaeTcst ©Ms U ITapaMeTphbl MapIIPYTOB YIPaBISFOLIEro nHTepdeiica.
Nwmenn mapupyToB ynpasistonero uarepdeiica <KNAME> npucBoeHo 3Ha4eHHE 110 YMOJIYaHUIO —
default. B komanmax ciemyer yka3blBaTh TOJIbKO 3HAYCHHE HMCHHU.

Pexum
Komanpa moctynHa B KOHQUTYpaMOHHOM PEKUME.

BbI30B KOMaHbI

set mng-if routes <NAME> destination <IP-ADDRESS> gateway <IP-ADDRESS>
prefix <NUM>

ITapameTpbl KOMaHBbI

Taomnuua 132
Ha3zpanmue Tun Onucanue
destination Crpoka | IP-ampec cetn Ha3HaueHwus, 3arMcaHHbIN B 32-0uTHOM hopmaTe —
<A.B.C.D>

gateway Crpoka | IP-agpec nuiosa

prefix Yucno | Jinuna npedukca cetu. lomyctumsle 3HaueHus ot 0 o 32.
Ipumep
Tabnuma 133

KoHcoJb KommenTapuii
admin# set mng-if routes default destination 0.0.0.0 Hactpoiika cetu
gateway 192.168.100.1 prefix O Ha3HAYECHUA

4.412.6 settacacs

Onucanue

Komanpa set tacacs mo3BosisieT HaCTpOUTh KOH(UTYpAITMOHHEIE TaHHBIE CEpBEpa
TACACS+. ITapametpsr TACACS+ 3anatotcs B BeTKe KOH(PUTYpaAIMOHHOTO JiepeBa tacacs.
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Jlns o603nauenus rpymmsl mapamerpoB TACACS+ BBoauTcs mapametp — tacacsplus. B pamkax
rpymnbl <tacacsplus>, He0OX0AMMO HACTPOHUTH CIIUCOK CEPBEPOB, HCIIOIB3YEMbBIX Y CTPOMCTBOM.

Jli11 0003HaYeHMs CIIMCKa CEPBEPOB BBOAUTCS IapaMeTp — Server.

B cniucke cepBepoB <server> nactpauBaroTcsi uMs U napamerpsl cepBepoB TACACS+. Umenu
cepsepa TACACS+ <NAME> npucBauBaercs npon3BoJIbHOE 3HAUEHUE

(manpumep, TACACS_SERVER_1). B komanmax cienyeT yka3plBaTh TOJIbKO 3HAYEHUE NUMECHH
cepaepa.

Pe:xxum
Komanzga noctynHa B KOHQHUTYpallMOHHOM PEXUME.

BpI30B KOMaHIBI

set tacacs tacacsplus server <NAME> address <IP-ADDRESS> password-auth-
protocol <PROTOCOL TYPE> port <NUM> shared-secret <NUM> timeout <NUM>

ITapameTpbl KOMaHABI

Tabnuua 134
Ha3Banmne Tun Onucanne
address Crpoka | Aapec cepBepa TACACS+
password- Crpoxka | YcraHoBKa Ha cepBep OfHOW U3 QyHKIUH AAA: ayTeHTUUKAHS /
auth- aBTOpH3anus / yueT / Bce. BO3MOXKHBIE AJ1s1 HCTIOTIB30BAHUS TPOTOKOIIBI
protocol ayTeHTU(UKAIIHN:
e PAP — nporokon ayreHTH)HUKAIMH, TIPETyCMaTPHUBAIOIIUI
OTIPaBKY MMEHH I0JIb30BaTENsl M ApoJIsl Ha CepBep YAAIEHHOTO
JIOCTYTIa OTKPBITBIM TeKcTOM (0e3 mudpoBanus),
e CHAP — mporokos ayTeHTU()UKAIUN C KOCBEHHBIM
COIJIACOBAaHHEM, NIPELYCMAaTPUBAIOLINNA AITOPUTMOM IIPOBEPKH
MIOAJTMHHOCTH U TIepeiady He caMOoro mapoJisi oJIb30BaTes, a
KOCBEHHBIX CBEJICHUI O HEM,
e TACACS-login — umst mosip30Batess B CHCTEME.
port Uucno | Homep mopra cepepa TACACS+. Ilo ymomganuto 49.
shared- Crpoxka | O6mmii kiro4, n3BecTHBIA TobKO TACACS-KIIMEHTY U cepBepy B
secret 6e3omacHoM 0OMeHe TaHHBIMHU.
Anmunnctparopy cepepa TACACS+ cienyetr HaCTPOUTh CEKPETHBIE
KJIFOYH JUIMHOM MMHUMYM 16 CHMBOJIOB.
timeout Uucno | KonmnuaecTBo CeKyHII, B TESUCHHE KOTOPBIX YCTPOMCTBO OYIET JKIaTh OTBETA
ot kaxmaoro cepeepa TACACS+, mepes MOIBITKON HCIIOIh30BaTh APYTO
cepsep.
[To ymomuanuto 5. Jlnana3oH 1onycTUMbIX 3HaueHuH ot 1 1o 300.
IIpumep
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Tabmmna 135

Koncoasn KomMmenTapuii
admin# set tacacs tacacsplus server TACACS_SERVER 1 Hacrpoiika cepsepa
set tacacs tacacsplus server TACACS SERVER 1 address | TACACS+

192.168.100.100

set tacacs tacacsplus server TACACS SERVER 1
password-auth-protocol TACACS-login

set tacacs tacacsplus server TACACS SERVER 1 port
1234

set tacacs tacacsplus server TACACS SERVER 1 shared-
secret 12345

set tacacs tacacsplus server TACACS SERVER 1 timeout
10

4.4.12.7 setlag

Onucanue

ArperupoBanue kaHanoB LAG (link aggregation) — TexHoIIOTHs, KOTOpas MO3BOJSET O0bEIUHUTH
HECKOJIBKO (DM3MYECKHUX KAaHAIOB B OJIMH JIOTHUSCKUN. Takoe 00beqMHEHHIE TT03BOJISCT

YBCIUYUBATH IPOITYCKHYIO CIIOCOOHOCTH U HaJCXKXHOCTb KaHajia.

Komanna set lag mo3Bosisier HacTpouTh arperupoBanust kaHainoB LAG. ITapamerpsl LAG 3anarorcs

B BeTKe KOH(UTypaimonHoro jaepesa lag.
Pexnm
Komanna noctynHa B KOHQUIypallmOHHOM peKUMe.

Brb130B KOMaHIbI

set lag label <NAME> lacp {enable} rate {fast | slow} members port
<NAME> priority <NUM> [system-id <ID>] [system-priority <NUM>]

ITapameTpbl KOMaH/IbI

Tabnuma 136
Ha3Banue Tun Onucanue
label Crpoka | O6o3Hauyenus cnrcka Hactpoek LAG. B crincke Hactpoek label

Hactpoiixku LACP:

padoter LACP active;

HacTpauBatoTcst ums u napamerpsl LAG. Umenu LAG <NAME>
NpUCBaNBAaETCs MPOU3BOJILHOE 3HaYeHue (Hanpumep, LAG-1). B komangax
CIIEZyeT yKa3blBaTh TOJIbKO 3HaueHHe uMeHu. [lapaMeTps:

e lacp — mporokon LACP ucnone3zyemsiit 1uist ynpasnenust LAG.
o enable — Bxmouenne LACP. [To ymonm4anuro cocTosiHue

o rate — nepuoguvHOCTh OTrpaBku peakunn LACP Ha
paboTOCTIOCOOHOCTH arpernpOBaHHOTO KaHala!
= fast — ornpaBku peaxim LACP kaxmayro cekyHay. ITo
YMOJTYaHHIO peakimu Beeraa fast;
» slow — ornpaBku peakuun LACP kaxnabie 30 cekyH;
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Onucanue

e members — cnucok MoOPTOB AJIs JAHHOTO crHcKa HacTpoek LAG
<label>:
o port—ums nopta. Umenn <NAME> npucsanBaercs
MIPOM3BOJIbHOE 3HaueHne (Hampumep, pl-1). B komanmax
CIIe/TyeT yKa3bIBaTh TOJBKO 3HAYEHHE NMEHH MOpTa:
»  priority — npuopureT nopra. Yem Gosbliie 3HaUCHHUE,

TEM BBIIIEC MPUOPHUTET. [IpaBuia MpUMEHSIOTCS B
nopsijike yosiBanus npuoputera. [lo ymonuanuro
32768. Jlnama3zoH BO3MOKHBIX 3HaUYEeHHUH oT 1 10
65535.

system-id

Uucno | Unentudukatop ycrpoiictsa, Bxoasamuii B LAG. Ilo ymomuanuto 1. [{nanazon
JIOTYCTUMBIX 3HaueHn! ot | u Ooree.

system- UYucno | Ilpuopurer ycrpoiictsa, Bxonsmero B LAG. Uem Gosbliie 3HaUeHUE, TEM
priority BbIe npuoputeT. [To ymomuanuto 32768.

IIpumep

Tabnuua 137

Koncoan KomMmenTapuii

admin# set lag label LAG-1
set lag label LAG-1
set lag label LAG-1
set lag label LAG-1
set lag label LAG-1
priority 1

set lag label LAG-1
set lag label LAG-1
priority 2

set lag label LAG-1
set lag label LAG-1
priority 3

set lag system-id 192.168.255.1
set lag system-priority 1

Hacrpoiika arperupoBaHust KaHAJIOB
lacp enable LAG

lacp rate fast
members port pl-1
members port pl-1

members port pl-2
members port pl-2

members port pl-3
members port pl-3

44128

Onucanue

set logger

OyHKIMS CUCTEMHOTO KypHanupoBaHus ("'10ru" Wi JOrupoBaHKUE) — 3TO OCHOBHON UCTOYHHK
uHpopManuu o paboTe CUCTEMBI U OIINOKaX.

Komanpa set logger mo3BossieT HaCTpOUTh KOH(UTYpaIlMOHHBIE TaHHBIE JTorupoBanus. [lapameTpsr
JIOTHUPOBAHUS HACTPAMBAIOTCS B BETKE KOHPUTYPAIMOHHOTO JiepeBa logger.

Jlnst 0003HAaYCHHUS CIIMCKA HACTPOCK JIOTHPOBAHUs BBOIUTCS napameTp — logging-settings.

B crincke Hactpoek noruposanust 10gging-settings HacTpanBaroTcs ypOBHH JOTHPOBAHUS M CITHCOK
CEpBEPOB JIOTHPOBAHHUS.

Pexxum
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Komanpaa noctynHa B KOHQUTypalTMOHHOM peXHUME.

BrI30B KOMaHALI

set logger logging-settings log-level <LOG MESSAGE> servers <IP-ADDRESS>
port <NUM> protocol <PROTOCOL TYPE>

ITapameTpbl KOMaHABI

Tabmuia 138
Ha3Banue Tun Onucanue
log- Crtpoka | YpoBeHb JJOorupoBaHus. BapraHTHI COOOIIEHUH TSI 3aIUCH B Ky PHAJ ONepaIinii:
level

e NONEe — cooOIIeHUEe HE MPUHAICKUT HUKAKOMY YPOBHIO;

e €MEerg — UCIoIb30BaTh YCTPOICTBO HEBO3MOXKHO (aBapus);

e alert — ans perieHus mpo6IEMbl HEOOXOIUMO CPOYHO MPEATIPUHSITE
Kakue-1u00 IeHCTBHS;

e critical — mpousomnuta KpUTHYECKast ONIMOKA;

e  Error — mpousonnia omuoOka. [lo yMorgyaHuio yCTaHOBIEHO COOOIICHIE
error;

e Wwarning — nmpou3oIIa 3HaYnTeIbHasK OMINUOKA, Ha KOTOPYIO ClIeIyeT
0o0paTuTh BHUMaHHE;

e notice — mpou30LLIO 3HAYUTEITHLHOE, HO OOBIYHOE COOBITHE;

e info — ObLTa BRIMOTHEHA HE3HAYMTETbHAS, OOBIYHAS OTICPAIVS;

e debug — coobienus, GopMUPyEMBIE B IPOIIECCE OTIAIKH.

servers Crpoka | Cepsepsl torupoBanus. Jist o6o3nauenus [P-anpeca cepepa morupoBaHust
BBOAUTCs mapamerp — address. B komaHgax ciieqyer yKa3blBaTh TOIbKO
3HAa4YEHHUe ajpeca.

[TapameTpsl cepBepOB JTOTUPOBAHHUS:

e port — womep nopta. [lo ymomuanuto 514;
e protocol — HanMeHOBaHKE UCTIOIB3YEMOT0 MIPOTOKOJIA:

o TCP — ormnpaBka XypHaJIOB 110 npoTokony T CP;

o UDP — ornpaska xypHainos o nporokory UDP. Ilo
YMOJYaHUIO ycTaHoBIeH npotokon UDP;

o RELP-OVER-TCP — ornpagka jioros 1o mpotokoiay TCP B
tdhopmate RELP.

Ipumep
Tabmuna 139

Koncous KomMmenTapuii
admin# set logger logging-settings log-level error Hactpoiika
servers 192.168.200.200 port 4567 protocol udp JIOTUPOBAHUA

44129 setntp

Onucanue
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NTP cunxpoHusupyet Bpems Ha ycrpoiictBax cetu otHocuTensHo UTC (Coordinated Universal
Time) ans HaCTPOIKK cepBUCOB Oe3omacHoCcTH U torupoBanus. [lapamerpst NTP 3anatorcs B
BETKaX KOH(PUTYPAIIMOHHOTO JIepeBa:

e Ntp common — obmue HaCTPOUKH,
e Ntp server — nacrporiku NTP-cepBepos.

Pe:xxum
Komanna noctynHa B KOHUTYPAITMOHHOM PEXUME.

BrI30B KOMaHABI

'set ntp {common <PARAMS> | server <PARAMS>}

4.4,12.10 set ntp common

Onucanue

Komanza set ntp cCommon mo3BoJsieT BHIMOIHUTE 0011yto HacTpoiiky NTP. B Betke st o61meit
HacTpOMKHU NP COMMON 3axaroTcs:

e TeKyuMi yacoBol nosic. B auanazone ot -12 no +14 ornocurensno GMT;
e TIapaMeTpbl CAHXPOHHU3ALIMU BPEMEHU Ha ycTpoiicTBax cetu oTHocutesibHO UTC.

Pexum
Komanna noctyrHa B KOHPUTYPAITMOHHOM PEXUME.

BbI30B KOMaHAbI

set ntp common timezone <NUM> sync-settings <sync-period <NUM> samples
<NUM>>

ITapameTpbl KOMaHBI

Taomuma 140
Ha3Banmne Tun Onucanmue
timezone Uucno | Texymuii yacoBoit nosic. B auanazone ot -12 no +14 ornocurensHo GMT.
sync- UYucno | [apamMeTpbl CHHXpOHH3AIMH BPEMEHH Ha YCTPONCTBAX CETH OTHOCHUTEIHHO
settings UTC:
e sync-period — nmepuo/ cHHXpoHU3anuK B cekyHaax (or 10 u 6omee).
ITo ymomganuro 10 cexyHm;
e samples — komuuecTBO 3ampocoB k cepBepy. [1o ymomuanuio 4.
Homyctumele 3HadeHus ot 1 o 8.
IIpumep
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Tabmmna 141

Koncoasn KomMmenTapuii
admin# set ntp common timezone +3 sync-settings OO6mas HacTpoiika
samples 5 sync-period 20 NTP

4.4.12.11 set ntp server

Onucanue

Komanpa set ntp server mo3BoJisieT BBINOJIHUTh HACTPOWKY CEPBEPOB CHHXPOHH3AIMK BpeMeHH. B
BeTke Ntp server 3anatorcs IP-anpeca NTP-cepsepos.

s o6o3nauenus IP-agpeca NTP-cepepa BBoauTcs nmapametp — address. B komanaax ciemyer
yKa3bIBaTh TOJIbKO 3HAUYCHHE ajpeca.

[Mapametp <prefer> no3possier ykasate npeamnouturenbabiii NTP-cepsep.
Pesxxum
Komanza moctynHa B KOHQUTYPAMOHHOM PEKUME.

BbI30B KOMaHbI

‘set ntp server <IP-ADDRESS> prefer

Ipumep
Taonuua 142
KoncoJab KommenTapuii
admin# set ntp server 1.1.1.1 Hactpoiika NTP-cepBepos
[edit]
admin# set ntp server 1.1.1.1 prefer
[edit]
admin# set ntp server 2.2.2.2
[edit]

4.4.12.12 set port

Onucanue

Komanna set port mo3BossieT HaCTPOUTHh KOH(UTYpaAIIMOHHBIE TaHHBIE (PU3UIECKOTO
nopra. [TapameTpsl pu3ndeckux MOPTOB 334a0TCS B BETKE KOHPUTYPALIMOHHOTO JiepeBa Port.

Jlnst 0003HaYEeHHUS CITUCKA HACTPOEK MOPTOB BBOAMTCS mapametp — label.
B crincke Hactpoek nopra label nacrpanBarotes uMs u mapamerpsl moptoB. Vimenu nmopra

<NAME> npucBauBaeTcs Mpou3BoJIbHOE 3HaUeHue (Hanpumep, pl-1). B komannax cienyer
YKa3bIBaTh TOJIBKO 3HAYEHHE NMEHH TOPTa.

Pexum
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Komanzga noctynHa B KOHQUTypallmOHHOM pEXUME.

BrI30B KOMaHABI

set port label <NAME> [description <TEXT>] direction {full | rx-only |
tx-only | force-up} fec <none | firecode | reed-solomon> lane <NUM> mtu
<NUM> negotiation <enable | disable> number <NUM> speed <NUM>

ITapameTpbl KOMaHAbI

Tabnuma 143

HasBanue Tun Onucanue
description | Ctpoka | Omicanue mopTa, HampUMep, UMsl YCTPOUCTBA, TOJKIIF0YaeMOro K TaHHOMY
TIOPTY, WK CBS3aHHOM ¢ HUM cHCTeMBI. BMecTo mpobenos ucrons3yite " "
wm "-"
direction Crpoka | Hampasnenue tpaduka. [Tapamerpsr direction:

e full — mepenaua Bcero Tpaduka,

e rx-only — TOJNIbKO IPUHSATHE BXOSIIECTO TpaduKa,

e tx-only — TonbKo mepeaaya KCXOAAIIETo Tpaduka,

o force-up — pexum uckmovaromuii link-flap mopra. Ipu
BO3HUKHOBEHHH JIFOOBIX ITPOOJIEM Ha IMHUM CTaTyC MOpTa BCeraa
Oyznet Up, 4To MO3BONISET COKPATUTh MTOTEPH MTePEIaBAEMBIX
MAKETOB.

fec Crpoka | Yopexmaromas koppekius omrbox FEC (Forward Error Correction).
[MTapametpsi fec:

e NONE — BBIKJIIOYAET (QYHKIIHIO TPSIMOM KOPPEeKIMH ommboK. I1o
YMOJI4YaHHUIO NONE;

o firecode/reed-solomon — BxirouaeT HEOOXOAMMBIN THIL
BBINIOJIHEHHS! TIPSIMOM KOPPEKIIUH OLIHOOK.

lane Uucno | Homep kanana tpancusepa. [lo ymomuanuto 1. luanazon g0myCTUMBIX
3HayeHuit ot 1 1o 4.
mtu Yucno | 3nauenne MTU (Maximum Transmission Unit) mist mopra (B Oairax).

Jwnanazon gomyctumsbix 3HadeHuil ot 64 1o 10240. Ilo ymomganuio 9000.
negotiation | Ctpoka | ABTOCOIIacOBaHHE CKOPOCTH Ha MHTepdeiice. [Tapamerpsr negotiation:

e enable — BKIIoYNTE aBTOCOIIaCOBAHHUE;
o disable — BeikTIOUNTE aBTOCOTITacoBanue. ITo ymomuanuro disable.

number UYucno | Homep TpaHcuBepa

speed Uucno | [IpomyckHas ciocoOHOCTE TpaHCUBepa. Bo3MoxKHBIC
snaueHus: 1G, 10G, 25G, 50G, 40G, 100G

IIpumep
Tabmuma 144
Koncoun KommenTapuii
admin# set port label pl-1 description Hactpolixa mapameTpos
port to ecofilter (bu3nIecKoro nopra
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Koncoan KommenTapuii

set
set
set
set
set
set
set

port label pl-1 direction force-up
port label pl-1 fec reed-solomon
port label pl-1 lane 1

port label pl-1 mtu 9000

port label pl-1 negotiation enable
port label pl-1 number 1

port label pl-1 speed 40G

4.4.12.13 set prometheus

Onucanue

Komanna set prometheus no3BoJsier HaTUBHO BbIaBaTh B popmare prometheus:

METPHKH, KOTOPBIE OTPaXKatoT coCTosiHKE pa3znenoB A/B/F ¢ Bepcusmu mpommBok: Kakas
aKTHBHA, KaKas 3arpy’kKeHa, KOJIMUECTBOM tries;

METPHKH, KOTOPBIC OTPAYKAIOT CUETUYUKH ITOPTOB;

METPHKH, KOTOPBIC OTPAXKAIOT COCTOSIHUE MTOPTOB (CKOPOCTH JIMHKOB, aIMUHUCTPATUBHO
up/down, dakTuaeckuii up/down u T.1I., ypOBHH CUTHAJIOB);

METPHUKH, KOTOPBIE OTPAXKAIOT HACTPOWKH mgmt uuTepdeiica (cam aapec, npedukc u T.1.,
n00aBJICHHBIC POYTHI);

METPHUKH, KOTOPBIE OTPAXKAIOT 33/IEPIKKHU B IPOXOXKICHUHU TTAKETOB;

METPHKH, KOTOPBIE OTPAXKAIOT COCTOSIHHUE TPYIII OaTaHCHUPOBKH;

METPHKH, KOTOPBIE OTPAXKAIOT COCTOSIHAE Y CTPOUCTB B TPYIIIaX OalaHCUPOBKH;
METPHUKH, KOTOPBIE OTPAXKAIOT COCTOsIHUE Y CTporcTB noJ EcoBypass.

[TapameTpsbl 3amycka 3a/1al0TCsl B BETKE KOH(PHUTIYpallMOHHOTO AepeBa prometheus.

IMocne crapra KOMaH/IbI BHYTPEHHsIS cyxk0a cinoxuT Metpuku B HT TP-pecypc <metrics_path> u
OTKpOET MOPT, a BHEUIHSIS CIIy>k0a uepe3 3TOT MOPT UX 3a0eper.

Pe:xum

Komanga nocrynHa B KOHQUIypallmOHHOM PEKUME.

BrI130B KOMaHALI

set prometheus daemon {active | inactive} path-to-metrics <metrics path>
port <NUM>

ITapameTpbl KOMaHBbI

Tabimna 145
Ha3Banmue Tun Onucanmue
daemon Crpoka | YnpapneHue BbIaueil METPHK:

e active — 3amyck BbIIa4YM METPHK;
e inactive — ocranoBka Beiaun MeTpuK. [1o ymomyanuto inactive.
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Ha3Banmue Tun Onucanue
path-to- Crpoxka | Hacrpoiika HTTP-pecypca <metrics_path>, B koTopoii 6yayT XpaHUTBCS
metrics METPHUKU.
port Homep | Hacrpoiika HOMepa mopTa, yepe3 KOTOPBIH BHEIIHAA Ciryk0a Oyaer 3a0upath
MeTpukd. Jlramna3oH BO3MOXKHBIX 3HaUeHHH oT 1 u 6oxee. [1o ymorganuio
2112.
Mpumep
Ta6muma 146
Koncoanb KomMenTapuid
admin# set prometheus daemon Hactpoiika mapaMeTpoB 3allyCKa BbLIa4Yd METPUKH B
active ¢dopmare prometheus.
set prometheus path-to-metrics
metrics
set prometheus port 2112

4.412.14 setsnmp

Onucanue

SNMP (Simple Network Management Protocol) — crangapTHBII HHTEPHET-IIPOTOKOJ IS
yrmpaBiieHus1 ycTporicTBamu B IP-ceTsix Ha ocHoBe apxurektyp TCP/UDP.

Komanna set SNnmp no3BossieT HACTPOUTH aApPeca CEPBEPOB, CTAHIAPTHBIE CTATUYECKUE
yBezomieHus traps u omucanue coobITHi ¢ ucrons3oBanuem Xpath. ITapamerpsr SNMP 3anarotces
B BETKE KOH(UTYypallMOHHOTO JiepeBa SNMp.

Jlnst o603Hauenus cnucka Hactpoek SNMP BBonuTcs mapametp — traps.

Pexum

Komanpna noctynHa B KOHQUTYpaLlMOHHOM pPEKUME.

BbI30B KOMaHAbI

set snmp traps destination-host <IP-adress> alarm <NAME> category {cold-
start | warm-start | authentication | link-down | link-up | power-off|
power-on | not-inserted} falling-threshold <NUM> oid <ID> rising-
threshold <NUM> xpath <SYNTAX> enabled {true | false}

IMapaMeTpbl KOMAHIBI

Tabmuma 147
Haspanue Tun Onucanue
alarm Crpoka | HacTtpoiika coObITHIA, TPH HACTYIUIEHUH KOTOPHIX BHITIOIHIETCS OTIIPaBKa

nocklIkd SNmp-trap. Mmenn alarm <NAME> npucBausaercs
npou3BosibHOE 3HaueHue (Hanpumep, CPU-CORE-0). B komangax
CIIeIyeT yKa3blBaTh TOJIbKO 3HaUeHNe nMeHu. [lapameTpsl:

e category — omucaHue CTaHOAPTHBIX CTaTHUECKUX traps:
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Onucanue

O O O O O

o falling-threshold — nwxHee moporosoe 3nauenue (Tpaduk yman
HUKE YCTaHOBJIEHHOTO 110pPOra);

e 0id — unenrudukatopsr 00bekTOB. Kaxkapiii OID cocrout us
nByX vacteit: TekcroBoro nmeHu u SNMP agpeca B mudpoBom
Bujie. B nanpHeleM B cucteMe MOHUTOpUHTA roatomy OID
MOJXKET OBbITh Ha3HAYCH TPUITEP;

e rising-threshold — Bepxnee noporoBoe 3HaueHue (Tpadhuk
MIPEBBICUIT YCTAHOBJIEHHBIN TIOPOT);

e Xpath —
Cunrakcucsl Xpath, ucnonb3yemMsie mpu MOHUTOPUHTE
COOTBETCTBYIOLIMX MTAPaMETPOB, YKa3aHbI B TAOIHIIEC HIKE.

cold-start — nonHoe oTKIIFOUCHUE 000PYAOBAHUS
(mepe3arpy3ka 000pyIOBaHHS IO MPHYMNHE OTKIIOUCHNE
ANEKTPONUTAHHSA),

warm-start — msrkas nepesarpyska o00pyaoBaHus (110
kHotke "reboot"),

authentication — omm0ka aBTOpH3aLK TOJIL30BATEIS
(HeBepHOE BBE/ICHHE JIOTHHA, TTAPOJIS U IPYTUX TAHHBIX),
link-down — Ha u3rYecKkoM MOPTY MPOIAT CUTHAJ,
link-up — Ha Gu3MYECKOM TTOPTY MOSIBUJICS CUTHAJ,
power-off — oTkmouenne 610K nMHUTaHMS,

pOWer-on — BKJtoUYeHHe OJIOK MUTAHUS,

not-inserted — 610k MUTaHKE BHIHYT;

SI3BIK 3aMpOCcoB K 3nemMernTamMm XML-mokymeHTa.

destination-
host

Crpoxa | IP-agpeca cepsepa

enabled

Crpoka | YmpasiieHue BKIIOUEHHEM MTOCBIIKK SNmp-trap:

e true — Bxioyenue. [lo ymonuanuto true;
o false — oTkimouenue.

IToceuika traps ocymecTBIsSETCS OJIUH Pa3 IPH NIEPEXOE YEPE3 3HAUCHUS
nopora. {7t moBTopHOH oTnpaBku traps HeoOXxo1umMo
BBIKJIFOYMTB/BKIIIOUUTH ITOCBUIKY traps.

Ipumep

Tabnuna 148

KoHncoan

KommenTapuii

set snmp traps

set snmp traps

set snmp traps

10.212.130.154:

10.212.130.172:

destination-host
162
destination-host
162
destination-host

10.212.131.48:162

Hactpoiika [P-agpeca cepsepos

set snmp traps
set snmp traps

enabled true
enabled false

BKHIO‘ICHI/IG/OTKHIO‘ICHI/IG IIOCBIJIKHA
snmp-trap

set snmp traps

alarm namel

Hactpolika cTaHIapTHRIX CTATUYECKUX
traps. IIpu HacTynIeHNH HACTPOSHHOTO

EcoNPB (Network Packet Broker) PykoBoacTBo nosib3oBaTesst

114



D) RDP

Koncoab KomMenTapuid
set snmp traps alarm namel category cold- COOBITHS Ha aJipec cepBepa IMPHUIET
start cooOuieHue ¢ oid, ycTaHOBICHHBIH
set snmp traps alarm name3 crargaprom SNMP.
set snmp traps alarm name3 category link-
down [MoxxmroueHue 6a3bl yIPaBISIONICH
set snmp traps alarm named nHpopmaruu (MIB) daiinoB gact
set snmp traps alarm named4 category link- BO3MO>KHOCTh CMOTPEThH 0id B BUJIC
up CJIOB.
set snmp traps alarm nameb
set snmp traps alarm nameb5 category warm- MOKHO MOJIYyYUTh JaHHBIE 110
start MIPOTOKOIY SNMP 110 KOMAaHE,
set snmp traps alarm nameb unanpumep, snmpwalk.
set snmp traps alarm name6 category
authentication
set snmp traps alarm name’
set snmp traps alarm name’/7 category power
off
set snmp traps alarm CPU-CORE-0 falling- YkazaHue MOpOTrOBhIX 3HAYCHUN U

threshold 1
set snmp traps
threshold 10
set snmp traps alarm

alarm

1.3.6.1.4.1.2101.9.9.

set snmp traps alarm

"/hardware-info:show-

CPU-CORE-0 rising-

CPU-CORE-0 oid

5

CPU-CORE-0 xpath
all/cpu-

info/socket [number="'0"']/core[number="'0"']/1

oad"- xpath
set snmp traps alarm
threshold 1
set snmp traps alarm
threshold 10
set snmp traps alarm

1.3.6.1.4.1.2101.9.9.

set snmp traps alarm

"/hardware-info:show-

CPU-CORE-1 falling-
CPU-CORE-1 rising-

CPU-CORE-1 oid

6

CPU-CORE-1 xpath
all/cpu-

info/socket [number="'0"']/core[number="1"']/1

oad"

set snmp traps alarm
threshold 1

set snmp traps alarm
threshold 10

set snmp traps alarm

1.3.6.1.4.1.2101.9.9.

set snmp traps alarm

"/hardware-info:show-

CPU-CORE-2 falling-
CPU-CORE-2 rising-

CPU-CORE-2 oid

7

CPU-CORE-2 xpath
all/cpu-

info/socket [number='0"']/core[number="'2"']/1

oad"

set snmp traps alarm
threshold 1

set snmp traps alarm
threshold 10

set snmp traps alarm

1.3.6.1.4.1.2101.9.9.

CPU-CORE-3 falling-
CPU-CORE-3 rising-

CPU-CORE-3 oid
8

COCTOSIHHMS C MCIIOIb30BaHHeM Xpath
JUTSt MOHUTOPHUHTA 3arpy3KH Iporeccopa
CPU.

EcoNPB (Network Packet Broker) PykoBoacTBo nonb3oBaress

115



D) RDP

Koncoab KomMenTapuid

set snmp traps alarm CPU-CORE-3 xpath
"/hardware-info:show-all/cpu-

info/socket [number="'0"']/core[number="3"']/1
oad"

set snmp traps alarm CPU-CORE-4 falling-
threshold 1

set snmp traps alarm CPU-CORE-4 rising-
threshold 10

set snmp traps alarm CPU-CORE-4 oid
1.3.6.1.4.1.2101.9.9.9

set snmp traps alarm CPU-CORE-4 xpath
"/hardware-info:show-all/cpu-

info/socket [number="'0"']/core[number="4"']/1
oad"

set snmp traps alarm CPU-CORE-5 falling-
threshold 1

set snmp traps alarm CPU-CORE-5 rising-
threshold 10

set snmp traps alarm CPU-CORE-5 oid
1.3.6.1.4.1.2101.9.9.10

set snmp traps alarm CPU-CORE-5 xpath
"/hardware—-info:show-all/cpu-

info/socket [number='0"']/core[number='5"']/1
oad"

set snmp traps alarm CPU-CORE-6 falling-
threshold 1

set snmp traps alarm CPU-CORE-6 rising-
threshold 10

set snmp traps alarm CPU-CORE-6 oid
1.3.6.1.4.1.2101.9.9.11

set snmp traps alarm CPU-CORE-6 xpath
"/hardware-info:show-all/cpu-

info/socket [number="'0"']/core[number="6"']/1
oad"

set snmp traps alarm CPU-CORE-7 falling-
threshold 1

set snmp traps alarm CPU-CORE-7 rising-
threshold 10

set snmp traps alarm CPU-CORE-7 oid
1.3.6.1.4.1.2101.9.9.12

set snmp traps alarm CPU-CORE-7 xpath
"/hardware-info:show-all/cpu-

info/socket [number='0"']/core[number="7"']/1

oad"

set snmp traps alarm PSU-INVOLT-1 falling- | VkasaHue IOPOTOBBIX 3HAYCHHI H
threshold 64 COCTOSIHHS C MCIIOB30BaHneM Xpath
set snmp traps alarm PSU-INVOLT-1 rising- JUISL MOHUTOPUHTa BXOIAIIETO
threshold 65 HaNpsDKeHUs OJI0Ka MATAHMUS.

set snmp traps alarm PSU-INVOLT-1 oid
1.3.6.1.4.1.2101.9.9.13

set snmp traps alarm PSU-INVOLT-1 xpath
"/hardware-info:show-all/psu-
info/psul[number='1"']/input/voltage"
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set snmp traps alarm
threshold 64
set snmp traps alarm
threshold 65
set snmp traps alarm

1.3.6.1.4.1.2101.9.9.

set snmp traps alarm

"/hardware-info:show-

PSU-INVOLT-2 falling-
PSU-INVOLT-2 rising-

PSU-INVOLT-2 oid
14

PSU-INVOLT-2 xpath
all/psu-

info/psul[number="'2"']/input/voltage"

set snmp traps alarm
falling-threshold 41
set snmp traps alarm
threshold 42

set snmp traps alarm
1.3.6.1.4.1.2101.9.9
set snmp traps alarm

"/hardware-info:show-

PSU-CURRENT-1
PSU-CURRENT-1 rising-

PSU-CURRENT-1 oid
15

PSU-CURRENT-1 xpath
all/psu-

info/psul[number='1"']/output/current"

set snmp traps alarm
falling-threshold 41
set snmp traps alarm
threshold 42

set snmp traps alarm
1.3.6.1.4.1.2101.9.9
set snmp traps alarm

"/hardware-info:show-

PSU-CURRENT-2
PSU-CURRENT-2 rising-

PSU-CURRENT-2 oid
16

PSU-CURRENT-2 xpath
all/psu-

info/psulnumber='2"']/output/current"

YkazaHne NOPOroBbIX 3HAUECHUH U
COCTOSIHUS ¢ MCHIONb30BaHueM Xpath
TS MOHUTOPUHTA BBIXOTHOTO TOKA
Harpy3Kd OJIOKa MATaHUSI.

set snmp traps alarm
threshold 38
set snmp traps alarm
threshold 39
set snmp traps alarm

1.3.6.1.4.1.2101.9.9.

set snmp traps alarm

"/hardware-info:show-

TEMP-PAKID falling-
TEMP-PAKID rising-
TEMP-PAKID oid

17
TEMP-PAKID xpath

all/sensors/adapter [name='coretemp-isa-
0000'] /parameter [name="'Package id

0']/temperature"

Yka3zaHue MoporoBbIX 3HAYEHUN U
COCTOSIHHS C MCIIONIb30BaHueM Xpath
JUIL MOHUTOPHUHTA TEMIIEPATYPBI
ajanrepa B HEIbCUSX.

set snmp traps alarm
threshold 38

set snmp traps alarm
threshold 39

set snmp traps alarm
1.3.6.1.4.1.2101.9.9
set snmp traps alarm

"/hardware-info:show-

TEMP-CORE-0 falling-
TEMP-CORE-0 rising-
TEMP-CORE-0 oid

18
TEMP-CORE-0 xpath

all/sensors/adapter [name='coretemp-isa-
0000'] /parameter [name="'Core

0']/temperature"

set snmp traps alarm
threshold 38

set snmp traps alarm
threshold 39

TEMP-CORE-1 falling-

TEMP-CORE-1 rising-

Yka3zaHue MoporoBbIX 3HAYEHUN U
COCTOSIHUSI C UCTIOIb30BaHueM Xpath
JUIE MOHUTOPHHTA TEMIIEPATYPHI IIPOLEC
copa B IIEIbCHSIX.
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set snmp traps alarm TEMP-CORE-1 oid
1.3.6.1.4.1.2101.9.9.19

set snmp traps alarm TEMP-CORE-1 xpath
"/hardware-info:show-
all/sensors/adapter [name='coretemp-isa-
0000']/parameter [name='Core
1']/temperature"

set snmp traps alarm TEMP-CORE-2 falling-
threshold 38

set snmp traps alarm TEMP-CORE-2 rising-
threshold 39

set snmp traps alarm TEMP-CORE-2 oid
1.3.6.1.4.1.2101.9.9.20

set snmp traps alarm TEMP-CORE-2 xpath
"/hardware-info:show-
all/sensors/adapter [name='coretemp-isa-
0000'] /parameter [name='Core
2']/temperature"

set snmp traps alarm TEMP-CORE-3 falling-
threshold 38

set snmp traps alarm TEMP-CORE-3 rising-
threshold 39

set snmp traps alarm TEMP-CORE-3 oid
1.3.6.1.4.1.2101.9.9.21

set snmp traps alarm TEMP-CORE-3 xpath
"/hardware-info:show-
all/sensors/adapter [name='coretemp-isa-
0000'] /parameter [name="'Core
3']/temperature”

set snmp traps alarm TEMP-SENSOR-0 VYka3aHue MOpPOroBbIX 3HAUCHUH U
falling-threshold 24 COCTOSHHS C HCIIOIb30BaHneM Xpath
set snmp traps alarm TEMP-SENSOR-0 rising- | 1js MOHUTOPHHIA TEMIEPATYPHI XKeje3a
threshold 25 B IIEJIbCUIX.

set snmp traps alarm TEMP-SENSOR-0 oid
1.3.6.1.4.1.2101.9.9.22

set snmp traps alarm TEMP-SENSOR-0 xpath
"/hardware-info:show-
all/sensors/adapter [name="'temperature
sensor']/parameter [name='sensor
0']/temperature "

set snmp traps alarm TEMP-SENSOR-1
falling-threshold 24

set snmp traps alarm TEMP-SENSOR-1 rising-
threshold 25

set snmp traps alarm TEMP-SENSOR-1 oid
1.3.6.1.4.1.2101.9.9.23

set snmp traps alarm TEMP-SENSOR-1 xpath
"/hardware-info:show-
all/sensors/adapter [name="'temperature
sensor']/parameter [name="'sensor
1']/temperature "

set snmp traps alarm TEMP-SENSOR-2
falling-threshold 24
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set snmp traps alarm TEMP-SENSOR-2 rising-

threshold 25

set snmp traps alarm
1.3.6.1.4.1.2101.9.9
set snmp traps alarm

TEMP-SENSOR-2 oid
.24
TEMP-SENSOR-2 xpath

"/hardware-info:show-
all/sensors/adapter [name="'temperature
sensor']/parameter [name="'sensor

2']/temperature "
set snmp traps alarm
falling-threshold 24
set snmp traps alarm
threshold 25

set snmp traps alarm
1.3.6.1.4.1.2101.9.9
set snmp traps alarm

TEMP-SENSOR-3

TEMP-SENSOR-3 rising-

TEMP-SENSOR-3 oid
.25\
TEMP-SENSOR-3 xpath

"/hardware-info:show-
all/sensors/adapter [name="'temperature
sensor']/parameter [name="'sensor

3']/temperature
set snmp traps alarm
falling-threshold 24
set snmp traps alarm
threshold 25

set snmp traps alarm
1.3.6.1.4.1.2101.9.9
set snmp traps alarm

TEMP-SENSOR-4

TEMP-SENSOR-4 rising-

TEMP-SENSOR-4 oid
.26

TEMP-SENSOR-4 xpath

"/hardware-info:show-
all/sensors/adapter [name="'temperature
sensor']/parameter [name="'sensor

4']/temperature "

set snmp traps alarm
falling-threshold 24
set snmp traps alarm
rising-threshold 25

set snmp traps alarm
oid 1.3.6.1.4.1.2101
set snmp traps alarm

TEMP-SENSOR-NET-CHIP
TEMP-SENSOR-NET-CHIP
TEMP-SENSOR-NET-CHIP

.9.9.27
TEMP-SENSOR-NET-CHIP

xpath "/hardware-info:show-
all/sensors/adapter [name="'temperature
sensor']/parameter [name='network

chip']/temperature"

Yka3zaHue MoporoBbIX 3HAYEHUN U
COCTOSIHHSI C MCIIONIb30BaHueM Xpath
JUTSE MOHUTOPUHTA TEMIIePaTyPhl YHIIa
CETEeBOI0 MPOIECCOPA B LENBCUSX.

set snmp traps alarm
threshold 6140
set snmp traps
threshold 6150
set snmp traps alarm
1.3.6.1.4.1.2101.9.9
set snmp traps alarm
"/hardware-info:show

alarm

FAN-1-FRONT falling-
FAN-1-FRONT rising-
FAN-1-FRONT oid

.28
FAN-1-FRONT xpath

-all/fan-

info/fan [number='1"']/speed-front"

Yka3zaHue MoporoBbIX 3HaAYEHUN U
COCTOSIHUS ¢ HCHONb30BaHueM Xpath
JUTIsI MOHUTOPUHTa TEMIIEPATYPhI
CKOPOCTH BpaleHus: ppoHTaILHOTO
BEHTHUJIATOpA.

set snmp traps alarm
threshold 3800

FAN-1-REAR falling-

YkazaHue oporoBbIX 3HaAYEHUN U
COCTOSIHUSI C UCTIOIb30BaHueM Xpath

EcoNPB (Network Packet Broker) PykoBoacTBo nonb3oBaress

119




D) RDP

Koncoab KomMenTapuid
set snmp traps alarm FAN-1-REAR rising- JUTSI MOHUTOPYHTA TEMIEPaTyPhI
threshold 3900 CKOpOCTH BpaleHuss 000pyAOBaHHS.

set snmp traps alarm FAN-1-REAR oid
1.3.6.1.4.1.2101.9.9.29

set snmp traps alarm FAN-1-REAR xpath
"/hardware-info:show-all/fan-
info/fan[number='1"']/speed-rear"

set snmp traps alarm FAN-2-FRONT falling-
threshold 6140

set snmp traps alarm FAN-2-FRONT rising-
threshold 6150

set snmp traps alarm FAN-2-FRONT oid
1.3.6.1.4.1.2101.9.9.30

set snmp traps alarm FAN-2-FRONT xpath
"/hardware-info:show-all/fan-
info/fan[number='2"']/speed-front"

set snmp traps alarm FAN-2-REAR falling-
threshold 3800

set snmp traps alarm FAN-2-REAR rising-
threshold 3900

set snmp traps alarm FAN-2-REAR oid
1.3.6.1.4.1.2101.9.9.31

set snmp traps alarm FAN-2-REAR xpath
"/hardware-info:show-all/fan-
info/fan[number='2"']/speed-rear"

set snmp traps alarm FAN-3-FRONT falling-
threshold 6140

set snmp traps alarm FAN-3-FRONT rising-
threshold 6150

set snmp traps alarm FAN-3-FRONT oid
1.3.6.1.4.1.2101.9.9.32

set snmp traps alarm FAN-3-FRONT xpath
"/hardware-info:show-all/fan-
info/fan[number='3"']/speed-front" - B
OaHHOM CJlydYay MOHUTOPUM

set snmp traps alarm FAN-3-REAR falling-
threshold 3800

set snmp traps alarm FAN-3-REAR rising-
threshold 3900

set snmp traps alarm FAN-3-REAR oid
1.3.6.1.4.1.2101.9.9.33

set snmp traps alarm FAN-3-REAR xpath
"/hardware-info:show-all/fan-
info/fan[number='3"']/speed-rear

set snmp traps alarm FAN-4-FRONT falling-
threshold 6140

set snmp traps alarm FAN-4-FRONT rising-
threshold 6150

set snmp traps alarm FAN-4-FRONT oid
1.3.6.1.4.1.2101.9.9.34

set snmp traps alarm FAN-4-FRONT xpath
"/hardware-info:show-all/fan-
info/fan[number='4"']/speed-front"
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set snmp traps alarm FAN-4-REAR falling-
threshold 3800
set snmp traps alarm FAN-4-REAR rising-
threshold 3900
set snmp traps alarm FAN-4-REAR oid
1.3.6.1.4.1.2101.9.9.35
set snmp traps alarm FAN-4-REAR xpath
"/hardware-info:show-all/fan-
info/fan[number='4"']/speed-rear
set snmp traps alarm FAN-5-FRONT falling-
threshold 6140
set snmp traps alarm FAN-5-FRONT rising-
threshold 6150
set snmp traps alarm FAN-5-FRONT oid
1.3.6.1.4.1.2101.9.9.36
set snmp traps alarm FAN-5-FRONT xpath
"/hardware-info:show-all/fan-
info/fan[number='5"]/speed-front"
set snmp traps alarm FAN-5-REAR falling-
threshold 3800
set snmp traps alarm FAN-5-REAR rising-
threshold 3900
set snmp traps alarm FAN-5-REAR oid
1.3.6.1.4.1.2101.9.9.37
set snmp traps alarm FAN-5-REAR xpath
"/hardware-info:show-all/fan-
info/fan[number='5"']/speed-rear"

set snmp traps alarm MEMORY-UTIL falling- YkazaHue MOpOroBbIX 3HAUECHUN U
threshold 10 COCTOSIHHS C HCIIOIb30BaHneM Xpath
set snmp traps alarm MEMORY-UTIL rising- JUI1 MOHUTOPHUHIA UCIIOJIb30BAHUA
threshold 12 ONEPaTUBHOM MMaMSTH B MPOIEHTAX.

set snmp traps alarm MEMORY-UTIL oid
1.3.6.1.4.1.2101.9.9.38

set snmp traps alarm MEMORY-UTIL xpath
"/hardware-info:show-all/memory-
info/utilization""

set snmp traps alarm MEMORY-FREE falling- YkazaHue oporoBhIX 3HAYCHUN U
threshold 10 COCTOSIHHS C MCTIONIb30BaHneM Xpath
set snmp traps alarm MEMORY-FREE rising- JJ11 MOHUTOPUHTA KOJIMYECTBO
threshold 2834964480 CBOOOJTHOI MaMATH B OalTax.

set snmp traps alarm MEMORY-FREE oid
1.3.6.1.4.1.2101.9.9.39

set snmp traps alarm MEMORY-FREE xpath
"/hardware-info:show-memory/free"

set snmp traps alarm STORAGE-UTIL-0 YkazaHue MOpOroBbIX 3HAYCHUN U
falling-threshold 10 COCTOSIHHS C MCIIOIB30BaHrneM Xpath
set snmp traps alarm STORAGE-UTIL-0 JJ1s1 MOHUTOPUHTIA MCII0JIb30BaHU
rising-threshold 33 yCTpOMCTBa XpaHEHH JaHHBIX B
set snmp traps alarm STORAGE-UTIL-0 oid MPOLEHTAX.

1.3.6.1.4.1.2101.9.9.40

set snmp traps alarm STORAGE-UTIL-0 xpath
"/hardware-info:show-all/storage-
info/storage[device="'0"']/utilization"
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set snmp traps alarm STORAGE-UTIL-1
falling-threshold 10

set snmp traps alarm STORAGE-UTIL-1
rising-threshold 33

set snmp traps alarm STORAGE-UTIL-1 oid
1.3.6.1.4.1.2101.9.9.41

set snmp traps alarm STORAGE-UTIL-1 xpath
"/hardware-info:show-all/storage-
info/storage[device='1"']/utilization"

set snmp traps alarm P1-1-SPEED-RX
falling-threshold 10

Yka3aHue NoporoBbIX 3HAYCHUH U
COCTOSIHHS ¢ MCIIONb30BaHueM Xpath

"/port:show-speed/port [name="pl-
1']/OctetsTransmittedTotal"

set snmp traps alarm P1-1-SPEED-RX rising- | aJi1 MOHUTOPUHTA UCIIOIb30BaHUS
threshold 33 CKOPOCTH TIOpTa IpueMa nanueix P1-1 B
set snmp traps alarm P1-1-SPEED-RX oid OuTax B CEKyHY.
1.3.6.1.4.1.2101.9.9.42

set snmp traps alarm P1-1-SPEED-RX xpath

"/port:show-speed/port [name="pl-

1']/OctetsReceived"

set snmp traps alarm P1-1-SPEED-TX Yka3aHue MOpOTOBBIX 3HAYCHUN U
falling-threshold 10 COCTOSHHS C HCIIOIb30BaHneM Xpath
set snmp traps alarm P1-1-SPEED-TX rising- | Ijs MOHUTOPUHIA UCIOJIBb30BAHMS
threshold 33 CKOpOCTH IOpTa nepeaayn AaHHbix P1-1
set snmp traps alarm P1-1-SPEED-TX oid B OMTax B CEKYHIY.
1.3.6.1.4.1.2101.9.9.43

set snmp traps alarm P1-1-SPEED-TX xpath IIpy MOHUTOPHHIE CKOPOCTH

nHTEp(ericoB ¢ NCTIOIB30BaHUEM SNMP-
traps ¢ xpath Heo6xoaUMO y4UTHIBATS,
YTO CKOPOCTh Ha MHTEpQelice BIaeTCS
CpeHsisl 33 NOCIEIHIO MUHYTY.

set snmp traps alarm LAGl-STATE

set snmp traps alarm LAG1-STATE oid
1.3.6.1.4.1.2101.9.9.46

set snmp traps alarm LAGl-STATE xpath
/lag:label [name="'LAGl']/state

YkazaHue MOpOroBbIX 3HAUECHUN U
COCTOSIHHS € HCIONIb30BaHueM Xpath
JUISI MOHUTOPHWHTA CTaTyca BCETO
arperupoBaHHOTO MOPTA.

set snmp traps alarm LAGl-1 oid
1.3.6.1.4.1.2101.9.9.44

set snmp traps alarm LAGl-1 xpath
"/lag:label [name="LAGl"'] /members/port [name
='pl-1']/state"

Yka3zaHue MoporoBbIX 3HAYEHUN U
COCTOSIHHS C MCIIONIb30BaHueM Xpath
JUTSE MOHUTOPHUHTA COCTOSTHUS KaXKJ[OTO
nopra B cocraBe LAG (name=p1-1').

set snmp traps alarm LAGLl-STATE

set snmp traps alarm LAGl-STATE oid
1.3.6.1.4.1.2101.9.9.46

set snmp traps alarm LAGl-STATE xpath
/lag:label [name="'LAGl']/state

YkazaHue MOpOroBbIX 3HAUEHUN U
COCTOSIHUS C MCIIONIb30BaHueM Xpath
JUst MOHMTOpUHTa coctosiaust LAG-
uHTEepdeiica B LIEIOM.

4.4.12.15 set packet-broker

Onucanue

I'pynma koman Set packet-broker mo3somsier HacTpouTh KOHPUTYPALIMOHHBIE JaHHBIC

VYerpoiictsa. [lapamerpsl Y cTpoiicTBa 3a4at0TCS B BETKaX:

o packet-broker filter-map — mactpoiika 0co0ObIX yCIIOBHI (QHUIBTPAIMK TOTOKOB TpaduKa,
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o packet-broker flow — nactpoiika punbTparu moroka Tpaduka,
o packet-broker link-group — nactpoiika rpymm mopToB BXOASIIETo Tpaduka,
o packet-broker payload-match — nacrpoiika ma6non guasTparmu TpaduKa o moIe3HON
Harpy3Ke CETeBOTrO ITaKeTa,
e packet-broker share-group — nacrpoiika rpynmn nopToB Ha3HauCHUS,
o packet-broker subnet-group — nactpoiika rpymiisl mojceTel BXOASIIEro Tpaduka.

Pexum
Komanna noctyrHa B KOHQUTYPAITMOHHOM PEXUME.

BbI30B KOMaHABI

set packet-broker {filter-map <PARAMS> | flow <PARAMS> | link-
group <PARAMS> | payload-match <PARAMS> | share-group <PARAMS> | subnet-
group <PARAMS>}

4.4.12.16 set packet-broker filter-map

Onucanune

Komanpna set packet-broker filter-map no3sosnser HacTpouTb 0coObIe YCIOBUS (PHIBTPALIUH
HoTOKa Tpaduka. MaKCUMAIBHO JI0MYCTUMOE KOJIHYECTBO OCOOBIX yCIoBuii — 16.

B Betke konduryparmonnoro aepesa packet-broker filter-map nacrpausarorcs ums u
napameTpsl ocoboro ycnosus. imenu ocoboro ycnosus <NAME> npucBanBaercst Iponu3BOIbHOE
3HaueHue (Hampumep, static-nat). B komaHaax ciienyeT ykas3blBaTh TOJIBKO 3HAUCHUE UMEHHU.

Jlnst 0603HaYeHus npaBuita GuabTpanuu Tpaduka BBoautcs napametp — flow. imenu npasuia
<NAME> npucBanBaeTcs MPOM3BOJIbHOE 3HaYeHHe (Hanpumep, static-0). B komangax criemayet
YKa3bIBaTh TOJbKO 3HAUEHHE UMEHHU.

Pexum
Komanna noctyrHa B KOHQUTYPAITMOHHOM PEXUME.

BpI30B KOMaHABI

set packet-broker filter-map <NAME> flow <NAME> action <drop
<FILTERING CONDITIONS> | pass <FILTERING CONDITIONS>> match
<FILTERING CONDITIONS>

ITapameTpbl KOMaHBI

Ta6muna 149

Ha3Banue Tun Onucanune
action Crpoka | [leiicTBue mpu cpabaThIBaHUU 0COOOTO YCIOBUS (PUIIBTPALIMU TIOTOKA TpaguKa.
BosmoxHble 3HaueHus action:
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Ha3zBanue Tun Onucanmne

e drop — GpuibTp, ONPEACIAIONIHIA TI0 KAKUM YCIOBHUSIM IPOXO TSN
TpaduK HykKHO OJI0KHpoBaTh. CTpOKa yCIOBHS (PHIBTPAIIUH C 33 JaHHBIM
Habopom kputepues match:

o dst-ip — IP-ampec Ha3HayeHus,

o dst-port — mopr Ha3HaUEHUS,

o Ip-proto — cnucok HoMepoB [P-MPOTOKOIOB, HAICHHBIX B MOJIE
"IIpoTokon" 3aronoBka IPv4 u mosie "Next Header" 3aronoBka
IPv6. Iuanazon 3nauenuii ot 0 g0 255,

o mpls-count — konu4ecTBO AMIeMEeHTOB Mpls Ha Kaap. [uana3on
3HaueHuii ot 0 10 4,

o priority — mpuoputer cTpoku GuiasTpa. Hem GoJIblie 3HaYEHHE,
TeM BbIlIe nproputeT. [To ymomuanuto 0,

o src-ip — IP-aapec ucroynuka,

Src-port — mopT uCTO4YHMKA,

o Vvlan-count — xonudecTBo 1eMeHTOB vlan Ha dpeiim (eciu ppeiim
nMeeT MHOTO vlan-3aromoBkoB). Jlnama3on 3HadeHuti ot 0 10 4,

o vlanl — 3nauenue nepsoro vlan-rera,

o vlan2 — 3nauenwue Broporo vlan-tera,

o Vvlan3 — 3nauenue Tperrero vlan-rera,

o vlan4 — 3uauenue yerBepToro vlan-rera;

e  pass — mpoIrycKath JaHHBIH Tpaduk mpo3padHo. CTpoka yCIOBHS
GuIbTpaluK ¢ 3a1aHHBIM HAOOpOM KpuTepueB match:

o dst-ip — IP-ampec Ha3zHayeHus,

o dst-port — nmopt Ha3Ha4YeHHS,

o Ip-proto — cnucok HoMepoB IP-MPOTOKOIIOB, HAMICHHBIX B MOJIE
"[Iporoxon" 3aromoska IPv4 u mone "Next Header" 3aromoska
IPv6. [lnamazon 3nauenwmii ot 0 g0 255,

o mpls-count — konu4yecTBO eMeHTOB mpls Ha Kajp. uamnazoHn
3HaueHuit ot 0 70 4,

o priority — npuoputet cTpoku GuibTpa. Uem Oosbliie 3HaUCHHUE,
TeM BhIlIe npuopuret. [lo ymomuanwuio 0,

o src-ip — IP-aapec ucrouynuka,
Src-port — mopT UCTOYHUKA,

o vlan-count — konudecTBo A11eMeHTOB vlan Ha dpeiim (eciu ppeiim
nMeeT MHOTO vlan-3aronoBkoB). Jlnmama3on 3HadeHuii ot 0 10 4,
o vlanl — 3nauenue nepsoro vlan-rera,
o vlan2 — 3nauenue Broporo vlan-tera,
o vlan3 — 3nauenue Tperrero vlan-rera,
o vlan4 — 3nauenune yerBepTOro vlan-rera.
match Ctpoxka | Ocoboe ycioBre (GUIbTpaIK OTOKA Tpahuka. Bosmoxuble 3Hadenus match:

e dst-ip — IP-agpec HasHaueHws,

e dst-port — mopt Ha3HauCHHS,

e ip-proto — ciimcok HomepoB [P-npoTOKOIIOB, HAlICHHBIX B TIOJIE
"IIpotokon" 3aromnoeka IPv4 u none "Next Header" 3aromnoska [Pv6.
Hwnamazon 3nadenuit ot 0 g0 255,
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Onucanne

mpls-count — koMYecTBO AIIEMEHTOB Mpls Ha Kazp. JIuamna3oH 3HAUEHHIHA
ot 0 o 4,

priority — mpuopurer cTpoku ¢puibTpa. Yem O0IbIle 3HAYCHHUE, TEM BEIIIE
npuoputer. [To ymomuanuto 0,

src-ip — IP-ampec vicTouHuMKa,

Src-port — mopT HCTOYHUKA,

vlan-count — konuyecTBo 31eMeHTOB vlan Ha dpeiim (eciu ppeiiM umeer
MHOTO Vvlan-3aroioBkoB). Jlmama3on 3Ha4uenmii ot 0 10 4,

vlanl — 3nadenue nepBoro vlan-rera,

vlan2 — 3nagyenue Broporo vlan-tera,

vlan3 — 3nauenue Tpersero vlan-rera,

vlan4 — 3nadyenue yeTBepTOro vlan-rera.

IIpumep

Tabnuna 150

Koncoian

KomMmenTapuii

flow static-0

set packet-broker filter-map
static-0 action drop

set packet-broker filter-map

set packet-broker filter-map
static-0 match priority O
set packet-broker filter-map
static-1

set packet-broker filter-map
static-1 action drop

set packet-broker filter-map

set packet-broker filter-map
static-1 match priority O
set packet-broker filter-map
static-2

set packet-broker filter-map
static-2 action drop

set packet-broker filter-map

set packet-broker filter-map
static-2 match priority O
set packet-broker filter-map
static-3

set packet-broker filter-map
static-3 action drop

set packet-broker filter-map

set packet-broker filter-map
static-3 match priority O

static-0 match dst-ip 5.8.39.

static-1 match dst-ip 5.8.38.

static-2 match dst-ip 5.8.39.

static-3 match dst-ip 194.39.

static—-nat
static-nat
128/26
static-nat
static-nat
static-nat
static-nat
128/26
static-nat
static-nat
static-nat
static—-nat
0/26
static-nat
static-nat
static-nat
static—-nat

99.128/25
static—-nat

admin# set packet-broker filter-map static-nat

flow

flow

flow

flow

flow

flow

flow

flow

flow

flow

flow

flow

flow

flow

flow

Hactpoiika oco0bIxX ycinoBuii
MMOTOKa TpaduKa.
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4.4.12.17 set packet-broker flow

Onucanune

Komanpna set packet-broker flow nmo3Bossier HactpouTs npaBuiia puiabTpaun Tpapuka.
MakcuMabHO JOTYCTUMOE KOJIUYECTBO MpaBmil GuUiIbTparuu — 512.

B Betke packet-broker flow mactpanBaroTcs vMs 1 TapameTphl npaBuiia GUILTPALUU TpadHKa.
Nwmenu npasuna <NAME> npucBaunBaetcs nmpou3BoiibHOE 3HaueHue (Hanpumep, FLOW1). B
KOMaH/1aX CJIeyeT YKa3bIBaTh TOJbKO 3HAYCHHE HMEHH.

Pexxum
Komanza moctynHa B KOHQUTYPaMOHHOM PEKUME.

BbI30B KOMaHbI

set packet-broker flow <NAME> drop match <FILTERING CONDITIONS> enable
{false | true} hash-type <HASH CONDITIONS> match <FILTERING CONDITIONS>
to-balance-group <NAME> to-lag <NAME> to-learn-group <NUM> to-mirror-
group <NAME> to-port <NAME>

ITapameTpbl KOMaH/AbI

Tabmmna 151
Ha3zBanue Tun Onucaunmne
drop Crpoka | ®unbTp, OnpeeNsoNri Mo KaKuM YCIOBHSM MTPOXOASIIUIN TpapuK HYKHO

OoxupoBaTh. CTpoKa ycaoBus QUIBTPALMH C 3aaHHBIM HAO0POM
KkputepueB match:

e dst-ip — IP-anpec Haznauenus (IPv4/IPv6). YkasbiBaeTcs aapec ¢
Mackoi noaceTd. Macka oAceTH MOKET ObITh yKa3aHa B BHJIE
YeThIpeX JECATHYHBIX YMCEN M JUTMHBI Tpedukca (Hanpumep,
255.255.255.0 niu /24),

e dst-port — mopt HasHauenus. Jnanason 3HaueHwmii ot 0 10 65535,

e eth-type — mose B 3aronoBke Ethernet-dpeiima, kotopoe onpezenser
MIPOTOKOJI BEPXHET0 YPOBHA AAHHBIX. YKa3bIBAETCS B BUJE LIEIOTO
yuciia B mecTHaauatepuaaom Gopmare: 0800 mu 800,

e from-lag — ananu3 Tpaduka Ha arperupoBaHHOM MHTEpderice,

e from-link — ananu3 Tpaguka Ha BceX MopTax, BXOASAIINX B JIHHK
rpymmy (link-group),

e from-port — ananus Tpaduka Ha OTIETHHOM HOPTY,

e ip-proto — cniucok HomepoB IP-pOTOKOIIOB, HAlICHHBIX B TIOJIE
"IIpoTtokon" 3aromnoBka IPv4 n none "Next Header" 3aromnoska IPv6.
Huanazon 3xauenuit ot 0 mo 255,

e ip-tos — tum cayx6b1 (TOD) 1o 3aronosky IP. TOS uHKancymupyer
JIBa TOJIS: KOJOBYIO TouKy Auddepenumposannbix yciayr (DSCP) u
ssBHOE yBezomiteHue o neperpyske (ECN),

e learned-on — xomanaa HanpaBiieHus TpaduKa Ha TPYIITY JUIS
obyuenus <to-learn-group>,
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e mpls-count — konu4ecTBO AIEMEHTOB Mpls Ha Kajp. [lnamazon
3HaueHuii ot 0 1o 4,

e payload-match — comocrasienue o mose3uoit Harpyske <payload-
match>,

e priority — npuopuTeT cTpoku GuiabTpa. Yem Oolblie 3HAYCHHE, TEM
BhIIIe mpuopuTet. [To ymomanuto 0,

e shared-group-active — BKiItOYE€HHE TPYIIIIbI TOPTOB Ha3HAYCHUS
<shared-group>,

e shared-group-inactive — BbIKIIIOYEHHE TPYIIITBI IOPTOB HA3HAYCHUSI
<shared-group>,

e src-ip — IP-agpec ucrounnka (IPv4/IPv6). YkasbiBaeTcs aapec ¢
MacKoi mojceTH. Macka MoACeTH MOXKET ObITh yKa3aHa B BUJE
YeThIpeX ACCATUYHBIX YHCEI WITH JUTUHBI peduKkca (Hanpumep,
255.255.255.0 wiu /24),

e Src-port — noprt ucrounuka. /nanazon suauenuit ot 0 1o 65535,

e subnet-group — uwmst rpymisl nogceTn <subnet-group>, va kotopoe
nepeHanpasiseTcs Tpaguk,

e vlan-count — xonuyecTBO 311eMeHTOB vlan Ha dpeiim (ecu ppeiim
nMeeT MHOTO vlan-3aromoBkoB). Jlnama3on 3Hadenuii ot 0 g0 3,

e vlanl — 3Hauenwue nepBoro vlan-tera,

e vlan2 — snavenue Broporo vlan-tera,

e vlan3 — 3HaueHue TpeThero vlan-tera.

enable Crpoka | OTKIIIOUSHHE HACTPOCHHOTO MpaBHJiIa (GUIIBTPALIMK MOTOKA TpaduKa.
[Tapametpsi enable

o false — oTkiTIOUEHNE HACTPOESHHOTO MPaBHJIA;
e true — BKIIOYEHHE paHEe OTKIFOYEHHOTO TPaBHIIA.

hash-type | Crpoka | Hash —sto meTox OanancupoBku Tpaduka. Pacyer xel-3HaueHne MakeToB
TpaduKa BBIIOIHSIETCS [0 OHOMY U3 CIEASIINX YCIOBHUIL:

e  Sip — paccuuTaTh Xell-3HaueHue 1o [P-ucToyHuKy,

e dip — paccuuTath xemi-3Ha4deHue no [P-agpecy HazHaueHwus,

e sip-dip — paccunrarh xem-3HaueHue mo IP-axpecy vctounuka u IP-
azipecy Ha3Ha4YeHus,

e ipproto-sip-dip-sport-dport — paccuurars xem-3Hauenue mo [P-
ucTouHuky, IP-anpecy HazHauenus, IP-nporokoiy, ICXOAHOMY MOPTY
U OpTy Ha3HaveHwus. [1o yMonuaHuio ycTaHoBeH ipproto-sip-dip-
sport-dport,

e 1-tuple-src — paccunrath xenr-3HaueHue mo [P-UCTOUHUKY,

e 1-tuple-dst — paccunrars xemr-3uauenue mo [P-aapecy Ha3HAUEHUS,

e 3-tuple-src — BeruncnuTh xeur-3Hauenue no [P-ucrounuxy, IP-
MPOTOKOJY ¥ HCXOTHOMY TIOPTY,

e 3-tuple-dst — paccuntats xemn-3Hauenue no IP-anpecy HazHadeHus,
IP-mpoTokoiry 1 mOpTy Ha3HAYEHHUS,

e 2-tuple — paccunrath xemr-3Hauenue no IP-aapecy ucrounuka u IP-

aJIpeCy Ha3HAYCHUH,
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5-tuple — paccuurars xerr-3nauenue mo IP-ucrounuky, IP-aapecy
Ha3HaueHus1, [P-mpoTokoIy, HCXOAHOMY HOPTY U MOPTY HA3HAUCHMUSI.

match

Crpoxa

VYcnosus ¢punbTparu Tpaduka. BosmokHbie 3Hauenus match:

dst-ip — IP-agpec nasnauenus (IPv4/IPv6). YkaspiBaeTcs aapec ¢
MAacKoO# TOJCEeTH,

dst-port — mopr HasHauenwus. Juana3zon 3uauenuii ot 0 g0 65535,
eth-type — moune B 3aronoske Ethernet-¢peiima, KoTOpoe ormpeaeser
MPOTOKOJI BEPXHET0 YPOBHS AaHHBIX. YKa3bIBACTCS B BHJE LIEIOTO
gucia B mectHaAnaTrepuaaoM popmate: 0800 mmm 800,

from-lag — ananu3 Tpaduka Ha arperupoBaHHOM MHTEpderice,
from-link — ananu3 Tpaduka Ha Bcex MOpTax, BXOIAIIUX B JIMHK
rpymy (link-group),

from-port — ananu3s Tpaduka Ha OTACIHHOM TOPTY,

ip-proto — crircok HoMepoB IP-pOTOKOJIOB, HAlICHHBIX B TIOJIE
"IIpotokon" 3aromnoBka IPv4 u none "Next Header" 3aromnoska [Pv6.
Huanazon 3nauenuit ot 0 1o 255,

ip-tos — tun ciyx6s1 (TOD) o 3aronoBky IP. TOS uHKancyiupyer
JIBa TIOJIS: KOJIOBYIO Touky nuddepennupoBannbix yeiuyr (DSCP) u
s;BHOE yBenomiieHue o meperpyske (ECN),

learned-on — xomana HanpaBieHus TpahuKa HA TPYIITY IS
o0yuenus <to-learn-group>,

mpls-count — konryecTBO BIIeMEHTOB Mpls Ha kajp. J[uamazon
3HadyeHui ot 0 10 4,

payload-match — comocrasienue mo mose3Hoit Harpyske <payload-
match>,

priority — npuoputet cTpoku GuiabTpa. Uem Oosbliie 3HaUCHUE, TEM
BhIe ipuoputeT. Ilo ymomuanuto 0,

shared-group-active — BkiIt0YeHHE TPYIIIBI IOPTOB HA3HAYCHHUS
<shared-group>,

shared-group-inactive — BbIK/IFOYEHHE TPYIIIIbI IOPTOB HA3HAYCHUS
<shared-group>,

src-ip — IP-aapec ucrounuka (IPv4/IPv6). YkasbiBaetcs ajapec ¢
MAacCKOM ITOJICETH,

Src-port — nopt ucrouynrka. Jlnanazon 3Hauenui ot 0 1o 65535,
subnet-group — umst rpyIbl mojceTH <subnet-group>, Ha KoTopoe
nepeHanpasisiercs Tpaguk,

vlan-count — konuyecTBo 3eMeHTOB vlan Ha dpeiim (eciu ppeiim
nMeeT MHOTO vlan-3aronoBkoB). Jlnana3zon 3HaueHuii ot 0 110 3,
vlanl — 3nagyenue nepporo vlan-tera,

vlan2 — 3nagenue Broporo vlan-tera,

vlan3 — 3nauenue Tpersero vlan-rera.

to- Crpoka | Mims rpynmsl GanancupoBku (Share-group), Ha Kotopoe Oy/eT MpoXOUTh

balance- oT(pUIBTPOBAaHHBIHN TpapUK.
group

to-lag Ctpoka | Mms arperupoBannoro xanaina LAG, Ha koTopoe OyIeT IpoXoIuTh

OT(WIHTPOBAHHBIA TpadHK.
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to-learn- Homep | Unentudukarop rpynms "oOydeHuns" mopToB, Ha KOTOPEIH OyIeT MPOXOIUTh
group oTunbpTpoBaHHkI Tpapuk. PaboTaer mo ananorun ¢ MAC-tabnuneii.

Jnanazon 3HaueHuii: ot 1 g0 16.
to-mirror- | Crpoka | IMs rpymimsl mopToB Ha3Ha4YeHus (Share-group), Ha kotopoe OyaeT
group MIPOXONUTH KON OTHUIBTPOBAHHOTO TpadwuKa.

IIpu 3epkanupoBaHuy TpaduK MPOXOIUT YCTPOICTBO HaCcCKBO3b. C Tpaduka,
MOIMAAAOIIET0 O] KPUTEPUU 3€PKAIMPOBAHUS, CHUMACTCSI KOIUS U 3Ta
KOTHS HANpAaBIISICTCS HAa aHATTM3ATOP Yepe3 IPYMITbl OaTaHCUPOBKH.

to-port Crtpoka | ms mopTa, Ha KOTOpOe OyIeT MPOXOTUTH OTHMIBTPOBAHHBIN TpadUK.
IIpumep
Tabnuua 152
Koncoan KomMmenTapuii
admin# set packet-broker [MpaBuno GunabTpanuu, Mo KOTOPOMy MPUXOAIINI Ha MOpT pl
flow FLOW1 Tpaduk OyaeT OTGUIBTPOBAH M0 YKa3aHHBIM src-ip, dst-ip, dst-
set packet-broker flow port ¥ OTOpaBIICH Ha HOPT p2.

FLOW1l match from-port pl
set packet-broker flow
FLOWl match src-ip
1.1.1.0/24

set packet-broker flow
FLOWl match dst-ip
2.2.2.0/24

set packet-broker flow
FLOW1l match dst-port 80
set packet-broker flow
FLOWl to-port p2

4.4.12.18 set packet-broker link-group

Onucanmne

Komanna set packet-broker link-group mo3BossieT HaCTPOUTH PYIIITBI TOPTOB BXOISIIETO
Tpaduka. MakcuMaIbHO TOMYCTUMOE KOJIMYECTBO HACTPOSHHBIX Tpymit — 16.

B Betke koHpurypanuonnoro nepesa packet-broker link-group nacrparBaercst umst U mapameTpbl
rpynnsl. I'pymnme nopros Bxoasuero Tpadhuka <NAME> npucBanBaeTcs mpon3BoJbHOE 3HAUEHUE
(manpumep, BrokerLink1). B komanaax cieayer yka3blBaTh TOJIBKO 3HAYCHUE UMEHH TPYIIIIBL.

Pexum
Komanna noctynna B KOHQUTYPAITMOHHOM PEXUME.

BrI30B KOMaHILI

|set packet-broker link-group <NAME> lag <NAME> port <NAME>

ITapameTpbl KOMaHBI
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Tabmmna 153
Haszpanue | Tun Onucanue
lag Crpoka | Ims arpernpoBaHHOTO KaHaja, BKIIFOYEHHOTO B TPYIITY TOPTOB BXOISAIIETO
Tpaduka
port Crpoka | iMs mopTa, BKIIFOYCHHOTO B IPYIITY MOPTOB BXOJASIICTO Tpaduka
IIpumep
Tabnuna 154
Koncoan KomMmenTapuii
admin# set packet-broker link-group Hactpoiika rpymnmsl TOPTOB BXOIAILIETO
BrokerLinkl Tpaduka.
set packet-broker link-group BrokerLinkl
lag LAGI1
set packet-broker link-group
BrokerLinkl port pl-1

4.4.12.19 set packet-broker payload-match

Onucanune

Komanna set packet-broker payload-match no3Bosnsier HacTpouTs 11126101 GuUABTPaLUK TpaduKa
110 MOJIC3HOW HArpy3Ke CETEBOro mnakera. MakCHMallbHO JOITYCTUMOE KOJIMYECTBO HACTPOCHHBIX
mrabsionoB — 16.

B Betke xondurypamnunonnoro aepesa packet-broker payload-match macrpansarorcst ums u
napametpsl madnoHoB. Imenu <NAME> npucBauBaercs Npou3BOJIbHOE 3HAUEHUE
(manpumep, PAY1). B xomaniax ciieiyeT yKa3blBaTh TOJbKO 3HAYEHHE UMCHHU.

Pexum
KoMmanga noctynHa B KOHQUTYpallMOHHOM PEKUME.

Brb130B KOMaHIbI

‘set packet-broker payload-match <NAME> match <NAME> priority <NUM>

HapaMeprl KOMaHAbI

Tabmuia 155
Ha3Banue Tun Onucanue
match Crpoka | [lla6noH ¢uasTpaliny Tpaduka 1Mo MoJae3HON Harpy3Ke CeTeBOro MakerTa, 1mo

KOTOPOMY BBINIOJIHSAETCSI MOUCK MOJIE3HON HHPOPMAIINH B TIAKETe.
priority | Yucno | [Ipuopurer ctpoku puibrpa. Yem Gosbliie 3HAYCHHE, TEM BBIIIE TPUOPHUTET.
[TpaBuna npuMeHsIOTCS B mopsike yObiBanus npruopureta. [lo ymomganuio 0.

Ipumep
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Koncoian

KomMmenTapuii

admin# set packet-broker Hactpowuts mab6ion dhuiasTpannu Tpaduka mo
payload-match PAY1
set packet-broker payload-match
PAY1 match 1500
set packet-broker payload-match
PAY1 priority 1

MOJIE3HOU Harpyske CE€TEBOIO ITaKeTa

4.4.12.20 set packet-broker share-group

Onucanue

Komanpna set packet-broker share-group mossossier HacTpOUTh TPYIITBI IOPTOB HA3HAYCHUSI.
MakcuManbHO JOIMyCTHMOE KOIHYeCTBO HAacTpoeHHbIX rpyr — 200.

B Betke xonduryparmontoro aepesa packet-broker share-group nacrpausarorcs umst u
napaMeTpbl TPYIIbI TOPTOB HazHaueHUs. VIMEHH IpyIIIbl TOPTOB

nasznauyenuss <NAME> npucBauBaercs Ipou3BobHOE 3HaueHue (Hanpumep, Sharel). B komanmax
CJIEyeT YKa3bIBaTh TOJIbKO 3HAYCHUE UMEHH TPYIIIIHI.

Pe:xxum

KOMaHI[a AOCTYIIHA B KOH(i)I/Il"ypaI_II/IOHHOM PEKHUME.

BpI30B KOMaHIBI

set packet-broker share-group <NAME> critical-capacity <NUM> filter-map
<NAME> lag <NAME> port <NAME> vlan-translation <NAME> {change-vlan <NUM>
| pop-vlan <NUM> | push-vlan <NUM>} {to-lag <NAME> | to-port <NAME>}

HapaMeTpLI KOMaH/AbI

Tabnuua 157
HasBanue Tun Onucanue

critical- Homep | IIporieHT yuyacTHHKOB B TpYIINie MOPTOB HazHadeHus<share-group>.

capacity Huamazon gomycrumoro 3uadenwuii ot 0 1o 100. ITo ymomgarmro — 50.

filter-map Crpoxka | Mmst crincka ¢ 0coObIMU YCITOBUSIMH (GUIILTpAK TpaduKa, 3a1aHHOE B
BeTke packet-broker filter-map

lag Crpoxka | MIMs arpernpoBaHHOTO KaHaia, BKIIOYEHHOTO B TPYIILY MOPTOB
HasHavyeHus<share-group>

port Ctpoka | MIms mopTa, BKIFOUSHHOTO B I'PYIITY [MOPTOB Ha3HavyeHus <share-group>

vlan- Crpoka | Ims VLAN, BKiIFOYEHHOE B TPYIITY IOPTOB Ha3HauYeHHs <share-

translation group>. ITapamerpsl cetu VLAN:

e change-vlan — u3mensier Ter VLAN. Jluamna3oH q0mycTHMOTO
3HaueHuit ot 0 qo 4095,

e pop-vlan — caumaer ter VLAN,

e push-vlan — go6asnsier Ter VLAN. Jlnamna3os 10mycTUMOro
3HaueHuit ot 0 qo 4095,

e to-lag — ums arperupoBaHHOTO KaHasa, Ha KOTOpoe OyaeT

MPOXOJUTH OT(QUIBTPOBAHHEIN TpaUK,
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e to-port — ums opra, Ha KOTOPOE OYIET MPOXOIUTh
OTOMIBTPOBAHHBIN TpahuK.

Henb3st co3maBaTh pa3Hbie MpaBmiia Ha OMUH U TOT ke LAG wiu mopr.
IBa neiicteus pop-vlan u push-vlan B oxmoM mpasuite mpu 06HOBIEHUH
NpOLIMBKY 3aMeHsroTCs Ha change-vlan.

BAJKHO! Pa3pemreHo co3aaBath TOIBKO OJHO MPABMIIO 0€3 yKazaHUs
<to-lag>/<to-port>, T.k. ecu He yKa3bIBaTh HAMIPABICHUE, TO IPABUIIO
Oynet pacnpoctpansaTbes Ha Bce LAG wim mopTel B 1anHON <share-

group>.
IIpumep
Tabmuua 158

Koncoub KomMmenTapuii
admin# set packet-broker share-group Sharel Hactpoiika rpymm noptoB
set packet-broker share-group Sharel lag critical- | HasHaueHus

capacity 60

set packet-broker share-group Sharel lag filter-
map FILTER MAP1

set packet-broker share-group Sharel lag LAG1
set packet-broker share-group Sharel port pl-1
set packet-broker share-group Sharel vlan-
translation VLAN1

set packet-broker share-group Sharel vlan-
translation VLAN1l push-vlan 100

set packet-broker share-group Sharel vlan-
translation VLAN1l push-vlan 100 to-port pl-1

4.4.12.21 set packet-broker subnet-group

Onucanue

Komanma set packet-broker subnet-group mo3BosseT HaCTPOUTDH TPYIIITY MOACETEN BXOISIIETO
Tpaduka. MakCUMaNbHO TOMYCTUMOE KOJIMYECTBO HACTPOCHHBIX rpymnm — 31.

B Betke xoudurypamnnonnoro aepesa packet-broker subnet-group mactpauBaercs ums u
napaMeTpsl Tpymibl mojacereit. Umenu rpymmsr noaceteir <NAME> npucBanBaetcst mpou3BOJIbHOE
snauenue (Hanpumep, SUBNETGR).

Jlnst 0003HaYeHUs TTO/ICETH BBOJAMTCS mapamerp — subnet. MakcuMaiibHO 10ITyCTUMOE KOJIUYECTBO
HACTpOeHHbIX nojcereit B rpymnmne — 128. Umenu noacetu <NAME> npucBauBaeTcsi npon3BOIbHOE

3HaueHue (Hanpumep, SUBL).

B xomangax CJICAYCT YKA3bIBATh TOJILKO 3HAYCHUC UMCH I'PYIIIBLI MOACCTH U ITOJACCTH.

Pexum

Komanza nocrynHa B KOHQUTypallmOHHOM PEKUME.
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BrI30B KOMaHALI

set packet-broker subnet-group <NAME> subnet <NAME> dst-ip <IP-address>
ip <IP-address> src-ip <IP-address>

ITapameTpbl KOMaHAbI

Tabmuua 159
Ha3zsanmue Tun Onucanne
dst-ip Crpoxka IP-anpec Ha3HaucHUS
ip Crpoka IP-agpec
src-ip Crpoxka IP-anpec ncrounnka
IIpumep
Tabnuua 160
Koncoasn KomMmenTapuii
admin# set packet-broker subnet-group SUBNETGR Hacrpoiika rpynmsl

set packet-broker subnet-group SUBNETGR subnet SUB1 MOACETH
set packet-broker subnet-group SUBNETGR subnet SUB1
dst-ip 1.1.1.1/32
set packet-broker subnet-group SUBNETGR subnet SUBZ2
set packet-broker subnet-group SUBNETGR subnet SUBRZ2
ip 192.168.0.0/24
set packet-broker subnet-group SUBNETGR subnet SUB3
set packet-broker subnet-group SUBNETGR subnet SUB3
src—ip 2.2.2.2/16
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5 KoHpurypupoBaHue U HACTPOMKA

[lepBuunast HacTpoiika Y CTpOIiCTBA BKIIOUAET B C€Os CIEAYIOIINE ITAIbI:

CMEHa [apoJis aAMMHHUCTPATOpa,
yrpabiieane AAA,
yIIPaBJICHUE MPOLIUBKOM,
HAcTpoiiKa uHTepdeiica ynpaBieHuUs,
Hactpoiika TACACS-kiuenra,
Hactpoiika LAG;
HAaCTpOWKa JIOTUPOBAaHMUS,
HacTtporika NTP,
HACTpOiiKa (U3NYECKUX MTOPTOB,

. HACTPOMKA BbIIAYU METPUKH,

. HacTpoiika SNMP,

CoNoR~wWNE

e S N
w N kO

. HacTpoiKa PUIBTPAIlK MOTOKA Tpaduka,
. HACTpOIiKa TpyMIIbl MOPTOB BXOAIIET0 Tpaduka,

[T S
o 01 b

. HACTpO¥Ka TPYMIbI MOPTOB HA3HAYCHMUSI,
. HACTPO¥Ka TPYIIIbI MOCETEH.

[EEN
\‘

Hwxe npeacraBineHo nepeBo KoHGUTypamuu Y CTpOHCTBa:

e rdp-firmware
e hardware-info

e mng-if

o tacacs

e lag

o logger

e Ntp

e port

e prometheus

e SNMp

e packet-broker
o filter-map
o flow
o link-group
o payload-match
o share-group
o Subnet-group

5.1 Cmena napoJs

. HACTPO¥iKa 0COOBIX yCIIOBUM (MIBTpAIMK TOTOKA TpaduKa,

. HAaCTpoiika 1mabioHa GpuibTpauu Tpaduka 1o Mojie3HoN Harpy3Ke CeTeBOro makera,

Cpa3zy nocne nepBoi aBTOPU3alliM B KOHCOJU yNpPaBlIeHUs Y CTPOICTBA HACTOSITEIILHO
pPEKOMEHIyeTCs B IEPBYIO OYEPElb CMEHUTD MapoJib aIMUHUCTPATOPA JUI MIPEIOTBPALLICHUS

HECAaHKI[MOHMPOBAHHOI'O JOCTYIIA K HACTPOMKAM Y CTpOMCTBA.
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|admin> call aaa change-password user admin password <HOBEIM NapPOJIb>

Komanna cMeHbl maposs:

[Tpu ycrniemHoi cMeHe napoisi OyAeT BhIBEJCHA Cleaytomiast nH(GOpMaIys:

change-password {
return-code 0
msg

}

ITpu nomnbITKE BHINOJIHEHUS KaKOW-I100 KOMaH/Ibl TIOCJIE€ CMEHBI [1apoJIs C€aHC KOHCOIU OyeT
3aBepIIEH U NOTpeOyeTcs MOBTOPHAS aBTOPHU3AIMS C HOBBIM MapOJIEM.

admin> show mng-if
Session closed!

5.2 Ynpasienue AAA

B 3aBojickol KOH(UTYpAIIMU YCTPOKCTBA CYIIECTBYET TOJIBKO OJTHA BCTPOCHHAsI YUETHAS 3aITUCh
aJIMUHUCTpATOpa — JIOTHH / mapojib: admin / admin. AxMuHHCTpaTOp UMEET IPaBO MPOCMOTPA U
M3MEHEHHS BCEX HACTPOeK. Ecii ¢ ycTpoHCTBOM TOJIKHBI pab0oTaTh HECKOJIBKO MOJIb30BATENICH C
pasHBIMU MpaBaMH JOCTYIIA, TO HACTOATEIILHO PEKOMEHIYCTCS CO3/1aTh U HACTPOUTH JIUISl THX
MOJIb30BATEJICH OT/ICNIbHBIC YUETHBIC 3aITUCH BO H30€KaHNE HAPYIICHUS HOPMAJIbHOU paOoThI
YCTPOWCTBA B pe3yJIbTaTe OMIMOOYHBIX JCHCTBUMN.

COS)I&HI/IC u HaCTpOﬁKa y‘léTHHX 3amucen IMPOU3BOIATCS B Oaze JaHHBIX aaa.

VYuérHast 3anuch MOIb30BaTENs BKIOYAET B €051 TP CYIIHOCTH: UM NOJIb30BATENs, apoib, a
TaK)Xe CYLIHOCTb, KOTOpas OIpeIeNsieT IpaBa MPOCMOTPA U U3MEHEHUSI HACTPOEK B OTJEJIbHBIX
BeTKax KoHpurypauu. B konuenuu rmiargopmsl EcoSwitch nannas cymuocts Ha3bIBaeTCs
n "

pomb".

3aBojicKas KOH(UTYpaIUsl COAEPKUT CIASAYIOLIUE MPEABAPUTEIHLHO HACTPOCHHBIE POJIN:

e Monitor — umeeT mpaBo npocMoTpa uHpopMmanuu B Betkax hardware-info, ntp, port;

e read-only — umeer npaBo nmpocMoTpa MH(GOPMAIINK BO BCEX BETKaX KOHPHUTYpalnH;

e Operator — mMeeT mpaBo MPOCcMOTpa HHPOPMAIIMHU B BeTKax aaa, hardware-info, logger,
ntp, port, rdp-firmware, tacacs; mpaBo mpocMoTpa 1 U3MEHEHHSI HACTPOEK B BETKaX
ecoswitch u mng-if;

e SUPEruser — UMeeT mpaBa MPOCMOTPA U U3MEHEHHUSI HACTPOCK BO BCEX BETKAX
KOH(UTypaIHH.

Buumanmue! [Tonp30BaTens HE MOKET yIAIATh UM MEHATHh HACTPOMKH JUIsl BCTPOEHHBIX POJIEH U
YYETHBIX 3aIlACEH MoNb30BaTeneil. MICKatoueHneM sBIseTcs BO3MOKHOCTh CMEHBI ITapOJIs I
BCTPOCHHO# yueTHOH 3amucu — admin.

I'pynna xomana call aaa mo3BossieT BHIONHATH yripaBieHne AAA:
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o call aaa change-password — cmeHa mapoJist moJIb30BaTelIs;
o call aaa change-user-role — cmMeHa poJiu MoJIL30BATEIIS;

o call aaa create-user — co3manue I0JIL30BaTEIIS;

o call aaa create-user-role — co3ganusi posu MOJIb30BATEIIS;
o call aaa delete-role — ynanenue posu mosib30BaTels;

o call aaa delete-user — yganenue noab3oBarels.

[TompasymeBaeTcsi, 9TO BCe KOMAH/IbI BBIMOIHSIIOTCS B OTIEPAIHOHHOM PEXUME.

Komanna op call aaa mo3Bosnsier BeimonHuTh ynpasieHne AAA B paMKax pexxuMa KOHOUTYparnH.
5.2.1 Komannaa call aaa change-password

Komanpa call aaa change-password mo3BosisieT CMEHHUTh 1apoJib OJIb30BATEIIS.

[TapameTpsI ISl CMEHBI TTIAPOJISt TOJIB30BATEIIS:

e USEr — uMs MOJIb30BATENS;
e password — HOBBIi TTAPOJIb TOTB30BATES.

CuHTtakcuc KOMaHAbl CMCHBI I1apOJIsd IOJIb30BaTCIIA:

‘call aaa change-password {user <USER NAME>} {password <NEW PASSWORD>} ‘

[Tpumep KOMaHIBI:

‘admin> call aaa change-password user user 1 password Passl159!753

5.2.2 Komanpaa call aaa change-user-role
Komanna call aaa change-user-role mo3Bosnsier CMEHUTB POJIb MOJIL30BATEIS.

HapaMeTpLI AJIs1 CMCHBI pOJIU ITOJIB30BAaTCIIA:

e USEr — ums 1ojJab30BaTeIIsd,
e new-role — nosas POJIb IMOJIB30BAaTCIIA.

CunTakcuc KOMaH/JIbl CMCHBI POJIU ITOJIB30BATCIIA:

‘call aaa change-user-role {user <USER NAME>} {new-role <NEW ROLE>}

[Tpumep KOMaHIBI:

‘admin> call aaa change-user-role user user 1 new-role operator

5.2.3 Komanpaa call aaa create-user

Komanna call aaa create-user mo3BoisieT co3aaTh HOBOTO MTOJIb30BATENS.
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HapaMeTpLI JJIs1 CO3JaHusI HOBOT'O ITOJIB30BaTCIIA:

e USEr — uMs IOJIb30BaTes;
e role — Ha3BaHKe POJIH MOJIH30BATEIS;
e password — napoJib MoJb30BaTEIIs.

CuHrakcuc KOMaH/bI CO3JaHHA HOBOI'O I10JIB30BaTCIIA:

call aaa create-user {user <USER NAME>} {role <ROLE NAME>} {password
<PASSWORD>}

[Tpumep KOMaHIbI:

admin> call aaa create-user user user 1 role operator password
Pass159!753

5.2.4 Komanpaa call aaa create-user-role

Komanna call aaa create-user-role mo3BosieT co3aarh poJib MOJIb30BATEIIS.

e role — Ha3BaHue PoOJTH MOJTB30BATEIIS;
e description — omucanue pousin moJib3oBarelisi. Hanmpumep, nepeyrciaeHue mpas A0CTymna
oir. BmecTo mpo0eioB UCIIOIL3YITE CUMBOJI HIDKHETO moquepkuBanus " " wiu neduc "-
y

o allow-view — Ha3BaHKe pa3/ieioB KOHPHUTYPAIMH, K KOTOPBIM POJIH MPEIOCTABIISETCS IPABO
npocmotpa: 'mng-if, aaa, ntp ..." wiu ‘all’ — q1s BeIOOpa Beex moaCHCTEM;

« allow-view-and-config — HazBanue pa3aenoB KOHGUTypaLUK, K KOTOPBIM POJIU
NPeIOCTABIISETC s IPaBa MPoCcMOTpa U KoHdurypuposanus: ‘mng-if, aaa, ntp ..." wmm "all’ -
ISl BBIOOpA BCEX MOJICHCTEM.

CuHrakcuc KOMaHbI CO3JaHUA POJIA ITOJIB30BATCIIA:

call aaa create-user-role {role <ROLE NAME>} [description <TEXT>]
[allow-view <SUBSYSTEM NAME>] [allow-view-and-config <SUBSYSTEM NAME>]

[Ipumep KoMaHBI:

admin> call aaa create-user-role role role 1 description
rights ntp and mng-if allow-view ntp allow-view-and-config mng-if

5.25 Komannaa call aaa delete-role

Komanpa call aaa delete-role mo3BossieT yaaauth posib, CO3IaHHYIO MOIb30BaTeneM. J{ist
yIaJIeHHUs POJIM HEOOXOIMMO 3a/1aTh 3HAUCHHUE MapameTpa <role> — umst posn mosib30BaTes.

Ecnu ynansemas poinb yke Ha3HaYeHa MOJIb30BATEIIO0, TO BEIBOJUTCS COOOIIEHHE 00 ormubKe co
CIIMCKOM T10JIb30BaTeseil, KOTOpbIM Ha3HaueHa 3Ta pojb. [loaToMy, nepen ynajieHrueMm, Heo0X0UMO
Ha3HA4YMUTh HA JIPYTUE POJIU WIH YIAIUTh MOJIb30BaTENEH, UMEIOIINX JAHHYIO POJb.
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JUi IpUHY IUTEIBHOTO YAAJICHUS POJIM, HA3HAYCHHOH 10JIb30BaTeNsAIM, HEOOX0AUMO UCIIOIb30BATh
omuro — force. ITonp3oBarenu, moTepsBIIME POJIb B pe3yJibTaTe HCHOIb30BaHus omiuu force,
CTaHOBATCSA HEAKTUBHBIMU /10 HA3HAYECHUS UM HOBOM POJIH.

CuHTakcuc KOMaHAbI YJAJICHUA POJIX IIOJIB30BATCIIA:

‘call aaa delete-role {role <ROLE NAME>} [force]

IIpumep xoMaH[BI:

‘admin> call aaa delete-role role role 1 force

5.2.6 Komanpaa call aaa delete-user

Komanna call aaa delete-user mo3BosisieT co3aath yaainuTh moyb3oBatens. s ynanenus
T0JIb30BaTE s HEOOXOIMMO 3a/1aTh 3HAYEHHE TTapameTpa <USEr> — UM MOJIb30BaTEIs.

CuHTaKcuc KOMaHbI YIAJICHUS I10JIb30BATCIIA:

‘call aaa delete-user {user <USER NAME>}

[Ipumep xoMaH[BI:

‘admin> call aaa delete-user user user 1

5.3 YnpagsieHue npomimBKOM

B YCTpOﬁCTBe €CTb HECKOJIbKO BUAOB BCTPOCHHOT'O IPOTPAMMHOTO obecrnicucHUs (HpOH_II/IBKI/I).

Factory — 3aBojickast Bepcusi IporpaMMHOT0 0OecTieueH s, He OIIeKUT U3MeHeHuto. Factory
npezcTaBisieT co0oi 6a30BYI0 BEPCHIO C OTPAaHUYEHHON (DYHKIIMOHAIBHOCTBIO.

Jliis HoHOIEHHOM pa®oThl Y cTpoiicTBa HEOOX0[MMa yCTaHOBKA BTOPOT'0 YPOBHS MPOTPaMMHOIO
obecrieueHus — image. ba3zoBasi Bepcusi IPOIIMBKH 1MAaJe MOCTaBIISASTCS MPEIyCTAHOBICHHON Ha
YeTpoicTBO.

Ha oarom YcTpoiicTBe 0JHOBpEMEHHO MOKET OBbITh ycTaHOBJICHA IpoinuBKa factory u ne 6oee
JIBYX IIPOIIMBOK iMage.

I'pynma komang call rdp-firmware mo3BosisieT BEIIOIHUTH HACTPOMKY TMPOIINBKU:

o call rdp-firmware download — ckaunBaHue MpOIIUBKY;

o call rdp-firmware install — ycranoBka ckauaHHO# MPOIINBKHY;

e call rdp-firmware list — BbIBO/ cricKa CKauyaHHBIX MPOIIMBKAX M UX COCTOSIHUU;

o call rdp-firmware reboot — nepesarpysku Ycrpoiictsa;

o call rdp-firmware remove — ynanenue ckadaHHOM MPOIINBKY;

o call rdp-firmware reset - tries — cOpoc cuérunka HEyJauHBIX ITEPe3arpy30K IS TeKyIei
HPOIIMBKH;

o call rdp-firmware set - active — ycranoBka akTHBHO# ITPOIINBKH;

o call rdp-firmware set - factory — ycranoBka 3aBO/ICKO# IPOIIMBKH;
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o call rdp-firmware set - stable — ycranoBka cTaOMIBHOTO COCTOSHUS POIITHBKH.

Komanpa op call rdp-firmware mo3BossieT BBIIIOJIHUTE YIIPAaBICHUE MPOIIMBKON B paMKax PeXHMa
KOH(pUTyparuu.

5.3.1.1 Komannaa call rdp- firmware download

Komanpa call rdp- firmware download no3Bossier ckauats npormBky ¢ FTP unu TEFTP-cepsepa
U COXPaHHTh €€ Ha yCTpOoicTBO ¢ nMeHeM <file name>.

HapaMeTpLI U1 CKaYHMBaHUWA IIPOIIMBKH:

e from - url — agpec cepBepa ckaunBaHus;
e to - file — ums aiina mpoIIKMBKH.

CuHrakcuc KOMAaH/Jibl CKaUYUBaHUA IIPOIINUBKHU:

|call rdp-firmware download from-url <URL> to-file <file name>

[Tpumep KOMaHBL:

admin> call rdp-firmware download from-url
ftp://user:password@xxx.xxxX.xXxx.xxx/ to-file filename

53.1.2 Komannaa call rdp-firmware install

Komangna call rdp- firmware install mo3Bossier ycTaHOBUTh CKa4aHHYO MPOIINBKY.
JInst yka3zaHus IMEHH CKQue€HHOM MPOIIUBKY BBOAUTCS apametp — from-file.

CuHrakcuc KOMaH/Jibl YCTAaHOBKHU ITPOIIMBKH

|call rdp-firmware install from-file <file name>

ITpumep KOMaHIBI:

|admin> call rdp-firmware install from-file image A

5.3.1.3 Komanga call rdp- firmware list

Komanpa call rdp- firmware list mo3BosisieT BBIMOJHUTH BBIBOJ] CIIMCKA CKAYaHHBIX MPOIITMBKAX U

UX cocTosiHUU. J{JIsl BBIBOJIA IETaNbHON HH(OPMAIIMH O CKaYaHHBIX 00pa3ax HEOOXOAUMO BBECTH
napametp <detail>.

CuHTakcuc KOMaH/bI BbIBOJ1a I/IH(l)OpMaHI/II/I 0 CKaYaHHBIX 06pa3ax N UX COCTOAHUU:

call rdp-firmware list

[ToyMep KOMAHIE:

admin> call rdp-firmware list
list {
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file SDNSwitch-packet-broker-3.2.5.0.4035-develop.handmade-deb6136.image
{
size 266947387 (Byte)

human-readable-size 254.58 MiB

access—-time 2022-04-19 12:39:24.49309672
modification-time 2022-03-18 16:15:18.19919103
info {

}
}
file SDNSwitch-packet-broker-3.2.5.0.4029-packet-broker.handmade-
f3bal55.image {

size 138046273 (Byte)

human-readable-size 131.65 MiB

access—-time 2022-04-19 12:42:54.76299161

modification-time 2022-04-19 12:42:34.91264473

info {

}
}
}

CuHTaKcuc KOMaHABI BBIBOJa ,HCTaHBHOﬁ PIH(l)OpMaI_II/II/I 0 CKa4YaHHBbIX o6pa3ax 1 UX COCTOAHUMU:

‘call rdp-firmware list detail

[Ipumep xoMaH[BIL:

admin> call rdp-firmware list detail

list {

file SDNSwitch-packet-broker-3.2.5.0.4035-develop.handmade-deb6136.1image
{
size 266947387 (Byte)

human-readable-size 254.58 MiB

access—-time 2022-04-19 12:39:24.49309672
modification-time 2022-03-18 16:15:18.19919103
info {

platform Packet Broker

version 3.2.5.0.4035-develop.handmade-deb6136
verification ERROR

}
}
file SDNSwitch-packet-broker-3.2.5.0.4029-packet-broker.handmade-
f3bal55.image {

size 138046273 (Byte)

human-readable-size 131.65 MiB

access—-time 2022-04-19 12:42:54.76299161

modification-time 2022-04-19 12:42:34.91264473

info {

platform Packet Broker

version 3.2.5.0.4029-packet-broker.handmade-f3bal55

verification ERROR

}
}
}
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Komanpa call rdp- firmware reboot mo3sossieT BBIIOIHUTE Tiepe3arpy3Ky Y CTpONCTBa, 3a1aTh
BpEMSI 3aJICPKKH [Iepe3arpy3Kud B MUHYTax MM OTMEHUTH IE€pe3arpysKy.

5.3.1.4 Komanaa call rdp-firmware reboot

[TapameTpsl nepe3arpy3Ku:

e cancel — ormena niepe3arpysku;
e delay — 3agepixka nepe3arpy3Ku B MHHYTax.

CuHTakcuc KOMaH]Ibl OTMEHBI IIepe3arpy3Ku Y cTporcTBa:

|call rdp-firmware reboot cancel

[Tpumep KOMaHBL:

|admin> call rdp-firmware reboot cancel

CuHTakcuc KOMaHbl Iepe3arpy3ku Y cTpoiicTBa:

|call rdp-firmware reboot delay <NUM>

[Tpumep KOMaHBL:

|admin> call rdp-firmware reboot delay 5

5.3.1.5 Komanna call rdp-firmware remove

Komanga call rdp- firmware remove no3Bosiet yaaauTh CKa4aHHY!O MPOIIHUBKY.
JInst yka3zaHus IMEHH CKQue€HHOM MPOIIMBKY BBonUTCs apametp — file.

CuHrakcuc KOMaHbI YIAJICHHUA CKa4YaHHOU IMMPOMIINBKH:

|call rdp-firmware remove file <file name>

[Ipumep KoMaH/BI:

|admin> call rdp-firmware remove file image A

5.3.1.6  Komanna call rdp- firmware reset- tries
Komanpa call rdp- firmware reset- tries mo3sosseT cOpOCHTh CUETUNK HEYJAUHBIX ITEPE3arpy3oK.
JInst yka3zaHUs IMEHH CKQUe€HHOM MPOITMBKY BBOIUTCS HapaMeTp — image.

CuHrakcuc KOMaHbI C6p008. CU€TUYHKa HCYAAYHBIX IICPE3arpy30K IJIsd TCKYHle/'I MIPOIINBKH:

|call rdp-firmware reset-tries image <file name>

[Tpumep koMaH b
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admin> call rdp-firmware rest-tries image A

D) RDP
|

5.3.1.7 Komanpa call rdp- firmware set- active

Komanpna call rdp- firmware set- active no3BossieT yCTaHOBUTh aKTHBHYIO MTPOILIUBKY.
JItst yKka3aHus MMCHH aKTHBHOM MPOIIMBKH BBOIMTCS HapameTp — image.

CuHTakcuc KOMaH/bl YCTAHOBKY aKTUBHOM MPOIINBKHU:

‘call rdp-firmware set-active image <file name>

[Tpumep KOMaH/BIL:

‘admin> call rdp-firmware set-active image A

5.3.1.8  Komanpaa call rdp- firmware set- factory

Komanma call rdp- firmware set- factory mo3BosisieT ycTaHOBUTH 3aBOJICKYIO TPOIIHUBKY.
JIiist yKa3aHus KIMEHH 3aBOJICKOM TPOIIMBKY BBOAUTCS MapameTp — image.

CuHTtakcuc KOMaHAbI YCTaAHOBKU 3a13011c1<01?1 IMPOIIMBKHU:

‘call rdp-firmware set-factory image <file name>

[Tpumep KOMaH/IBI:

‘admin> call rdp-firmware set-factory image factory

53.1.9 Komanna call rdp- firmware set- stable

Komanma call rdp- firmware set- stable mo3Bosnser ycTaHOBUTD CTaOMIBHOE COCTOSTHHE
IPOIIMBKH.

Jlnis yka3aHuss MMCHH TIPOIIMBKY BBOJUTCS IMapaMeTp — image.

CuHTakcuc KOMaH/Ibl YCTAHOBKHA CTaOUIILHOT'O COCTOSIHUS MMPOIINBKU:

‘call rdp-firmware set-stable image <file name>

[Ipumep xoMaH[bIL:

‘admin> call rdp-firmware set-stable image A

5.3.2 CkauyuBaHue 00pa3a NPOMIUBKHU

Jlnst oOHOBNIEHUS iIMAage-NpoIIMBKY IPeTyCMOTpeHa BO3MOXKHOCTh ckaunBaHus e€ ¢ FTP wmu
TFTP-cepBepa. B o01ieM Buie CHHTaKCUC KOMaH/IbI CKauMBaHUsI 00pasa MPOIIMBKH CIICYFOTITHI:

‘call rdp-firmware download from-url <URL> to-file <IMAGE NAME>
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BHUMAHME! [1Ipu ckaunBanuu o6paza CLI He OyaeT pearupoBath Ha Ipyrue KOMaHIbI.
[Ipumeps! U onricaHUst KOMaH/;

1. C FTP-cepBepa OyaeT ckayaH HOAXOAALINI 00pa3 MPOLIMBKY JUIst OOHOBIICHHS C TEKYIICH
Bepcuu u coxpanén nmoa umeneM filename. Joctyn k FTP-cepBepy ocyiiecTBiseTcst uepes mopT
ynpasnenuss (MGMT). Cucrema EcoDPIOS-LB cama onpenenut, kakoii ¢aiin Ha cepBepe

IOAXOOHUT AJIA CKaYUMBaHUA U OOHOBIIEHUS.

[Tpumep KOMaHIbI:

admin> call rdp-firmware download from-url
ftp://user:password@xxx.xxx.xxx.xxx/ file filename

2. C FTP-cepBepa OyzeT ckadan u coxpan€H moja umeHem filename yka3zannsiii aiii, eciu oH
MOAXOJUT TSl TeKyIel miaT¢hopMbl 1 BO3MOXKHO 0OHOBIIEHHE A0 3Toi Bepcuu. Jloctym k FTP-
cepBepy ocylecTrisieTcs yepes3 nopt ynpasiaeHuss (MGMT).

[Tpumep KOoMaHABIL:

admin> call rdp-firmware download from-url
ftp://user:password@xxx.xxx.xxx.xxx/ filename to-file filename

3. C TFTP-cepBepa Oyzaet ckayaH MOAXOIAIIMNA 00pa3 MPOIMIMBKY Ui OOHOBJICHHS C TEKyIIEH
Bepcun U coxpanéu noj umeneM filename. Toctyn k TFTP-cepBepy ocyiiecTBisieTcst uepe3 mopT
ynpasnenuss (MGMT). Cucrema EcoDPIOS-LB cama onpenenuT, kakoii ¢aiin Ha cepBepe
MOAXOIUT JAJISl CKAUMBAHUS U OOHOBJICHHUS.

[Tpumep KOMaH[IBI:

admin> call rdp-firmware download from-url tftp://xxXx.xXXx.xXXx.xxx/ to-
file filename

4. C TFTP-cepBepa Oyaet ckadaH u coxpanén o uMmeneMm filename ykasanusiii daiin, ecinu o
MOAXOIUT AJISl TeKyIIel m1aTdhopMbl U BOZMOKHO OOHOBIIEHKE 10 3ToM Bepcuu. Jloctym k TFTP-
cepBepy ocylecTBisieTcs yepe3 nopt ynpasieHus (MGMT).

ITpumep KOMaHIBI:

admin> call rdp-firmware download from-url
tftp://xxx.xXxXx.xxx.xxx/filename to-file filename

[Tocne ckaunBanus Ha Y CTPOMCTBO HETIOCPEACTBEHHO MEPe]] MOMBITKONW YCTAaHOBKH 00pa3
IIPOXOJUT MPOBEPKY LENOCTHOCTHU. Taxke MpoBepKa LEIOCTHOCTH IPOM3BOAUTCA B ITPOLIECCE
BoinmosHeHus: komanel call rdp-firmware list.

JInst mpocMoTpa JeTalibHON HH(POPMAITUH O CKAYaHHBIX 00pa3ax M UX COCTOSIHUHU UCIIONIb3YeTCs
koman1a onepanronHoro pexxuma call rdp-firmware list detail. Ecu ycranoBnena Tonbko factory

IMpOIIMBKA, BBIBOJA KOMaHbI 6y21€T ITyCTBIM.

IIpumep KOMaHBI:
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admin> call rdp-firmware list detail
list {
file SDNSwitch-packet-broker-3.2.5.0.4035-develop.handmade-deb6136.image
{
size 266947387 (Byte)
human-readable-size 254.58 MiB
access-time 2022-04-19 12:39:24.49309672
modification-time 2022-03-18 16:15:18.19919103
info {
platform Packet Broker
version 3.2.5.0.4035-develop.handmade-deb6136
verification ERROR
}
}
file SDNSwitch-packet-broker-3.2.5.0.4029-packet-broker.handmade-
f3bal55.image {
size 138046273 (Byte)
human-readable-size 131.65 MiB
access-time 2022-04-19 12:42:54.76299161
modification-time 2022-04-19 12:42:34.91264473
info {
platform Packet Broker
version 3.2.5.0.4029-packet-broker.handmade-f3bal55
verification ERROR
}
}
}

31ech:

 verification OK — 00pa3 ycnemHo npomén npoBepKy EeIOCTHOCTH;
 verification ERROR — o6pa3 He npomén mpoBepKy LeI0CTHOCTH.

COOTBGTCTBCHHO, 06pa3I)1 MOTYT IMOAXOJUTH JJIA YCTAHOBKHU HUJIM HE NOAXOAUTDH 110 Pa3HBIM
npu4yrHaM. B npuBenéHHOM npumepe nepBblii 00pa3 MOJIXOANUT, a BTOPOH HECOBMECTUM C TEKYILEH
m1aT(GOpMOH.

5.3.3 Beirpy3ka o0pa3a npomuBKH

[Tpu HeoOxonuMOCTH 00pa3 MPOUIMBKU YCTPOMCTBA MOKHO CKOMIMPOBATh (BBITPY3UTh) Ha BHELTHUM
FTP/TFTP-cepgep.

B o01mem Bue CHHTaKCHC KOMaHIbI IJIsl BRITPY3KH 00pa3a mpomuBKy ciexyromuii: call rdp-
firmware download to-file <IMAGE_NAME> from-url <URL>. 3xecs URL — aapec cepsepa,
Ha KOTopblit OyaeT npousBoauThes Boirpyska, <IMAGE_NAME> — ums onnoro u3 o0pasos,
yKa3aHHbBIX B BbIBOje Koman sl Call rdp-firmware list.

BHUMAHME! Bo Bpems Beirpy3ku oopasza CLI He OyzaeT pearupoBaTh Ha Ipyrue KOMaHIbl.
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5.3.4 YcTaHOBKA CKAYAHHOIO 00pa3a NMPOMIUBKH

Jlns ycranoBku oOpasa ucnonb3yercs komanaa call rdp-firmware install from-file
<IMAGE_NAME>, rie <IMAGE_NAME> — ums ogHoro u3 o0pa3oB, yKa3aHHBIX B BEIBOJIC
xomanbl call rdp-firmware list.

[To ymon4aHuIO yCTaHOBKA MIPOU3BOJUTCS C BHYTPEHHETO HAaKONUTENs Y cTpoiicTBa. Bo3moxxkHa
yCTaHOBKA MPOIIMBKU C MEHBIIUM HOMEPOM BEpCHH, ueM y Tekyie (downgrade), ogHako
paboTOCIOCOOHOCTh YCTPOMCTBA MTPHU 3TOM HE TapaHTHUPYETCSL.

IToce 3aBepieHUst yCTAaHOBKH B BBIBOJIe KoMaHasl Show rdp-firmware boot-image mosiBurcs
yCTaHOBJIGHHAsl BepcHsi co cratycamu active: true, stable: false. [{ns 3arpy3ku ¢ ycraHOBI€HHOTO
obpaza HeoOX0aUMO Tepe3arpy3uTh ycrpoiicTBo komanoi call rdp-firmware reboot.

ITpu 3amycke YcrpoiicTBa OyAeT MPeIIpUHSITO TPHU MOMBITKH 3arPy3KH YCTaHOBICHHOW image-
npomuBKy. [Tpu ycremHoit 3arpy3ke ¢ HOBOM MPOIIMUBKOM OYIyT YCTaHOBJICHBI 3HAUCHUS
cratycoB: active: true, stable: true. Ilpu HeycnenHo#t 3arpy3Ke 3HAYEHHsI CTATYCOB OyayT
n3MeHeHbl Ha: active: false, stable: false, a Tak»e BBIIOTHUTCS OTKAT /10 MPOILION CTAOMILHOM
MIPOILKBKHU.

[Topsox BIOOpa IPOMIMBKY AJIsl 3arPy3KH ONMCAH HUXKE.

Hwke mpecrasiieHsl mpruMepbl BiBojia koMaH el Show rdp-firmware boot-image na pasubix
CTaUsIX OOHOBJICHHSI POILIMBKH.

VYcraHoBI€HA TOJMBKO MPOIIKUBKA A, KOTOpas 3arpy>KeHa B JaHHBIA MOMEHT U SIBJIIETCS OCHOBHOMN
MPOIIMBKOM JJIsI JAHHOTO YCTPOMCTBA.

admin> show rdp-firmware boot-image
boot-image: {

current: A

A: {

active: false
stable: true

version: {
major: 3
minor: 2
release: 2
bugfix: 0
revision: 2329
str: 3.2.2.0.2329
}

tries: 0

}

B: {

active: false
stable: false

version: {

}

tries: 0

}

Factory: {

active: false
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stable: true

3arpyskeHa MMpoIMBKa A, TOJIBKO 4TO OblJIa yCTaHOBIICHA MPOIIMBKa B, KoTOpas ycTaHOBJIeHA 7S
TECTOBOM 3arpy3Ku I0CIIE Iepe3arpy3Ku.

admin> show rdp-firmware boot-image
{
boot-image: {
current: A
A: {
active: false
stable: true
version: {
major: 3
minor: 2
release: 2
bugfix: O
revision: 2329
str: 3.2.2.0.2329
}
tries: O
}
Bg |
active: true
stable: false
version: {
major: 3
minor: 2
release: 2
bugfix: 1
revision: 2330
str: 3.2.2.1.2330
}
tries: O
}
Factory: {
active: false
stable: true
}
}

}

Ecnu npu 3arpy3ke ¢ IponiMBKH, OTMEYCHHOM Kak active: true, mpowusoliuia nepesarpyska
VYerpoiicTBa 1Mo Kakoi-mibo MpUYKUHE, TO MPU HEYAAYHOM MOIBITKE 3arPy3KH CTATYC MPOIIMBKU
Oyner uameHeH Ha active:false, a mpu ymaunoit — nepeiiner Ha stable:true. Eciu B Teuenue 8 gyacos
IPH 3arpy3Ke ¢ MPOIIUBKH CO cTaTycoM active: true nmpousoiiaer 3 HeyCHeHbIX epe3aycka, To
CTaTyC TaKOW MPOIIMBKH TaKke Oyaer uameHeH Ha false.

YCTpONCTBO YCHEIIHO 3arpy3mIOCch C YCTAaHOBIEHHON MPOIIMBKY B, KoTOpast Oblsia OTMEYeHa JIst
BPEMEHHOM 3arpy3KHu.
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admin> show rdp-firmware boot-image
{
boot-image: {
current: B
A: {
active: true
stable: true
version: {
major: 3
minor: 2
release: 2
bugfix: 0
revision: 2329
str: 3.2.2.0.2329
}
tries: O
}
B: {
active: true
stable: false
version: {
major: 3
minor: 2
release: 2
bugfix: 1
revision: 2330
str: 3.2.2.1.2330
}
tries: 0
}
Factory: {
active: false
stable: true
}
}
}

Ecnu ycraHoBII€HHas TPOIIMBKA TIOKA3bIBAaET ceOs CTaOMIIBHOM B paboTe, TO €€ MOXKHO OTMETHTH,
KaK CTaOMJIbHYIO, CIIEYIONICH KOMaHI0# aIMUHUCTpaTUBHOTO peskuma boot b-image stable nim
boot a-image stable, B 3aBucuMocTH OT TOT0, KaKyI0 IPOIIWBKY HEOOXOIMMO OTMETUTE. J{jist TOro
94TOOBI IOMETUTH MPONITHBKY KaK HECTAOMIBHYIO, HEOOXOIMMO BBIMOJHUTH KOMaH Iy NO boot b-
image stable nim no boot a-image stable. ITpomuska factory Bceraa siBisieTcst CTaOMITBHOIA.

YT0oObI HCKITFOUUTH WM BKIIFOYUTH 3arpy3Ky ¢ MPOIIUBKH A min B B ciydae nepe3arpy3ku, MOXKHO
WU3MEHUTH CTATyC aKTHBHOCTH KOMaH/IOM aJIMUHUCTPAaTHBHOTO pexxrmMa boot a-image active wim
no boot b-image active.

ITpu 3arpy3ke coboaeTcs Cleayomui TOpsI0K BHIOOpa MPOIIUBKY MO yOBIBAHUIO TPUOPUTETOB:

1. image-mpommBKa co crarycom active: true;
2. image-npommBKa co cratycom Stable: true;
3. factory-npommBka.
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[epesarpyska ycrpoiicTa BoinosiHseTcst komanoi call rdp-firmware reboot B oneparronHoM
pexxkume win komanoi op call rdp-firmware reboot B koH(pUTypallmOHHOM peXHME.

5.3.5 Ilepe3arpy3ka ycrpoiicTBa

BHUMAHME! B ycrpoiicTBe npenycMOTpeH CYETYHK HEYAaYHbIX 3arpy30K 1Mage-mpommBKy.
Ecnu B TeyeHne 8 yacoB KOJIMYECTBO HEYNAUHbIX 3aIPy30K JOCTUTHET 3, TO OyAeT 3arpyskeHa
npomuBka Factory. O Towm, 4To 3arpy»eHa npomuska Factory, cBuieTenbCTByeT MUTaHUE CUHUX
WH]MKAaTOPOB Ha IIepeHei aHelH ycTpoicTBa. B aTOM citydae [uis mepekiodeHus Ha image-
NPOIIUBKY €€ moTpeOyeTcsl MOBTOPHO HHCTAILTMPOBATh. Eciu npeensHoe KOMTUYeCTBO HEYauHbIX
3arpy30K He JIOCTUTHYTO, TO [10 MCT€YEHUH § 4acOB CUETUYMK HEYJJauHBIX 3arpy30K OyAeT COpOLIEH.

Jlist BBIBOIa MH(GOPMAIIMU O COCTOSIHUY BCEX MPOLIMBOK yCTPONWCTBA HEOOXOAUMO BBIITOJIHUTD
xomany show rdp-firmware boot-image. KonndecTBo HeymauHbIX 3arpy30K KaKaoi
YCTaHOBJICHHO# iMage-npommBKy 0ToOpaxaercs B mose tries.

admin> show rdp-firmware boot-image
{
boot-image: {
current: A
A: {
active: true
stable: false
version: {
major: 3
minor: 2
release: 2
bugfix: O
revision: 2393
str: 3.2.2.0.2393
}
tries: 1
}
B: {
active: false
stable: false
version: {
major: 3
minor: 2
release: 2
bugfix: 0
revision: 2393
str: 3.2.2.0.2393
}
tries: O
}
Factory: {
active: true
stable: true

}
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YcranoBka Image-nporuBku BeimosHsercs mo komanzae call rdp-firmware install from-file <ums
¢aiina>. CriucoK JOCTYIHBIX JUIS yCTAaHOBKY (DailJIOB MPOIIUBKYU BBIBOAMTCS MO KOMaHae ShOw
rdp-firmware list.

5.3.6 V¥Yaanenue o0pa3za NpomIMBKH

Jliist Toro uyToOBI y1anuTh (aiii image MpOIIMBKY, KOTOPBIH 00JIbIe He OyAET HCTIOIB30BaThCH,
cymectByer komanna call rdp-firmware remove file <IMAGE_NAME>, rne
<IMAGE_NAME> — ums ogHoro u3 o0pa3oB, ykazaHHbIX B BbiBoje koman sl call rdp-firmware
list.

5.3.7 Copoc 10 3aBOACKOI1 NPOLIMBKHU

B cucreme npeaycMoTpeHa BO3MOXKHOCTh COPOCa BCTPOSHHOTO IIPOrPAMMHOTO 00ECIICUEHHS J10
3aBoJIcKOM Bepcuu factory.

BHUMAHME! I1pu 3ToM yaanstorcst Bce image-npoIiruBKi 1 KOHPUTYpaIIHOHHBIC (aiiibl.

Jlnst cOpoca 10 3aBO/ICKOM MPOILIMBKHU Y CTPOICTBO HEOOXOMMO Mepe3arpy3uTh WM BBIKIOUYUTh U
BKJIFOYUTB. BO Bpems 3arpy3KH yCTpONCTBA HA SKPaH BBIBOJAUTCS:

|Stage: bootstarting version NNN

I'me NNN — urcno, koTopoe MOKET OBITh Pa3HBIM B Pa3HBIX BEPCUAX Y CTPONCTBA.

B 3TOT MOMEHT HEO0OX0IMMO Ha)kaTh U ylepkuBaTh kinaBuiny [F8]. Ha skpane nmosBuTcs cTpoka:

[MLI19~"[[19~"[[19~~[[19~ |

ITocne yero MoxHO OTIIYCTUTH KJIaBUIITY [FS] Ha 9KpaHC MMOABUTCA COO6H.[€HI/I€ " CUMBOJI CTPOKH
BBOJA.

To restore the ELB's factory settings enter "YES".!ATTENTION! This
action will erase all configuration!>

Jlns cOpoca 10 3aBOJICKOM MPOIIMBKY HEOOXOAMMO BBECTH 3ariaBHbIMu OykBamMu YES. IIpu BBOME
m000T0 Apyroro Habopa CUMBOJIOB MEXaHU3M cOpoca He OyAeT 3amyIleH.

ITocne nmonTBepxaeHUs OyIeT 3alylleH MEXaHU3M cOpoca Ha 3aBOJCKYIO IIPOIIUBKY C
MUHHMAaJIBHON CTapTOBON KOH(UTYypaluel ¢ Mojab30BaTeIeM U MapojieM, HaCTPOSHHBIM 110
YMOTYaHHUIO.

5.4 Hacrpoiika narep@eiica ynpapJjieHUus

[TapameTps! ynpasistomiero nHTepdeiica 3aaat0Tcsi B BeTKaX KOH(OUTYpaIIMOHHOTO JiepeBa:

o mng-if addresses — nactpotiika [P-anpeca nnrepdetica ynpapieHus;

e mng-if hostname — 3aganue UMeHU YCTPOWCTBA,;

e mng-if name-server — nacrpoiika crrcka IP-agpecos cepsepo DNS;
e mng-if routes — HacTpoiika ceT Ha3HAYCHHS U MapIIPyTU3ATOPA.
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B Betke mng-if addresses nactpanBaeTcsi UMs ¥ ITapaMeTphl yIpaBJstoliero narepdeiica. menu
ynpasistomniero uarepdeiica <KNAME> npucsoeno 3nauenue mo ymondanuio — default. B
KOMaH/Iax CIIeyeT YKa3bIBaTh TOJIbKO 3HAUCHUE NMCHH.

5.4.1 Hacrpoiika ynpagsJjsiiomero narepgeiica

[TapameTpsl ynpapisitoniero narepderica:

e ip — IP-agpec unTEpdeiica yrpaBacHus;
o prefiXx — qmuna npedukca ceru. Jlomycrumeie 3Hadenue ot 0 g0 32.

3HaueHus apaMeTpoB 3aJat0Tcs KomaHaou Set. CuHTaKkcuc KOMaH 1bl U3MEHEHHUSI [TapaMETPOB
yIpaBJIOLIEro nuTepgeiica:

‘set mng-if addresses <NAME> {ip <IP-ADDRESS>} {prefix <NUM>} ‘

[Ipumep xoMaH[BIL:

‘admin# set mng-if addresses default ip 192.168.100.202 prefix 24

5.4.2 3ananue HMeHM YCTPOHCTBA

B Betke mng-if hostname nactpauBaercst umsi Y ctpoiicta. Mmenu
Ycerpoiictea <DEVICE_HOSTNAME> npucBanBaercst npou3BOIbHOE 3HAYCHHE (HATIpUMeEp,
DEVICEOQ01).

3HaueHus mapaMeTpoB 3aJat0Tcs KomaHa0i Set. CHHTaKCUC KOMaH bl OTOOpaXEHUSI HMEHH
YCTpOICTBA:

|set mng-if hostname <DEVICE HOSTNAME>

[Tpumep KOMaH/IBI:

‘admin# set mng-if hostname DEVICEQ0O01

5.4.3 Hacrpoiika cnucka IP-aapecos cepepoB DNS

B Betke mng-if name-server — HactpauBaetcs crrcok [P-aapecos, 3anMcaHHbIX B 32-0MTHOM
dopmate — <A.B.C.D>.

3HaueHus mapaMeTpoB 3ajatoTcs komanaou Set. CunTtakcuc koman bl oToopaxkenus IP-agpeca
cepBepa:

‘set mng-if name-server <IP-ADDRESS>

[Ipumep xoMaH[bIL:

admin# set mng-if name-server 8.8.8.8
set mng-if name-server 1.1.1.1
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B Betke mng-if routes HacrpanBaeTcst UM U ITApaMETPhl CETH Ha3HAYCHHS U MapIIPyTU3aTOpa
untepdeiica ynpasnenus. Mmenu mapmpyrtuzaropa <NAME> nprcBoeHO 3HAYCHHE 110
ymosruanuio — default. B komangax cieyer yka3plBaTh TOJIbKO 3HAYCHHUE HMEHHU.

5.4.4 Hacrtpoiika ceTH Ha3HAYEHUSA

[TapameTpsl ceTH Ha3HAUYEHUS U MaplIpyTU3aTopa HHTepderca yrpaBieHNs:

e destination — IP-aapec ceTu Ha3HAYEHUs, 3AMCAHHBIN B 32-0uTHOM (hopmare —
<A.B.C.D>;

e gateway — IP-anpec nuio3a,

e prefix — nnmuna npedukca ceru. Jomyctumbie 3Hadenus ot 0 10 32.

3HaveHHs apaMeTpoB 3aJar0Tcsl KoMaH0i Set. CHHTaKCHC KOMaH/1bl U3MEHEHHS MapIipyTa
yrpaBIsroniero narepderica:

set mng-if routes <NAME> {destination <IP-ADDRESS>} {gateway <IP-
ADDRESS>} {prefix <NUM>}

[Tpumep KOMaHBL:

admin# set mng-if routes default destination 0.0.0.0 gateway
192.168.100.1 prefix O

5.5 Hacrpoiika cepsepa TACACS+

5.5.1 Hacrpoiika cepepa TACACS+

[Tapametpsl cepBepa TACACS+ 3agatoTcs B BeTKe KOH(GUTYpallMOHHOTO JiepeBa tacacs.

Jlnst o6o3Hauenus rpymsl napametpoB TACACS+ BBonuTcs napametp — tacacsplus. B pamkax
rpymmsl <tacacsplus>, He0OX0IUMO HACTPOUTH CIIUCOK CEPBEPOB, HCIOJIB3YyEMbIX Y CTPOMCTBOM.

Jli1a 0003HaYeHMsI CTIMCKa CEPBEPOB BBOAUTCS IapameTp — Server.

B crniucke cepBepoB <Server> HactpauBaroTcs uMms u napameTpsl cepBepoB TACACS+. Umenun
cepBepa TACACS+ <NAME> npucBanuBaeTcst IpOU3BOJIbHOE 3HAYECHUE

(mammpumep, TACACS_SERVER_1). B xomanaax ciieffyeT yKa3blBaTh TOJIbKO 3HAYCHUE UMEHHU
cepBepa.

[TapameTtpsl cepsepa TACACS+:

e address — aapec cepsepa TACACSH;

e password-auth-protocol — ycranoBka Ha cepBep 0HOM U3 QyHKIHIT AAA:
ayTeHTH(UKanus / apTopuzaius / ydet / Bce. Bo3MoXkHbIe /U1 UCTIOIb30BaHUS IIPOTOKOIIBI
ayTCHTH(HUKAIIUH:

o PAP —npotokon ayreHTH(pUKALINY, TPETyCMaTPUBAIOLINHA OTIIPAaBKY UMEHH
MOJIb30BATENs U ApOJIsl Ha CepBEp YAAIEHHOTO JOCTYIa OTKPBITHIM TEKCTOM (6€3
mudpoBaHus);
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* CHAP — npoTokoa ayTeHTU(PHUKAIUKA ¢ KOCBEHHBIM COTJIACOBAHUEM,
npeayCMaTpPUBAIOIINI aJITOPUTMOM POBEPKH MOJUIMHHOCTH U TIepeiady He
CaMoro MapoJisl MOJIb30BaTeNsl, 3 KOCBEHHBIX CBEIICHUH O HEM;

= TACACS-login — umMs mosib30Bartes B CUCTEME;

e port—nomep nopra cepsepa TACACS+. I1o ymonuanurio 49;

o shared-secret — o6mwmii ko4, u3BectHbIN TOIbKO TACACS-KIIMEHTY U cepBEPY B
O6e3omacHoM oOMeHe naHHbIMU. AamuHucTparopy cepepa TACACS+ ciiemyeT HaCTpOUTh
CEKpETHBIE KJIOYHU JJINHOH MUHUMYM 16 CHMBOJIOB,3

o timeout — KOJIMYECTBO CEKYH]I, B TEUCHHE KOTOPBIX YCTPOUCTBO OYIET XK IaTh OTBETA OT
kaxxsioro cepsepa TACACS+, nepes monbITKON UCIIOJIB30BaTh Apyrou cepsep. [1o
yMoa4aHuio 5. Jlnana3zon nomyctumselx 3HadeHui ot 1 o 300.

3HaueHus NapaMeTpoB 3aJat0Tcs komanaou Set. CUHTakcuC KOMaH/ bl HACTPOMKHU cepBepa
TACACS+:

set tacacs tacacsplus server <NAME> {address <IP-ADDRESS>} [password-
auth-protocol <PROTOCOL TYPE>] [port <NUM>] {shared-secret <NUM>}
[timeout <NUM>]

[Tpumep KOMaH/BI:

admin# set tacacs tacacsplus server TACACS SERVER 1

set tacacs tacacsplus server TACACS SERVER 1 address 192.168.100.100
set tacacs tacacsplus server TACACS SERVER 1 password-auth-protocol
TACACS-login

set tacacs tacacsplus server TACACS SERVER 1 port 1234

set tacacs tacacsplus server TACACS SERVER 1 shared-secret 12345

set tacacs tacacsplus server TACACS SERVER 1 timeout 10

5.5.2 Hacrpoiika npaB agocryna ajs cepsepa TACACS+

ITpaBa noctyna mis cepeepa TACACS+ 3amarorcs yepes cepBuc ecoswitch-exec.

B pamkax cepBrca eCOSWitCh-exec yka3piBatoTCsi BO3MOXHOCTH TPYIIITBI OJIb30BaTeIel <group>
(TPOCMOTP MM IPOCMOTP/U3MEHEHHE), a TAKKE Pa3/ieNbl KOH(DUTYypauuu Y CTpoiicTBa, KOTOphIE
MO’KHO MPOCMATPUBATh U U3MEHSTh.

[TapameTtps! HacTpoiiku npasa qoctyna Juist cepBepa TACACS+:

e Qroup — rpyImIsl NOJb30BATENEH C ONPEAEIEHHBIM YPOBHEM IIPUBUIIETHN;
o Service — HAaMMEHOBAHME CEPBHCA, B pAMKaX KOTOPOTO YKa3bIBAIOTCS BO3MOXKHOCTH
TPYIIIBI OJIB30BATENEH;

= allow-to-view-and-control — Ha3Banue pasesioB KOHPUTYpAIHH, K
KOTOPBIM POJIH MIPEAOCTABIIAETCS paBa MPOCMOTpa U U3MeHeHus: 'mng-if,
aaa, ntp ..." unu 'all' - g BeIOOpa Bcex moacucTeM;

= allow-to-view — HazBanue pa3nenoB KOHPUTYpaIH, K KOTOPBIM POJI
Ipe0CTaBIIsICTCS TPaBo MpocMoTpa: 'mng-if, aaa, ntp ..."' ninm 'all' - s
BBIOOpA BCEX TOJICUCTEM;
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o USer — nm4a moJb30BaTeIA:

= member — Ha3BaHUE TPYIIIBI T0JIL30BATEINEH, WIEHOM KOTOPOT'O SIBJISCTCS
JaHHBIN TT0JIb30BATEb;
= login — ioruH nonb3oBaTE.

®parmeHT KoHpUTYpaIrmoHHOTo (aitna "/etc/tacacs+/tac_plus.conf™:

group = superadmin {
service = ecoswitch-exec {
allow-to-view—-and-control = tacacs|snmp|rdp-

firmware|prometheus|port |ntp|mng-if|logger|lag|hardware-infol|aaa
allow-to-view = tacacs|snmp|rdp-
firmware|prometheus|port |ntp|mng-if|logger|lag|hardware-infolaaa
}
}
user = adminl {
member = superadmin
login = cleartext adminl

}

Ponu cepsepa TACACS+ He3aBUCUMBI OT PoOJied, HACTPOEHHBIX HEMOCPEACTBEHHO Ha Y CTPOMCTBE.

BHUMAHME! Ecnu na YctpoiictBe Hactpoen TACACS+, To ayTeHTU(UITUPOBATHCS C TIOMOIIIBIO
JIOKaJIbHOM poJin (JIOTMHA U 1apoJisi, HACTPOEHHBIX Ha Y CTpoiicTBE) HEBO3MOKHO. HeT npasuia,
MTO3BOJISIIOILETO 3aiTH Ha Y CTpoicTBO IIpHu HepocTynHoctu cepepa TACACSH.

5.6 Hacrtpoiika 1orupoBanus

@OyHKIUSA CUCTEMHOTO KYpHATUPOBaHUS («JIOTH» MITH JIOTUPOBAHKE) — 3TO OCHOBHOW UCTOYHUK
nH(popmManuu o paboTe CUCTEMBI U OIINOKaX.

[TapameTpbl JTIOTUPOBAHUSI HACTPAUBAIOTCS B BeTKe KOH(DUTypalioHHOTO nepeBa logger.
Jli1st 0003HAaYCHUsI CIIMCKA HACTPOCK JIOTMPOBaHKs BBOAUTCS apametp — logging-settings.

B cmucke Hactpoek jorupoBanus 10gging-settings HacTpanBarTCs YPOBHHU JIOTUPOBAHHS H CIIUCOK
CEpBEPOB JIOTHPOBAHUS.

[TapameTps! 1711 HACTPOHKHU JIOTUPOBAHUS:

o log-level — ypoBens norupoBanus. BapuaHTbl cOOOIIEHMI IS 3aITUCH B )KypHAJ OTIEPALUii:

* NONe — cooO0IIeHNe HE TPUHAIICKUT HIKAKOMY YPOBHIO;

* €merg — UCroJab30BaTh YCTPONUCTBO HEBO3ZMOXKHO (aBapusi);

= alert — s perenust mpoOIeMbl HEOOXOAUMO CPOYHO MPEIIPUHSITH KaKHe-
1100 IefCTBUS;

= critical — mpou3onuia KpuTHYECKas OIMOKa;

= error — npousomnuia omuoka. [Io ymMonuaHuio yCTaHOBIIEHO COOOIIEHNE
error;
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= warning — mpou3omuia 3HauYMTEIbHAs OMHOKA, Ha KOTOPYIO CIIEyeT
00paTuTh BHUMAHHUE;

= notice — MPOM30IILIO0 3HAYUTENLHOE, HO OOBIYHOE COOBITHE;

* info — ObuTa BBINTOJIHEHA HE3HAUYUTEIIbHAS, OOBIUHAS OIICpAIHs;

= debug — coobienus, Gopmupyembie B mporiecce OTIaIKu.

e Servers — cepsepsl JorupoBanus. s o6o3nauenus [P-agpeca ceppepa norupoBaHus
BBOUTCS mapametp — address. B komanax ciieiyet yka3bIBaTh TOJIBKO
3HaueHue aapeca. [lapamerpsl cepBepoB JIOTUPOBAHMUS:
o port —xomep nopra. [lo ymonuanuto 514;
o protocol — HanMeHOBaHHUE UCTIOJIB3YEMOT0 POTOKOJIA:
= TCP — ormpaska xypranoB mo npotokony 1 CP;
» UDP — ornpaBka xxypHaios 1o nporokoixy UDP. [1o ymonuanuto
yctanoieH npotokosn UDP;
» RELP-OVER-TCP - ormnpaska soros 1o nporokoiny T CP B ¢hopmate
RELP.

3HaueHus napaMeTpoB 3aJat0Tcs komaHao Set. CHHTaKCUC KOMaH 1bl HACTPOMKH JIOTUPOBAHUSL:

set logger logging-settings log-level <LOG MESSAGE> servers <IP-ADDRESS>
port <NUM> protocol <PROTOCOL TYPE>

[Tpumep KOMaH/BI:

admin# set logger logging-settings log-level error servers
192.168.200.200 port 4567 protocol udp

5.7 Hacrpoiika NTP

NTP cunxponusupyet BpeMs Ha ycrpoictBax cetu otHocuTenbHo UTC (Coordinated Universal
Time) qys HacTpolKM cepBUCOB Oe30macHOCTH U toruposanus. [Tapamerper NTP 3amatorcs B
BETKAaX KOH(PUTYPaLlMOHHOIO JIepeBa:

e Ntp common — ob1ue HaCTPOUKH,
o ntp server — Hactpoiiku NTP-cepsepos.

5.7.1 OOuue HACTPOHKH

B Betke A 0611eit HacTpoiiky NP COMMON 3a/1al0TCs Ha3BaHUS BPEMEHHBIX 30H M MTapaMeTphl
CHHXPOHHM3AIMU BPEMEHU Ha ycTpoicTBax cetn oTHocuTenbHo UTC.

[Tapametps! a1 oO1eit HacTpoliku NP common:

e timezone — Tekymwmii yacoBoii mosic. B quamaszone ot -12 1o +14 orHocurensro GMT;
e Sync-settings — mapaMeTpbl CHHXPOHU3AIIMH BPEMEHH Ha YCTPOMCTBAX CETH OTHOCHTEIBHO
uUTC:
o sync-period — nepuoa cuHxpoHu3aiuu B cekynaax (ot 10 u 6onee). [To ymonyanuto
10 cexyHp;
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o samples — konmyecTBO 3arpocoB k cepBepy. [1o ymomuyanuio 4. JlomycTiuMbIe
3HayeHus ot 1 1o 8.

3HaueHus mapaMeTpoB 3aatoTcs Komauaou Set. CuaTakcuc KoMaHbl s o01el HacTpoiiku NTP:

set ntp common timezone <NUM> sync-settings <sync-period <NUM> samples
<NUM>

[Tpumep KOMaHIbI:

|admin# set ntp common timezone +3 sync-settings samples 5 sync-period 20

5.7.2 Hacrtpoiiku cepBepa

B Betke mist HacTpoiiku cepBepoB NP server 3aparorcs aapeca NTP-cepBepos.

Jlnst o6o3nayenus IP-agpeca NTP-cepsepa BBoauTcs napametp — address. B komanax ciemayer
YKa3bIBaTh TOJILKO 3HAYECHUE aJipeca.

[Mapametp <prefer> no3Bosser ykasarb npeanoututenbHbiii NTP-cepBep.

3HavyeHHs apaMeTpoB 3a1aroTcst komanaoi set. Cunrakcuc komanasl HacTpoiiku NTP-cepsepa:

'set ntp server <IP-ADDRESS> prefer |

[Tpumep KOMaHIBI:

admin# set ntp server 1.1.1.1

[edit]

admin# set ntp server 1.1.1.1 prefer
[edit]

admin# set ntp server 2.2.2.2

[edit]

5.8 Hacrpoiika LAG

ArperupoBanue kaHasioB LAG (link aggregation) — TexHOJI0OTHsA, KOTOPasi MO3BOJISIET 0ObETUHUTD
HECKOJIbKO (pU3MYEeCKHX KaHAJIOB B OJIMH Jiornyeckuil. Takoe oObeAnHeHe O3BOJISIET
YBEJIMUYUBATh MPOMYCKHYIO CIIOCOOHOCTh U HA/IEKHOCTh KaHaJa.

[Mapametpsr LAG 3amaroTcs B BeTke KOH(DUTYpaIlMOHHOTO jepeBa lag.
[Tapametps! 1uis HacTpoiiku LAG:

o label — o6o3nauenus ciimcka Hactpoek LAG. B crincke Hactpoek label mHactpaunBatoTcst umst
u napametpsl LAG. Umenu LAG <NAME> npucBanBaeTcs Mpou3BOJILHOE 3HAUEHUE
(marmpumep, LAG-1). B xomaHax ciieyeT yKa3plBaTh TOIbKO 3HAYCHNE NMEHH.
[Tapamerpsr:

o lacp — mporokoa LACP ucnons3zyemsiii st ynpasienus LAG. Hactpoiiku LACP:
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= enable — Bxmouenne LACP. [To ymomuanuio cocrostare pabotst LACP
active;

* rate — nepuoandHocTh oTnpaBku peaknuu LACP Ha paboTocriocoOHOCTH
arperupoBaHHOIO KaHaja:

= fast — ornpaBku peakuuu LACP kaxayto cekynay. [To ymomdanuto
peakuuu Beeraa fast;
= slow — ornpaBku peakuuu LACP kaxapie 30 cekyHI;
o Mmembers — CrcoK MOPTOB ISk JAaHHOTO crucka HacTpoek LAG <label>:

*= port — ums nopra. Umenn <NAME> npucBanBaercs npou3BoIbHOE
3HaueHue (Hampumep, pl-1). B komanaax cienyer yka3bBaTh TOIbKO
3HaYeHHe UMEHU MopTa:

= priority — mpuoputeT nmopra. Yem OGoJibliie 3HAYCHUE, TEM BBIIIIC
npuopuret. [IpaBuiia MpUMEHSIOTCS B TOPSIKE YOBIBAaHUS
npuopurera. [lo ymonuanuto 32768. JlnanazoH BO3MOKHBIX
3HaueHui ot 1 go 65535.

e system-id — ugenTudukarop ycrpoicrsa, Bxoasiuii B LAG. ITo ymonuanwuto 1. [{namnazon
JOTYCTUMBIX 3HaUeHUH oT 1 u Goree;

e system-priority — mpuopureT ycTpoiicta, Bxossiiero B LAG. Uem Gosbliie 3HaYCHHE, TEM
Bblllie npuopurert. [lo ymonuanuto 32768.

3HaueHUSA mapaMETpOB 3a4at0TCsA KOMaHﬂOﬁ set. CunTakcuc KOMaH/bI HaCTpOﬁKH arperupoBaHus.

set lag label <NAME> lacp {enable} rate {fast | slow} members port
<NAME> priority <NUM> [system-id <ID>] [system-priority <NUM>]

[Ipumep xoMaH[BIL:

admin# set lag label LAG-1

set lag label LAG-1 lacp enable

set lag label LAG-1 lacp rate fast

set lag label LAG-1 members port pl-1

set lag label LAG-1 members port pl-1 priority 1
set lag label LAG-1 members port pl-2

set lag label LAG-1 members port pl-2 priority 2
set lag label LAG-1 members port pl-3

set lag label LAG-1 members port pl-3 priority 3
set lag system-id 192.168.255.1

set lag system-priority 1

5.9 Hacrpoiika (pu3n4ecknx nopTron

[TapameTpbl (hpM3NUECKUX MTOPTOB 33/1AI0TCSI B BETKE KOH(DUTYPAIIMOHHOTO JiepeBa Port.
Jlnst 0003HaYCHHUS CITMCKA HACTPOEK MOPTOB BBOAMTCS mapamerp — label.
B crincke Hactpoek nopra label nacrpanBarotes ums u mapamerpsl moptoB. Vimenu nopra

<NAME> npucBauBaeTcs npon3BoJIbHOE 3HaueHue (Harpumep, pl-1). B komangax ciaenyer
yKa3bIBaTh TOJIbKO 3HAYEHUE UMEHU MOPTa.
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e description — omucanue nopTa, HalPUMeEp, UMsI YCTPOUCTBA, MOAKIIYAEMOT0 K JAHHOMY
MOPTY, UJIH CBSI3aHHOMN ¢ HUM cucTeMbl. BMecTo nmpo0esoB UCIob3yiTe CUMBOJ HIKHETO
MOIYEPKUBAHUS

[TapameTpsl 17151 HACTPOWKH MOPTA:

nn n_m.

i neduc "-";
o direction — nanpasnenue tpaduka. [Tapamerpsr direction:

full — nepemaya Bcero Tpaduka,
rx-only — ToJIbKO MPUHSTHE BXOASAIICTO TpaduKa,
tx-only — Tonbko nepenava ucxomasuiero Tpaduka,

o O O O

force-up — pexxum uckmovaronuii link-flap nopra. Ipu BO3HUKHOBEHHH JIFOOBIX
npobJeM Ha JIMHUM CTaTyc rnopra Bcerna oyaer UP, 4To MO3BOJISIET COKPATUTh
MOTEPH MePeaBaCMbIX ITAKETOB;
o fec — ynpexnaromias koppekuus omubok FEC (Forward Error Correction). 3HaueHust
napamertpa fec:
o NONe — BeIKJIIOYaeT (PyHKIUIO MpsMOor Koppekiuu omrOok. [To ymoruanuio None,
o firecode/reed-solomon — Bkiro4aeT HEOOXOJMMBIIA THIT BHITIOJTHEHHS PIMON
KOPPEKLHHU OIINOO0K;
e lane — Homep kanana tpancusepa. [1o ymorganuto 1. Jlpana3oH J0MyCTUMBIX 3HAUYCHH OT
1 mo 4;
e Mmtu —3nayenne MTU (Maximum Transmission Unit) mis mopta (B 6aiitax). Jluamnason
nonycTuMbIx 3HaueHui ot 64 no 10240. ITo ymomuanuro 9000;
e negotiation — aBrocoriacoBaHue CKOPOCTH Ha HHTEp(deiice. 3HAUCHUS aBTOCOTIIACOBAHHSI
CKOPOCTH:
o enable — BkrounTE aBTOCOTIIACOBAHHE,
o disable — BeikmrOunTE aBTOCOTTacoBanue. [To ymonuanuto disable;
e number — HoMep TpaHCHBEPA;
e Speed — mpomnyckHas ClIOCOOHOCTh TpaHcuBepa. Bo3moxkHbie 3HaueHus: 1G, 10G, 25G,
50G, 40G, 100G.

3HadeHUs MapaMeTpoOB 3aJar0TCA KoMaH 101 Set. CuHTakcuc KOMaHbI HaCTpOﬁKH nopra.

set port label <NAME> [description <TEXT>] direction {full | rx-only |
tx-only | force-up} fec <none | firecode | reed-solomon> lane <NUM> mtu
<NUM> negotiation <enable | disable> number <NUM> speed <NUM>

ITpumep KOMaHIBI:

admin# set port label pl-1 description port to ecofilter
set port label pl-1 direction force-up

set port label pl-1 fec reed-solomon

set port label pl-1 lane 1

set port label pl-1 mtu 9000

set port label pl-1 negotiation enable

set port label pl-1 number 1

set port label pl-1 speed 40G

Jlnist KOppeKTHOM paboThl Y CTpoiicTBa HEOOXOIUMO HACTPOUTH BCE UCTIONb3YEMbIE TIOPTHI.
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5.10 Hacrpoiika BelIa4u METPUKH

YCcTpoicTBO MO3BOISIET BBIIaBaTh B (hopmare prometheus:

e METPHUKH, KOTOpPBIE OTPAXKAIOT COCTOsIHUE pa3nenoB A/B/F ¢ BepcusMu NpomMBOK: KaKas
aKTHBHA, KaKas 3arpy’keHa, KOJIMYECTBOM tries;

e  METPHUKHU, KOTOPBIC OTPAKAIOT CYETYHKH IOPTOB;

e  METPHUKH, KOTOPBIC OTPAKAIOT COCTOSIHUE ITOPTOB (CKOPOCTH JIMHKOB, aIMHHUCTPATUBHO
up/down, paktudeckuii up/down u T.11., yDOBHH CUTHAJIOB);

e METPHUKHU, KOTOPBIC OTPAKAIOT HACTPOMKN mgmt uHTepdetica (cam aapec, npedukc u T.1.,
JI00aBJICHHBIC POYTHI);

e  METPHUKH, KOTOPBIC OTPAXKAIOT 3aJICPIKKHU B IIPOXONKICHUH MTAKETOB;

e METPHUKHU, KOTOPBIC OTPAYKAIOT COCTOSIHHE TPYIII OaTaHCUPOBKH;

e METPHUKHU, KOTOPBIC OTPAKAIOT COCTOSIHHE Y CTPOUCTB B rpynIax O0amaHCUPOBKH;

e  METPHKHU, KOTOPBIE OTPAXkKaOT COCTOAHUE Y cTpOorCTB oA EcoBypass.

[TapameTpsbl BbIJa4M METPHKH 33]Ial0TCS B BETKE KOHPHUTYPAIMOHHOTO JepeBa prometheus.
[TapameTpsl /i 3amycKa BbIIaYl METPUK:

e daemon — ympagiieHHE BbI1ayeli MCTPHK:
o active — 3amyck BbIIaYl METPHK;

o inactive — ocraHoBKa Bblaun MeTpuK. [To ymomdanuto inactive.

e path-to-metrics — HTTP-pecypc <metrics_path>, B koTopoii OyayT XpaHUTbCS METPUKH.
ITo ymomuanuto "metrics";

e port— HoMep mopTa, yepe3 KOTOPhIH BHELIHSS clTy>k0a Oynet 3abupath MeTpuku. /lnanazon
3HayeHuit ot 1 u Oonee. [To ymomyanuto 2112.

3HaueHus napaMeTpoB 3aJal0Tcsl KoMaH101 Set.

CuHTakcHuc KOMaHAbl HACTPOMKY 3aIlycKa BbIJa4d METPHK:

set prometheus daemon {active | inactive} path-to-metrics <metrics path>
port <NUM>

[Tpumep KOMaHIBI:

admin# set prometheus daemon active
set prometheus path-to-metrics metrics
set prometheus port 2112

5.11 Hacrpoiika SNMP

SNMP (Simple Network Management Protocol) — ctanaapTHBIN HHTEPHET-IIPOTOKO IS
ynpaeieHus ycrpoiictBamu B IP-cetsx Ha ocHoBe apxurektyp TCP/UDP.

Komanpa set Snmp no3BosisieT HaCTPOUTH aJpeca CEPBEPOB, CTAHIAPTHBIE CTATUUECKUE
yBemoMIIeHHs traps u onucanue COOBITHI ¢ UCIONb30BaHKeM Xpath.
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[Tapamerpsr SNMP 3anaroTcst B BeTke KOH(UTYpallMOHHOTO AepeBa Snmp. s o603HaueHUS
cnucka Hactpoek SNMP BBoauTces mapamerp — traps.

[Tapametpsr Hactpoiiku SNMP:

e alarm — nacrpoiika coOBITHI, TPU HACTYIUICHMHA KOTOPBIX BBIMOIHIETCS OTIIPABKa
noceutku Snmp-trap. Mmenun alarm <NAME> npucBanBaeTcsi mponu3BOIbHOE 3HAYCHHUE
(manpumep, CPU-CORE-0). B komanax ciieryeT yka3plBaTh TOJIbKO 3HAYEHUE UMCHH.
[Tapamerpsl:

o category — omucaHue CTaHIApTHBIX CTaTUYECKHX traps:

= cold-start — nonHoe oTkIIOUEHKE 000PYIOBaHUs (TIepe3arpy3Ka
000pYIOBaHUS TI0 IPUYHHE OTKITFOUYECHHUE AIEKTPOITUTAHNA ),

= warm-start — msrkas nepesarpyska ooopynoBanus (1o kaomnke "reboot"),

= authentication — omnOka aBTopU3aIMHU MOJIL30BaTEIs (HEBEPHOE BBEICHUE
JIOTMHA, IAPOJISl U IPYTUX JAHHBIX),

= link-down — Ha ¢u3HUecKOM MOPTY MpoMaa CUTHAI,

= link-up — Ha Qpu3MUECKOM MOPTY MOSIBUIICS CHTHAT,

= power-off — orkioueHme 60K MUTAHHKS,

=  POWer-on — BKItO4YeHUE OJIOK MUTAHUS,
= not-inserted — G0k MUTaHKE BBHIHYT;,

o falling-threshold — mmxHee moporosoe 3HaueHue (TpapuK yraa HUKE
YCTaHOBJICHHOTO 110POTa);

o 0id — unenrudukaropsl 00bekToB. Kaxkapiii OID coctout u3 nByx yacreii:
TekcToBoro uMmeHu 1 SNMP anpeca B iiudpoBom Buje. B nanpHeiiem B cucteme
MoHuTOpuHra mo3romy OID MoxeT ObITh HA3HAYCH TPUTTE;

o rising-threshold — BepxHee moporosoe 3uHadenue (Tpaguk MPEBLICHIT
YCTaHOBJICHHBIN TTOPOT);

o Xpath — s3b1k 3anpocoB k anmemenTaM XML -nokymenTta. Cuarakcucel Xpath,
UCIIOJIb3yEeMbIE P MOHUTOPUHIE COOTBETCTBYIOIIMX MApaMETPOB, YKa3aHbI B
TabuIle HUXKE.

e destination-host — IP-aapeca cepBepa;
e enabled — ynpasrienue BKITrOUCHHEM TIOCBUTKH SNMP-trap:

o true — Bkmtouenue. [1o ymomuanuro true;

o false — orkmouenue.

[Toceunka traps ocyiiecTBIsE€TCs OJMH pa3 MPH MEPEXO0Ie Yepe3 3HaueHus rnopora. /(s moBTopHon
oTpaBku traps He0OXOAMMO BHIKITIOUYUTE/BKIIOYUTH MOCHUIKY traps.

3Ha4yeHus mapaMeTpoB 3aJatoTcst KomaH1oi set. CuHTakcuc KoManasl HacTpoitku SNMP:

set snmp traps destination-host <IP-adress> alarm <NAME> category {cold-
start | warm-start | authentication | link-down | link-up | power-off|
power-on | not-inserted} falling-threshold <NUM> oid <ID> rising-
threshold <NUM> xpath <SYNTAX> enabled {true | false}

[Ipumep KOMaHbl HACTPOMKH CTAaHJAPTHBIX CTATHYECKUX traps:

admin# set snmp traps destination-host 10.212.130.154:162
set snmp traps enabled true

set snmp traps alarm namel

set snmp traps alarm namel category cold-start

|set snmp traps alarm name3
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set snmp traps alarm name3 category link-down

set snmp traps alarm name4

set snmp traps alarm name4 category link-up

set snmp traps alarm nameb

set snmp traps alarm name5 category warm-start

set snmp traps alarm name6

set snmp traps alarm name6 category authentication
set snmp traps alarm name’

set snmp traps alarm name’7 category power off

Vka3aHue MOPOrOBbIX 3HAUYCHHI U COCTOSHUS C MCIOJIb30BaHKeM Xpath
JUTSE MOHUTOPHUHTA 3arpy3ku mnporeccopa CPU:

set snmp traps alarm CPU-CORE-0 falling-threshold 1

set snmp traps alarm CPU-CORE-0 rising-threshold 10

set snmp traps alarm CPU-CORE-0 oid 1.3.6.1.4.1.2101.9.9.5

set snmp traps alarm CPU-CORE-0 xpath "/hardware-info:show-all/cpu-
info/socket [number='0"]/core[number='0"]/load"- xpath

set snmp traps alarm CPU-CORE-1 falling-threshold 1

set snmp traps alarm CPU-CORE-1 rising-threshold 10

set snmp traps alarm CPU-CORE-1 oid 1.3.6.1.4.1.2101.9.9.6

set snmp traps alarm CPU-CORE-1 xpath "/hardware-info:show-all/cpu-
info/socket [number='0"']/core[number="1"']/load"

set snmp traps alarm CPU-CORE-2 falling-threshold 1

set snmp traps alarm CPU-CORE-2 rising-threshold 10

set snmp traps alarm CPU-CORE-2 oid 1.3.6.1.4.1.2101.9.9.7

set snmp traps alarm CPU-CORE-2 xpath "/hardware-info:show-all/cpu-
info/socket [number='0"']/core[number="'2"']/load"

set snmp traps alarm CPU-CORE-3 falling-threshold 1

set snmp traps alarm CPU-CORE-3 rising-threshold 10

set snmp traps alarm CPU-CORE-3 oid 1.3.6.1.4.1.2101.9.9.8

set snmp traps alarm CPU-CORE-3 xpath "/hardware-info:show-all/cpu-
info/socket [number='0"']/core[number="'3"']/load"

set snmp traps alarm CPU-CORE-4 falling-threshold 1

set snmp traps alarm CPU-CORE-4 rising-threshold 10

set snmp traps alarm CPU-CORE-4 oid 1.3.6.1.4.1.2101.9.9.9

set snmp traps alarm CPU-CORE-4 xpath "/hardware-info:show-all/cpu-
info/socket [number='0"']/core[number="'4"']/load"

set snmp traps alarm CPU-CORE-5 falling-threshold 1

set snmp traps alarm CPU-CORE-5 rising-threshold 10

set snmp traps alarm CPU-CORE-5 oid 1.3.6.1.4.1.2101.9.9.10

set snmp traps alarm CPU-CORE-5 xpath "/hardware-info:show-all/cpu-
info/socket [number='0"']/core[number='5"']/load"

set snmp traps alarm CPU-CORE-6 falling-threshold 1

set snmp traps alarm CPU-CORE-6 rising-threshold 10

set snmp traps alarm CPU-CORE-6 oid 1.3.6.1.4.1.2101.9.9.11

set snmp traps alarm CPU-CORE-6 xpath "/hardware-info:show-all/cpu-
info/socket [number='0"']/core[number="'6"]/load"

set snmp traps alarm CPU-CORE-7 falling-threshold 1

set snmp traps alarm CPU-CORE-7 rising-threshold 10

set snmp traps alarm CPU-CORE-7 oid 1.3.6.1.4.1.2101.9.9.12

set snmp traps alarm CPU-CORE-7 xpath "/hardware-info:show-all/cpu-
info/socket [number='0"']/core[number="'7"']/load"
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Vka3aHue MOPOTOBbIX 3HAYECHHI U COCTOSIHUS C MCIIOIb30BaHKEeM XPath ajist MOHUTOpUHTa
BXO/ISIIETO HAMPSKEHUS 0JI0Ka MUTAHUS:

set snmp traps alarm PSU-INVOLT-1 falling-threshold 64

set snmp traps alarm PSU-INVOLT-1 rising-threshold 65

set snmp traps alarm PSU-INVOLT-1 oid 1.3.6.1.4.1.2101.9.9.13

set snmp traps alarm PSU-INVOLT-1 xpath "/hardware-info:show-all/psu-
info/psul[number="1"']/input/voltage"

set snmp traps alarm PSU-INVOLT-2 falling-threshold 64

set snmp traps alarm PSU-INVOLT-2 rising-threshold 65

set snmp traps alarm PSU-INVOLT-2 oid 1.3.6.1.4.1.2101.9.9.14

set snmp traps alarm PSU-INVOLT-2 xpath "/hardware-info:show-all/psu-
info/psu[number='2"']/input/voltage"

VYka3aHue MMOPOTOBbIX 3HAYCHHUI U COCTOSIHUS C UCIIONb30BaHMeM Xpath
111 MOHUTOPHMHIA BBIXOIHOTO TOKA HAarpy3Ku OJ0Ka MUTaHUS:

set snmp traps alarm PSU-CURRENT-1 falling-threshold 4lset snmp traps
alarm PSU-CURRENT-1 rising-threshold 42

set snmp traps alarm PSU-CURRENT-1 oid 1.3.6.1.4.1.2101.9.9.15

set snmp traps alarm PSU-CURRENT-1 xpath "/hardware-info:show-all/psu-
info/psul[number="'1"]/output/current"

set snmp traps alarm PSU-CURRENT-2 falling-threshold 41

set snmp traps alarm PSU-CURRENT-2 rising-threshold 42

set snmp traps alarm PSU-CURRENT-2 oid 1.3.6.1.4.1.2101.9.9.16

set snmp traps alarm PSU-CURRENT-2 xpath "/hardware-info:show-all/psu-
info/psu[number="'2"']/output/current"

YkazaHue IMOPOTr'OBbIX 3HAYEHHUH U COCTOSHMS C UCHOIb30BaHUEM Xpath
AJI1 MOHUTOPUHIA TEMIICPATYPhI aJallTepa B HEJIbCHAX!

set snmp traps alarm TEMP-PAKID falling-threshold 38

set snmp traps alarm TEMP-PAKID rising-threshold 39

set snmp traps alarm TEMP-PAKID oid 1.3.6.1.4.1.2101.9.9.17

set snmp traps alarm TEMP-PAKID xpath "/hardware-info:show-
all/sensors/adapter [name='coretemp-isa-0000"']/parameter [name="'Package id
0']/temperature"

Vka3aHue MOPOTOBIX 3HAYEHHUI U COCTOSIHUS C UCIIOb30BaHueM Xpath
JUIsI MOHMUTOPUHTIA TEMIIEPATYPBI IIpoLieccopa B LENbCUAX:

set snmp traps alarm TEMP-CORE-0 falling-threshold 38

set snmp traps alarm TEMP-CORE-0 rising-threshold 39

set snmp traps alarm TEMP-CORE-0 oid 1.3.6.1.4.1.2101.9.9.18

set snmp traps alarm TEMP-CORE-0 xpath "/hardware-info:show-
all/sensors/adapter [name='coretemp-isa-0000"'] /parameter [name="'Core
0']/temperature"

set snmp traps alarm TEMP-CORE-1 falling-threshold 38

set snmp traps alarm TEMP-CORE-1 rising-threshold 39

set snmp traps alarm TEMP-CORE-1 oid 1.3.6.1.4.1.2101.9.9.19

set snmp traps alarm TEMP-CORE-1 xpath "/hardware-info:show-
all/sensors/adapter [name='coretemp-isa-0000"']/parameter [name="'Core
1']/temperature"

set snmp traps alarm TEMP-CORE-2 falling-threshold 38
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set snmp traps alarm TEMP-CORE-2 rising-threshold 39

set snmp traps alarm TEMP-CORE-2 oid 1.3.6.1.4.1.2101.9.9.20

set snmp traps alarm TEMP-CORE-2 xpath "/hardware-info:show-
all/sensors/adapter [name="'coretemp-i1sa-0000"']/parameter [name="'Core

2']/temperature"

set snmp traps alarm
set snmp traps alarm
set snmp traps alarm
set snmp traps alarm

TEMP-CORE-3
TEMP-CORE-3
TEMP-CORE-3
TEMP-CORE-3

falling-threshold 38
rising-threshold 39
oid 1.3.6.1.4.1.2101.9.9.21
xpath "/hardware-info:show-

all/sensors/adapter [name="'coretemp-isa-0000"'] /parameter [name="'Core

3']/temperature"

Yka3aHue MOPOroBbIX 3HAYCHUI U COCTOSIHUS C UCTIONb30BaHueM Xpath
JUIs. MOHUTOPUHIA TEMIIEPATYPBI XKeJe3a B LEIbCUSIX:

alarm
alarm
alarm
alarm

set
set
set
set

snmp traps
snmp traps
snmp traps
snmp traps

TEMP-SENSOR-0
TEMP-SENSOR-0
TEMP-SENSOR-0
TEMP-SENSOR-0

falling-threshold 24
rising-threshold 25
oid 1.3.6.1.4.1.2101.9.9.22
xpath "/hardware-info:show-

all/sensors/adapter [name='temperature sensor']/parameter [name='sensor

0']/temperature "

set snmp traps alarm
set snmp traps alarm
set snmp traps alarm
set snmp traps alarm

TEMP-SENSOR-1
TEMP-SENSOR-1
TEMP-SENSOR-1
TEMP-SENSOR-1

falling-threshold 24
rising-threshold 25
oid 1.3.6.1.4.1.2101.9.9.23
xpath "/hardware-info:show-

all/sensors/adapter [name='temperature sensor']/parameter [name='sensor

1']/temperature "

set snmp traps alarm
set snmp traps alarm
set snmp traps alarm
set snmp traps alarm

TEMP-SENSOR-2
TEMP-SENSOR-2
TEMP-SENSOR-2
TEMP-SENSOR-2

falling-threshold 24
rising-threshold 25
oid 1.3.6.1.4.1.2101.9.9.24
xpath "/hardware-info:show-

all/sensors/adapter [name='temperature sensor']/parameter [name='sensor

2']/temperature "

set snmp traps alarm
set snmp traps alarm
set snmp traps alarm
set snmp traps alarm

TEMP-SENSOR-3
TEMP-SENSOR-3
TEMP-SENSOR-3
TEMP-SENSOR-3

falling-threshold 24
rising-threshold 25
oid 1.3.6.1.4.1.2101.9.9.25\
xpath "/hardware-info:show-

all/sensors/adapter [name='temperature sensor']/parameter [name='sensor

3']/temperature "

set snmp traps alarm
set snmp traps alarm
set snmp traps alarm
set snmp traps alarm

TEMP-SENSOR-4
TEMP-SENSOR-4
TEMP-SENSOR-4
TEMP-SENSOR-4

falling-threshold 24
rising-threshold 25
oid 1.3.6.1.4.1.2101.9.9.26
xpath "/hardware-info:show-

all/sensors/adapter [name='temperature sensor']/parameter [name='sensor

4']/temperature "

Yka3aHue MOPOroBbIX 3HAYCHUI U COCTOSIHUS C UCTIONb30BaHueM Xpath
JUI. MOHUTOPUHTA TEMIIEPATYPBI YUIIA CETEBOTO IIPOLIECCOpa B LENbCUAX:

set snmp traps alarm TEMP-SENSOR-NET-CHIP falling-threshold 24
set snmp traps alarm TEMP-SENSOR-NET-CHIP rising-threshold 25
set snmp traps alarm TEMP-SENSOR-NET-CHIP oid 1.3.6.1.4.1.2101.9.9.27

EcoNPB (Network Packet Broker) PykoBoacTBo nosib3oBaTesst




D) RDP

set snmp traps alarm TEMP-SENSOR-NET-CHIP xpath "/hardware-info:show-
all/sensors/adapter [name='temperature sensor']/parameter [name='network
chip']/temperature" "

VYka3aHue MMOPOTOBIX 3HAYCHHUI U COCTOSIHUS C UCIIONb30BaHueM Xpath
JUII MOHUTOPHHTA TeMIIepaTypbl CKOPOCTH BpalleHUs! GPOHTAIBHOTO BEHTHIIATOPA!

set alarm FAN-1-FRONT

set
set
set

snmp traps
snmp traps
snmp traps
snmp traps

alarm
alarm
alarm

FAN-1-FRONT
FAN-1-FRONT
FAN-1-FRONT

falling-threshold 6140
rising-threshold 6150

oid 1.3.6.1.4.1.2101.9.9.28

xpath "/hardware-info:show-all/fan-

info/fan[number='1"']/speed-front"

Vka3aHue MOPOTOBIX 3HAYCHHUI U COCTOSIHUS C UCIIONb30BaHueM Xpath
11 MOHUTOPHUHI A TeMIepaTypbl CKOPOCTH BpallleHUs] 000py10BaHUS:

FAN-1-REAR
FAN-1-REAR
set snmp traps alarm FAN-1-REAR
set snmp traps alarm FAN-1-REAR
info/fan[number='1"']/speed-rear"
set snmp traps alarm FAN-2-FRONT
set snmp traps alarm FAN-2-FRONT
set snmp traps alarm FAN-2-FRONT
set snmp traps alarm FAN-2-FRONT
info/fan [number='2"']/speed-front"

set snmp traps alarm FAN-2-REAR falling-threshold 3800

set snmp traps alarm FAN-2-REAR rising-threshold 3900

set snmp traps alarm FAN-2-REAR oid 1.3.6.1.4.1.2101.9.9.31

set snmp traps alarm FAN-2-REAR xpath "/hardware-info:show-all/fan-
info/fan [number='2"']/speed-rear"
set snmp traps alarm FAN-3-FRONT
set snmp traps alarm FAN-3-FRONT
set snmp traps alarm FAN-3-FRONT
set snmp traps alarm FAN-3-FRONT
info/fan [number='3"]/speed-front"
set snmp traps alarm FAN-3-REAR rising-threshold 3900

set snmp traps alarm FAN-3-REAR oid 1.3.6.1.4.1.2101.9.9.33

set snmp traps alarm FAN-3-REAR xpath "/hardware-info:show-all/fan-
info/fan[number='3"']/speed-rear
set snmp traps alarm FAN-4-FRONT
set snmp traps alarm FAN-4-FRONT
set snmp traps alarm FAN-4-FRONT
set snmp traps alarm FAN-4-FRONT
info/fan [number='4"']/speed-front"
set snmp traps alarm FAN-4-REAR falling-threshold 3800

set snmp traps alarm FAN-4-REAR rising-threshold 3900

set snmp traps alarm FAN-4-REAR oid 1.3.6.1.4.1.2101.9.9.35

set snmp traps alarm FAN-4-REAR xpath "/hardware-info:show-all/fan-
info/fan[number="'4"']/speed-rear

set snmp traps alarm FAN-5-FRONT falling-threshold 6140

set snmp traps alarm FAN-5-FRONT rising-threshold 6150

set snmp traps alarm FAN-5-FRONT oid 1.3.6.1.4.1.2101.9.9.36

alarm
alarm

set
set

snmp traps
snmp traps

falling-threshold 3800
rising-threshold 3900

oid 1.3.6.1.4.1.2101.9.9.29

xpath "/hardware-info:show-all/fan-

falling-threshold 6140
rising-threshold 6150

oid 1.3.6.1.4.1.2101.9.9.30

xpath "/hardware-info:show-all/fan-

falling-threshold 6140
rising-threshold 6150

oid 1.3.6.1.4.1.2101.9.9.32

xpath "/hardware-info:show-all/fan-

falling-threshold 6140
rising-threshold 6150

oid 1.3.6.1.4.1.2101.9.9.34

xpath "/hardware-info:show-all/fan-
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set snmp traps alarm FAN-5-FRONT xpath "/hardware-info:show-all/fan-
info/fan[number='5"]/speed-front"

set snmp traps alarm FAN-5-REAR falling-threshold 3800

set snmp traps alarm FAN-5-REAR rising-threshold 3900

set snmp traps alarm FAN-5-REAR oid 1.3.6.1.4.1.2101.9.9.37

set snmp traps alarm FAN-5-REAR xpath "/hardware-info:show-all/fan-
info/fan[number='5"']/speed-rear"

Vka3zanne IMOPOTr'OBbIX 3HAYEHHUH U COCTOSIHHS C UCIIOJIB30BaHHUEM Xpath JJIs1 MOHUTOpPHUHT A
HCIIOJIBb30BaHUA OHepaTHBHOﬁ IMaMATHU B IPOLCHTAX:

set snmp traps alarm MEMORY-UTIL falling-threshold 10

set snmp traps alarm MEMORY-UTIL rising-threshold 12

set snmp traps alarm MEMORY-UTIL oid 1.3.6.1.4.1.2101.9.9.38

set snmp traps alarm MEMORY-UTIL xpath "/hardware-info:show-all/memory-
info/utilization""

VYka3aHue MoporoBbIX 3HAYEHUI M COCTOSIHHS C MCITOJb30BaHreM Xpath mist Moruropunra
KOJIMYECTBO CBOOOIHON ITaMATH B OaliTax:

set snmp traps alarm MEMORY-FREE falling-threshold 10

set snmp traps alarm MEMORY-FREE rising-threshold 2834964480

set snmp traps alarm MEMORY-FREE oid 1.3.6.1.4.1.2101.9.9.39

set snmp traps alarm MEMORY-FREE xpath "/hardware-info:show-memory/free"

Ykazanue IIOPOTI'OBBIX 3HAYEHUH U COCTOSIHHS C UCIIOJIBL30BaHUEM Xpath JJIs1 MOHUTOpPHUHT A
HCITIOJIb30BaHUA yCTpOfICTBa XpaHCHUA JAHHBIX B IIPOLCHTAX:

set snmp traps alarm STORAGE-UTIL-0 falling-threshold 10

set snmp traps alarm STORAGE-UTIL-0 rising-threshold 33

set snmp traps alarm STORAGE-UTIL-0 oid 1.3.6.1.4.1.2101.9.9.40
set snmp traps alarm STORAGE-UTIL-0 xpath "/hardware-info:show-
all/storage-info/storage[device="'0"]/utilization"

set snmp traps alarm STORAGE-UTIL-1 falling-threshold 10

set snmp traps alarm STORAGE-UTIL-1 rising-threshold 33

set snmp traps alarm STORAGE-UTIL-1 oid 1.3.6.1.4.1.2101.9.9.41
set snmp traps alarm STORAGE-UTIL-1 xpath "/hardware-info:show-
all/storage-info/storage[device="1"]/utilization"

VYka3aHue MOPOrOBbIX 3HAYCHUI U COCTOSIHUS C UCIIONb30BaHUeM Xpath st MOHUTOpUHTa
UCIIOJIb30BaHUS CKOPOCTH MOpTa rpuemMa JaHHbiX P1-1 B OuTax B ceKyHIy:

set snmp traps alarm P1-1-SPEED-RX falling-threshold 10

set snmp traps alarm P1-1-SPEED-RX rising-threshold 33

set snmp traps alarm P1-1-SPEED-RX oid 1.3.6.1.4.1.2101.9.9.42
set snmp traps alarm P1-1-SPEED-RX xpath "/port:show-
speed/port[name="pl-1"']/OctetsReceived"

VYka3aHue TOPOrOBbIX 3HAYEHUH U COCTOSIHUS C UCIIONb30BaHUeM Xpath aist MOHuTOpUHTa
HCIIOJIb30BaHUsl CKOPOCTH MOpTa nepesaun JaHHbix P1-1 B 6utax B ceKkyHy:

set snmp traps alarm P1-1-SPEED-TX falling-threshold 10
set snmp traps alarm P1-1-SPEED-TX rising-threshold 33
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set snmp traps alarm P1-1-SPEED-TX oid 1.3.6.1.4.1.2101.9.9.43
set snmp traps alarm P1-1-SPEED-TX xpath "/port:show-
speed/port [name="pl-1"']/OctetsTransmittedTotal"

[Tpu MOHHTOPHHTE€ CKOPOCTU MHTEP(EICOB ¢ HCIOIb30BaHKEM SNMP-traps ¢ xpath neooxoauMo
YUUTBIBATh, YTO CKOPOCTh HAa UHTEpdeEiice BbIIaeTCs CPEAHSS 32 OCIEIHIOI MUHYTY.

VKka3aHue TOpOroBbIX 3HAYCHHI M COCTOSIHHS C UCIIOIb30BaHUeM Xpath s MonuTopuHra craryca
BCET0 arperupoOBaHHOrO MOPTA!

set snmp traps alarm LAGLl-STATE
set snmp traps alarm LAGI-STATE oid 1.3.6.1.4.1.2101.9.9.46
set snmp traps alarm LAG1-STATE xpath /lag:label [name='LAGl']/state

Vka3aHue MOpOroBbIX 3HAYCHHUI M COCTOSHHS C UCIIOIb30BaHUueM Xpath st Monuropunra
COCTOSIHMS Kaxkoro mopta B cocraBe LAG (name=p1-1):

set snmp traps alarm LAGl-1 oid 1.3.6.1.4.1.2101.9.9.44
set snmp traps alarm LAGl-1 xpath
"/lag:label [name="'LAGl"'] /members/port [name="pl-1"']/state"

Vka3aHue MOpOroBbIX 3HAYCHHUI M COCTOSHHS C UCIIOJIb30BaHUueM Xpath st MonuroprHra
coctosinusi LAG-unTepdeiica B meiaom:

set snmp traps alarm LAGLl-STATE
set snmp traps alarm LAGI-STATE oid 1.3.6.1.4.1.2101.9.9.46
set snmp traps alarm LAGLI-STATE xpath /lag:label [name='LAGl']/state

5.12 Hacrpoiika ¢puiabTpanum Tpapuka

[MpaBuna punbtpanuu Tpadguka HacTpanBatorcs B Betke packet-broker flow. Makcumanbho
JOITyCTUMOE KOJIMYECTBO MpaBmi — 512.

B Betke packet-broker flow nactpanBaroTcst uMst ¥ TapaMeTphl IpaBuiia GUIBTPALUN TpaHKa.
Nwmenu npasuna <NAME> npucsauBaercst npousBosbHoe 3HaueHue (Hanpumep, FLOW1). B
KOMaHJIaX CJIeAyeT YKa3bIBaTh TOJbKO 3HAYCHHE UMEHH.

[TapameTps! A1 HACTPONKHU MpaBUIl GUIBTPALUU:

e drop — puabTp, ONPEAEIAIONINI O KAKUM YCIOBHUSAM MPOXOISAIIUHA TpahUK HYKHO
onokupoBark. Cpoka ycioBus GUIBTPAIMY C 33JJaHHBIM HA0OpOM KpHuTepues match:

o dst-ip — IP-anpec naznauenus (IPv4/IPv6). YkasbiBaeTcs ajpec ¢ MacKoi MOJCETH.
Macka rmoyiceTs MOKeT OBITh YKa3aHa B BHJIC YETHIPEX NECATHUHBIX YMCEI HITH
JUTHHBI Tipedukca (Hampumep, 255.255.255.0 uu /24),

o dst-port — mopr Ha3zHaueHwus. [{nana3zon 3Hadenuit ot 0 10 65535,

o eth-type — nosne B 3arosnoBke Ethernet-dpeiimMa, KOTOpoe onpeaensier MpoTOKOI
BEPXHET0 YPOBHs JaHHBIX. YKa3bIBa€TCs B BUJE LIEJIOT0 YUCIIa B
mectHaauaTepuanom ¢opmate: 0800 mum 800,

o from-lag — ananu3 tpaduka Ha arperupoBanHoM uHTEpdeEiice,
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from-link — ananu3 Tpaduka Ha Bcex MOPTax, BXOAAIMINX B JHHK rpymmy (link-
group),

from-port — ananu3 Tpaduka Ha OTACIBHOM MOPTY,

Ip-proto — ciucok HomMepoB [P-niporokosoB, HaiineHHbIX B Tose "[IpoTokoa”
3arosioBka IPv4 u mone "Next Header" 3aronoBka IPv6. JInama3on 3naueHuii ot 0 10
255,

Ip-tos — tun ciayx0s1 (TOD) no 3aronoeky IP. TOS uHKancyIupyeT aBa moss:
KOJIOBYIO TOUKy nuddepennrpoBannbix yeiayr (DSCP) u ssBHOE yBeoMIIeHHE O
neperpyske (ECN),

learned-on — komanga HanpaBieHus Tpaduka Ha TpymIy it o0ydenus <to-learn-
group>,

mpls-count — koau4decTBO 37eMeHTOB mpls Ha kazap. /namazon 3HaueHwuii ot 0 10 4,
payload-match — conocrasienue o nosesHoii Harpy3ke <payload-match>,
priority — npuopureT cTpoku GriibTpa. Yem Oosbliie 3HAYCHNE, TEM BBIIIE
npuopurert. [lo ymonuanuto 0,

shared-group-active — BkiIroueHHE rpyIiibl IOPTOB Ha3HaueHus <shared-group>,
shared-group-inactive — BeIkJIFOUEHHE TPYIIIbI TOPTOB Ha3HaueHus <shared-
group>,

src-ip — IP-anpec ucrounuka (IPv4/IPv6). YkasbiBaeTcst aapec ¢ MaCKOM MOJICETH.
Macka moJiceTv MOXeT ObITh YKa3aHa B BHJIC YETHIPEX JNECITUYHBIX YHCEN UITH
JUTHHEI Tipedukca (Hanpumep, 255.255.255.0 wiu /24),

src-port — nopt uctounuka. Jluanazon 3nauenuii ot 0 1o 65535,

subnet-group — ums rpymmnsl mojceTu <subnet-group>, Ha kotopoe
nepeHaripaBisieTcs Tpapuk,

vlan-count — konruecTBO AeMeHTOB vlan Ha (¢peiim (eciau hpelim UMeeT MHOTO
vlan-3aronoskoB). /linana3on 3nauenuii ot 0 10 3,

vlanl — 3nauenue nepsoro vlan-tera,

vlan2 — 3nauenue Broporo vlan-tera,

vlan3 — 3nauenwue Tpethero vlan-tera;

e enable — oTkiroueHe HAaCTPOCHHOTO MpaBuia GUIbTpaIMy MoToKa Tpaduka. [Tapamerpsr

enable:

(@]

O

false — oTkIFOUEHIE HACTPOSHHOTO TIPABHUIIA;
true — BKJIFOUCHHE paHee OTKIIFOYSHHOTO TPaBHJIA.

e hash-type — meron 6anancupoBku Tpaduka. Pacuer xem-3HaueHHe MakeToB Tpaduka 1o
OJIHOMY U3 CIEASIINX YCIOBUM:

o

(@]

(@]

Sip — paccunTaTh Xeul-3HaueHue 1o [P-ucroynuky,

dip — paccunTath xeui-3HaueHue o [P-ajapecy Ha3HaueHwUs,

sip-dip — paccunTath xem-3Hauenue mo IP-aapecy ncrounuka u [P-ampecy
Ha3HAYCHUS,

ipproto-sip-dip-sport-dport — paccunrtath Xem-3Hauenue mo IP-ucrounuxy, IP-
azpecy HazHaudeHus, [P-mpoTokoiy, HCXOAHOMY IOPTY M MOPTY HaszHadeHwus. 11o
YMOJTYaHHIO YCTaHOBJIEH IPproto-sip-dip-sport-dport,

1-tuple-src — paccuurarh Xenr-3HaueHue no [P-ucroynuky,

1-tuple-dst — paccuurarh xem-3HaueHue 1o [P-anpecy Ha3HaueHwus,
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o 3-tuple-src — BeruncuTh Xem-3Hauenue mo IP-ucrounuky, IP-mporokomny u
HCXOJHOMY TOPTY,

o 3-tuple-dst — paccunrats xernr-3Hadenue 1o IP-aapecy Hasnauenus, IP-ipoTokony u
MOPTy Ha3HAUCHUS,

o 2-tuple — paccuutath xem-3HaueHue o IP-aapecy ucrounuka u IP-aapecy
Ha3HA4YCHMUS,

o 5-tuple — paccunrars xem-3HaueHue no [P-ucrounuky, [IP-anpecy naznauenus, IP-
MIPOTOKOITY, UCXOJHOMY MOPTY U MOPTY Ha3HAUEHUS;

e match — ycnosus unbrpanun tpadrka. Bo3moxHbie 3HadeHuss match:

o dst-ip — IP-anpec nazunauenus (IPv4/IPv6). YkaspiBacTes aapec ¢ MacKoi MOACETH.
Macka noJiceTi MOXeT ObITh yKa3aHa B BUJIE YEThIPEX NECATHUUHBIX YHCET WIN
JUTHHEI ipedukca (Hampumep, 255.255.255.0 unu /24),

o dst-port — mopr HazHaueHwus. [Inana3zon 3HadeHui ot 0 10 65535,

o eth-type — nosne B 3arosnoBke Ethernet-dpeiimMa, kKoTOpoe onpeaensier IpoTOKOI
BEPXHEIr0 YPOBHS JaHHBIX. YKa3bIBa€TCS B BUJE LI€JIOT0 YUCIIa B
mectHaanarepuaaoM gpopmare: 0800 wm 800,

o from-lag — ananu3 tpaduka Ha arperupoBanHoM uHTEpdEiice,

o from-link — ananu3 Tpaduka Ha Bcex mopTax, BXOAANIMX B JIUHK rpymmy (link-
group),

o from-port — ananus Tpaduka Ha OTAEILHOM MOPTY,

o ip-proto — cnucok HoMepoB IP-poTokosoB, HaiiieHHBIX B oJie "TIpoTokon"
3arojioBka IPv4 u moine "Next Header" 3aromoBka IPv6. JInanazon 3nauenwnii ot 0 10
255,

o ip-tos — tum ciyx0s1 (TOD) 1o 3aronosky IP. TOS nHkancymupyer 1Ba moJs:
KOZI0BYI0 Touky auddepenunpoBannbix yciuyr (DSCP) u sBHOE yBegoMieHue 0

neperpyske (ECN),
o learned-on — xomana HanpasieHus Tpaduka Ha rpynmy s ooyuenus <to-learn-
group>,

o mpls-count — konuyecTBO 71eMeHTOB Mpls Ha Kajap. [lnanazon 3HayeHuii ot 0 10 4,

o payload-match — conocraBnenue o mosie3Hoi Harpy3ke <payload-match>,

o priority — npuopureT ctpoku ¢puiibTpa. Yem Oosiblie 3HaUCHHE, TEM BBIIIE
npuopurert. [1o ymomuanuio 0,

o shared-group-active — BkiroueHne rpymiisl TOPTOB HazHadeHus <shared-group>,

o shared-group-inactive — BeIKIFOUSHHE TPYTIITBI NOPTOB Ha3HaueHus <shared-
group>,

o src-ip — IP-anpec ucrounuka (IPv4/IPv6). YkasbiBaercs agpec ¢ MacKoil MOJICETH.
Macka mojiceT MOXeT ObITh YKa3aHa B BHJIE YEThIPEX IECATUUHBIX YHCEI MU
JUTHHBI TIpedukca (Hampumep, 255.255.255.0 uu /24),

o Src-port —nopt ucrounuka. Jlnanason 3uauenuit ot 0 1o 65535,

o subnet-group — ums rpymimsl moacetu <subnet-group>, Ha KoTopoe
nepeHanpasisiercs Tpapuk,

o Vvlan-count — xomu4decTBO 351eMeHTOB vlan Ha dpeiim (eciu Gpeiim UMeeT MHOTO
vlan-3aronoBkoB). /Inamna3on 3Hauenuii ot 0 110 3,

o vlanl —3na4yenue neporo vlan-tera,

o vlan2 — 3na4yenue Broporo vlan-rera,
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o Vvlan3 — 3nauenue TpeThero vlan-rera;

o to-balance-group — ums rpynmsr 6anancuposku (share-group), Ha koropoe OyaeT
IPOXOAUTh OTHUIBTPOBAHHBIHN TpaduK.;

o to-lag — ums arperupoBannoro kanaina LAG, Ha koTOpoe OyJeT MPOXOAUTh
O0T(HUIBTPOBAHHBIN TPAPUK;

o to-learn-group — unenrudukarop rpymmsl "o0ydeHus" MOPTOB, HA KOTOPBIH OyAeT
IPOXOAUTH OTPUILTPOBaHHKIHN Tpaduk. PaboTaer nmo ananoruu ¢ MAC-
tabnumei. Jlmanazon 3HaueHuii: ot 1 10 16;

e to-mirror-group — uMs rpyIisl OPTOB HazHaueHus (Share-group), Ha kotopoe Oyaer
IPOXOJUTh KOs OTGUIbTpOBaHHOTO Tpaduka. [Ipu 3epkanupoBanuu Tpaduk MpoXoaUT
ycTpoicTBO HackBo3b. C Tpaduka, MOANagaroIero Mo KpUTepHH 3epKalupoBaHus,
CHMMAETCsI KOIUS M 9Ta KOIHs HalPaBJsIeTCsl Ha aHAIM3aTOp Yepe3 rpyMIbl OalaHCHPOBKH;

o to-port — ums mopta, Ha KOTOpOE OyAET MPOXOIUTH OTPHIBTPOBAHHBIN TPa(UK.

3HadyeHus HapaMeTpoB 3aJat0Tcst KomaH10i Set. CUHTakcuc KOMaHAbl HACTPOMKY MpaBuiia
¢upTpamun Tpaduka:

set packet-broker flow <NAME> drop match <FILTERING CONDITIONS> enable
{false | true} hash-type <HASH CONDITIONS> match <FILTERING CONDITIONS>
to-balance-group <NAME> to-lag <NAME> to-learn-group <NUM> to-mirror-
group <NAME> to-port <NAME>

[Tpumep KOMaH/BI:

admin# set packet-broker flow FLOW1

set packet-broker flow FLOW]l match from-port pl

set packet-broker flow FLOW1l match src-ip 1.1.1.0/24
set packet-broker flow FLOW1l match dst-ip 2.2.2.0/24
set packet-broker flow FLOWl match dst-port 80

set packet-broker flow FLOWl to-port p2

ITo sToMy mpaBuTy pUXOAsIIUil Ha OpT pl Tpaduk OyaeT OTHHIBTPOBAH MO YKA3aHHBIM SIC-ip,
dst-ip, dst-port u otnpagieH Ha mopt p2.

5.13 Hacrpoiika ma6aona ¢unbTpannu Tpaguka 1mo mojae3Ho Harpy3ke

IMTapameTpsr 1rabsona GpuabTpanuy TpaduKa 1Mo MoJe3HOM Harpy3Ke CETEBOTO MakeTa 3a1al0TCs B
BeTke packet-broker payload-match. MakcumansHO A0IMyCTHMOE KOJHYECTBO HACTPOCHHBIX
1rabaoHoB — 16.

B Betke kondurypamnmonnoro aepesa packet-broker payload-match nacrpauBarorcs ums u
napametpsl madnoHoB. imenu <NAME> npucBanBaercs Ipou3BOJIbHOE 3HAYCHHE
(manpumep, PAY1). B xomaniax ciieyeT yka3blBaTh TOJBLKO 3HAaYEHHE UMEHHU.

[TapameTps! mabnona ¢unabTpanmu Tpaduka mo mojIe3Hol Harpys3Ke:

e match — mabnon guabTpanuu TpaduKa Mo MOJIE3HON Harpy3Ke CETEBOro MakeTa, mo
KOTOPOMY BBIINMOJIHACTCA IMOUCK MOJIE3HOHU I/IH(i)OpMaI_[I/II/I B IIaKETEC,
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e priority — mpuoputet ctpoku puibTpa. Yem 0oJibliie 3HAUCHHE, TEM BBIIIC TPUOPHUTET.
[IpaBuia mpuMeHSIOTCS B opsaKe yobiBaHus npuopureta. [lo ymomganuto 0..

3HaueHMsI MapaMeTpoB 3aJat0Tcsl KoMaH1oi Set. CHHTaKCHC KOMaHAbl HACTPOMKH 11a0JIoHA!

|set packet-broker payload-match <NAME> match <NAME> priority <NUM>

[Tpumep KoMaHIbI:

admin# set packet-broker payload-match PAY1
set packet-broker payload-match PAY1l match 1500
set packet-broker payload-match PAY1l priority 1

The query matched no documents.

5.14 Hacrpoiika 0co0bIX ycji0BHi (UJIbTPAIUM IOTOKA TPapuKa

Oco0OblIe ycoBus GUIbTpaIMK MOTOKa Tpaduka HacTpanBaeTcs B BeTke packet-broker filter-
map. MakcuManbHO JOITyCTHMOE KOJIMYECTBO OCOOBIX yCiaoBHid — 16.

B Betke xonpurypannonnoro aepesa packet-broker filter-map nacrpauBarorcs ums u
napameTpsl ocodoro ycnoBus. Umenu ocodoro ycinous <NAME> npucBanBaercsi Ipou3BOIbHOE
3HadyeHue (Hanpumep, static-nat). B komanaax cienyer yka3piBaTh TOJIBKO 3HAYCHUE HMEHHU.

Jlnst 0603Ha4YeHus npaBuita GpuiabTpanuu Tpaduka BBoautcs napametp — flow. imenu npasuia
<NAME> npucBanBaeTcs MPOU3BOJIbHOE 3HaYeHne (Hanpumep, static-0). B komangax criemyet
YKa3bIBaTh TOJbKO 3HAUEHHE UMEHHU.

[TapameTpsl 0co60r0 ycioBus (pUIBTpAIMK TOTOKA Tpaduka:

e action — nmeiictBue mpu cpabaThIBAHUK 0COOOTO yCIOBHUS (DUIBTPAIIMK TOTOKA TpaduKa.
BosMoxHbIe 3HaUeHUS action:
o drop — GuabTp, ONpEAESIONIHIA TI0 KAKHM YCITOBHIM TPOXOISIIHNA TpaQuK HYKHO

6mokupoBath. CTpoka ycloBus GUIBTPAIIUH C 3alaHHBIM HAOOpOM
KpuTepreB match:
= dst-ip — IP-aapec HazHaueHwus,
= dst-port — mopt Ha3HaYCHMS,
= ip-proto — ciucok HoMepoB IP-poTokos0B, HalineHHBIX B oJie "TIpoTokon"
3aronoBka [Pv4 u mone "Next Header" 3aromoBka IPv6. [lnana3on 3naueHuit
ot 0 1o 255,
= mpls-count — konm4ecTBO IeMeHTOB mpls Ha kaap. J(nana3zoH 3HaYeHUH OT
0 o 4,
= priority — mpuoputeT cTpoku GuibTpa. UeM OoIbliie 3HAYCHHUE, TEM BBIIIE
npuopurert. [To ymonuanuio 0,
= src-ip — IP-ampec ucrounuka,
*  Src-port — nmopT UCTOYHUKA,
= vlan-count — konuuecTBO 3meMeHTOB vlan Ha dpeiim (eciu Gpeiim nMeeT
MHOTO vlan-3arojoBkoB). JInama3on 3nauenuii ot 0 10 4,
= vlanl — 3navenue nepsoro vlan-tera,
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= vlan2 — 3nauenue BTOporo vlan-rera,

= vlan3 — 3nauenue TpeTnero vlan-rera,

= vlan4 — 3nauenue yerBeproro vlan-rera;

o pass — mporyckaTh JaHHBIA Tpaduk mpo3padHo. CTpoka ycIoBUs (GUIBTPAIIH C
3aJ]aHHBIM Ha0OpOM KpuTepues match:

= dst-ip — IP-axpec HazHaueHUS,

= dst-port — mopt Ha3HAYCHHUS,

= ip-proto — corcok HoMepoB IP-nipoTokoII0B, HalieHHbIX B mmoiie "TIpoTokon"”
3arojoBka IPv4 u mone "Next Header" 3aronoska IPv6. /Ilnanazon 3HaueHwMi
ot 0 o 255,

= mpls-count — kosMYecTBO 3JeMEeHTOB mpls Ha kajp. /luana3oH 3HAYCHUH OT
0 mo 4,

= priority — mpuoputeT cTpoku GribTpa. Uem Oosibliie 3HAUYCHHUE, TEM BBIIIC
npuopurert. [lo ymomnuanuto 0,

= src-ip — IP-agpec uctovHuka,

*  Src-port — nopT UCTOYHUKA,

= vlan-count — komudecTBO 31meMeHTOB vlan Ha dpeiim (eciu Gpeiim uMeeT
MHOT0 vlan-3aronoBkoB). /Jluana3zon 3Hauenuit ot 0 10 4,

= vlanl — 3nauenue nepsoro vlan-rera,

= vlan2 — 3nauenue Broporo vlan-rera,

= vlan3 — 3nauyenue TpeThero vlan-rera,

» vlan4 — snayenwue yerBeproro vlan-tera;

e match — ocoboe ycnoBue puibTpanny noToka Tpaduka ¢ 3a1aHHBIM HAOOPOM KPUTEPHEB.
Bo3moxHbie 3HaYeHHss Match:
o dst-ip — IP-aapec HazHaueHus,
o dst-port — moprt Ha3HAUCHHUS,
o Ip-proto — cnucok HoMepoB IP-npoTokosoB, HalaeHHBIX B moie "TIpoTokon"”
3arosioBka IPv4 u mone "Next Header" 3aromoska IPv6. J/Imanazon 3nauennii ot 0 10
255,
o mpls-count — komuecTBO 1eMeHTOB mpls Ha kajp. [uana3zon 3HaueHuii ot 0 10 4,
o priority — npropureT cTpoku (uibTpa. Uem Oosblie 3HaYCHHE, TEM BBIIIE
npuoputert. [To ymonuanuto 0,
o Src-ip — IP-agpec ucrounuka,
o Src-port— mopTt UCTOYHUKA,
vlan-count — konruecTBO 3neMeHTOB vlan Ha ¢peiim (eciau GpeliMm UMeeT MHOTO

O

vlan-3aromoskoB). /lnama3on 3nauenuii ot 0 10 4,
vlanl — 3nauenwue nepsoro vlan-tera,
vlan2 — 3nauenue Broporo vlan-rera,

o O

vlan3 — 3nauenue Tpersero vlan-tera,

O

vlan4 — 3nauenue uerBeproro vlan-rera.

O

3HaueHus mapaMeTpoB 3aatoTcs komaHaoi Set. CHHTaKCUC KOMaH bl HACTPONKHU 0COO0Tr0 yCIOBUS
(GuIBbTpauK MOTOKa TpadukKa:
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<FILTERING CONDITIONS>
<FILTERING CONDITIONS>

set packet-broker filter-map <NAME> flow <NAME> action <drop
| pass <FILTERING CONDITIONS>> match

[Tpumep KoMaHIbI:

set
set
5.8
set
set
set
set

set
set
set
set

set
set
set
set

set

5.8

5.8.

194.

packet-broker
packet-broker

.39.128/26

packet-broker
packet-broker
packet-broker
packet-broker
38.128/26
packet-broker
packet-broker
packet-broker
packet-broker
39.0/26
packet-broker
packet-broker
packet-broker
packet-broker
39.99.128/25
packet-broker

filter-map
filter-map

filter-map
filter-map
filter-map
filter-map

filter-map
filter-map
filter-map
filter-map

filter-map
filter-map
filter-map
filter-map

filter-map

static—-nat
static—-nat

static-nat
static-nat
static-nat
static-nat

static-nat
static-nat
static-nat
static-nat

static-nat
static-nat
static-nat
static-nat

static-nat

flow
flow

flow
flow
flow
flow

flow
flow
flow
flow

flow
flow
flow
flow

flow

static-0
static-0

static-0
static-1
static-1
static-1

static-1
static-2
static-2
static-2

static-2
static-3
static-3
static-3

static-3

admin# set packet-broker filter-map static-nat flow static-0

action drop
match dst-ip

match priority O

action drop
match dst-ip

match priority O

action drop
match dst-ip

match priority O

action drop
match dst-ip

match priority O

5.15

Hacrpoiika rpynnsi nOpTOB BXOASIIET0 TPapuKa

[TapameTpsl TpyIIIBI TOPTOB BXOsAIIETr0 Tpaduka 3amatoTcs B Betke packet-broker link-group.
MakcumanbHO JTOITyCTUMOE KOJIMYECTBO HACTPOSHHBIX rpymil — 16.

B Betke koHpurypanuonnoro nepesa packet-broker link-group nacrparBaercst umst U mapameTpbl
rpynnsl. I'pynne nopros Bxoasuero Tpapuka <NAME> npucBanBaetcs nmpon3BojbHOE 3HAUEHUE

(manpumep, BrokerLink1). B komaniax cieayer yka3blBaTh TOJIBKO 3HAYCHUE UMEHH TPYIIIIBL.

[TapameTpsl rpymnIibl MOPTOB BXOJSAILET0 TpaduKa:

lag — uMst arperupoBaHHOTO KaHalla, BKIFOUYEHHOTO B TPYIIITY MOPTOB BXOJAIIEr0O Tpaduka;

port — UM [I0PTa, BKIIFOYCHHOT'O B I'PYIIITY TOPTOB BXOAAMICTO Tpa(bm(a.

3Ha4YeHMs apaMeTPOB 3a1Ar0TCs KoMaH 101 Set. CHHTakcuc KOMaH/1bl HACTPOMKH I'PYIIITBI TOPTOB
BXOJISILEro Tpaduka:

|set packet-broker link-group <NAME> lag <NAME> port <NAME>

[Ipumep KoMaH/BI:

admin# set packet-broker link-group BrokerLinkl
set packet-broker link-group BrokerLinkl lag LAGl
set packet-broker link-group BrokerLinkl port pl-1
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[MapameTpsl rpyInbl MOPTOB Ha3HAYEHUS 3a1ar0Tcs B BeTke packet-broker share-group.
MaxkcuMansHO JI0MyCTUMOE KOIHYeCTBO HAacTpoeHHbIX rpymi — 200.

5.16 Hacrpoiika rpynnbl NOpTOB HA3HAYEHUS

B Betke xondurypamnuronnoro aepesa packet-broker share-group nacrpauBaercst ums u
napaMeTpsl IpyIbl HOPTOB HazHaueHus. ['pynne nopros HazHaueHuss <NAME> npucBanBaetcs
NpOM3BOJIbHOE 3HaYeHUE (HarpuMmep, Sharel). B komangax cieayeT yka3plBaTh TOIbKO
3HAYEeHUE UMEHU TPYIIIbI.

[TapameTpsl rpynnbl HOPTOB Ha3HAYCHUS:

 critical-capacity — mpoIrieHT y4aCTHHKOB B TPYIIIe IOPTOB HazHaueHUs<share-group>.
Huanazon pomyctumoro 3uaueHuit ot 0 go 100. ITo ymomuanuto ycranasnuBaetcs — 90,
o filter-map — ums criiricka ¢ 0coObIMU yCIOBUAME (DUITBTpAIK TpaduKa, 3aJaHHOE B
BeTke packet-broker filter-map;
e lag — ums arpernpoBaHHOrO KaHaia, BKIFOUYEHHOE B IPYIIY HOPTOB Ha3HaueHus <share-
group>;
e port— ums nopra, BKIFOYCHHOE B IPYIITy MOPTOB Ha3HA4YeHUs <share-group>;
e vlan-translation — ums VLAN, BxiroueHHo# B <share-group>. ITapamerpsi cetu VLAN:
o change-vlan — usmenser Ter VLAN. [/[nana3oH gomycTuMoro 3uadenuii ot 0 10
4095,
o pop-vlan — caumaer ter VLAN,
o push-vlan — no6asnser Ter VLAN. /lnana3zon gomyctumMoro 3Hadenuii ot 0 10
4095,
o to-lag — ums arperupoBaHHOrO KaHaja, Ha KOTOPOe OyIeT MPOXOIUTh
OT(QUIBTPOBAHHBIN TpapuK,
o to-port — ums nopta, Ha KOTOpoe OYJEeT MPOXOAUTH OTPUILTPOBAHHBIN TpapuK.

Henp3s co3paBaTh pa3Hble MpaBuia Ha oauH 1 ToT ke LAG unu nopt. J[Ba neiictBust pop-
vlan u push-vlan B ogaoM nipaBuiie mpu 0OHOBJICHUH MPOIIMBKY 3aMEHSIOTCS Ha change-
vlan.

BAJKHO! Pa3permiieHo co3aBath TOJIBKO OHO TpaBiio Oe3 ykazanus <to-lag>/<to-port>,
T.K. €CJIM HE YKa3bIBaTh HaIlpaBJIEHUE, TO IPaBUIIO OyIeT pacrpocTpaHsaThes Ha Bce LAG
WX TIOPTHI B JTaHHO# <share-group>.

3HauecHUS nmapaMeTpoOB 3aJar0TCA KoMaHIoi Set. CHHTaKCHC KOMaHbI HaCTPOf/'IKH TpYyHIibI ITIOPTOB
Ha3HAa4YCHU:

set packet-broker share-group <NAME> critical-capacity <NUM> filter-map
<NAME> lag <NAME> port <NAME> vlan-translation <NAME> {change-vlan <NUM>
| pop-vlan <NUM> | push-vlan <NUM>} {to-lag <NAME> | to-port <NAME>}

[Tpumep KOMaHIBI:

admin# set packet-broker share-group Sharel
set packet-broker share-group Sharel lag critical-capacity 60
set packet-broker share-group Sharel lag filter-map FILTER MAP1

EcoNPB (Network Packet Broker) PykoBoacTBo nosib3oBaTesst
172



D) RDP

set packet-broker share-group Sharel lag LAGlL

set packet-broker share-group Sharel port pl-1

set packet-broker share-group Sharel vlan-translation VLANI1

set packet-broker share-group Sharel vlan-translation VLANIl push-vlan
100

set packet-broker share-group Sharel vlan-translation VLANIl push-vlan
100 to-port pl-1

The query matched no documents.

5.17 Hacrpoiika rpynnsl noacereii Bxoasmero rpaguka

[TapameTpsl pymIibl MoaceTel BXoasmiero tpaduka 3amarorcs B Betke packet-broker subnet-
group. MakcumanbHO JOIMYCTUMOE KOJMYECTBO HACTPOSHHBIX Tpymi — 31.

B Betke konduryparmonnoro aepesa packet-broker subnet-group nacrpausaercst ums u
napaMmerpsl rpynnsl nojacereil. Umenu rpynmns noacereir <KNAME> npucBanBaercst npou3BoIbHOE
snauyenue (Hanpumep, SUBNETGR).

Jli1st 0003HaYCHUsI OACETH BBOMUTCS mapameTp — Subnet. MakcumasibHO I0MyCTHMOE KOJMYECTBO
HAcTpoeHHbIX nojcerei B rpynmne — 128. Mmenu noacetu <KNAME> npucBanBaercst npou3BoiIbHOE

3Hadyenue (Hanpumep, SUBL).

B xomangax CJICAYCT YKa3bIBATb TOJILKO 3HAYCHUC NMCH I'PYIIIbI IOACETH U ITOJACCTH.

[TapameTpsl rpynmbl NOPTOB HA3HAYCHUS:

e dst-ip — IP-aapec Ha3HaUeHus,
e ip—IP-anpec,
e Src-ip — IP-aapec ucroynuka.

3HaueHus mapaMeTpoB 3aat0Tcs KoMaHaou Set. CHHTaKCHUC KOMaH bl HACTPOWUKH TPYIIIIBI
MOZICETeH BXOsIIero Tpaduka:

set packet-broker subnet-group <NAME> subnet <NAME> dst-ip <IP-address>
ip <IP-address> src-ip <IP-address>

[Ipumep KoMaH/BI:

admin# set packet-broker subnet-group SUBNETGR

set packet-broker subnet-group SUBNETGR subnet SUBL
set packet-broker subnet-group SUBNETGR subnet SUB1 dst-ip 1.1.1.1/32
set packet-broker subnet-group SUBNETGR subnet SUBZ2
set packet-broker subnet-group SUBNETGR subnet SUB2 ip 192.168.0.0/24
set packet-broker subnet-group SUBNETGR subnet SUB3
set packet-broker subnet-group SUBNETGR subnet SUB3 src-ip 2.2.2.2/16
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[Tocne BBIMONHEHUST HACTPOEK HEOOXOUMO MPUMEHUTh U3MEHEHHUS M COXPAHUTH KOH(UTYPAIHIO.
JIroOble M3MEHEeHUsT KOH(PHUTYpalui BCTYIAIOT B CUITY TOJIBKO MOCIIE BBITIOIHEHHS KoMaH 16l apply.
[Tpumep KOHGUTYPHPOBAHUS HOBOT'O TIOPTA M IPUMEHEHHS HACTPOEK:

5.18 IIpumeHeHue U coXpaHeHHe KOHPUTYpALIMHA

admin# set port p7-1 speed 10G mtu 9000
[edit]

admin#apply

+ ports p7-1

+ ports p7-1 speed 10G

+ ports p7-1 mtu 9000

Device was configured

Jist coxpaHeHus: U3MEHEeHUH B (aiiiie 3arpy304Hoi KOHPHUTyparuyu He0OX0IUMO BBIITOIHUTD
KOMaHJly Save.

admin# save
Configuration was stored to file

Komanpa save 6e3 aprymenTtoB npenmnuceiBaeT CLI coxpanuts "cHuMok" (snapshot) Texyeit
koHpurypamun. [Tpu mocnenyromux craprax CLI u mepexoe B pe:kuM KOHPUTYPUPOBAHUS OyaeT
BBITNIOJHATHCS CpaBHEHUE JIEHCTBYONIEH KoHpuUrypamuu u nocineganero "caumka'. [pu
OOHapyXKEHUH Pa3IUIHid OYJET BBIJAHO COOTBETCTBYIOIICE MPEAYIPEIKICHHE CO CITUCKOM
pa3auurii ¥ BO3SMOXKHBIMU JCHCTBUAMMU:

o apply — mpumMeHeHHE U3MEHEHHI K TeKyIIeil KOHUTYpaluy;
e reset— cOpoc M3MeHEeHH 1 BO3BPAT K MOCIEAHEN AeHCTBYIONIEH KOHPUTYpalH;
e Merge — oObearHEeHNE BHECEHHBIX U3MEHEHUH ¢ AeCTBYIOMIEH KOHPUTYpalnei.

Huxe npeacrasnen ¢popMaT BeIBOJA NMPEAYPEKIECHUS O PA3IMUUAX MEXKAY NOCIEAHUM CHUMKOM
KOH(UTrypalyy U 1eHCTBYIOIIEH KOHPUTypalHei:

admin# exit
admin>
admin>
admin>edit
+ ports p7-1
+ ports p7-1 speed 10G
+ ports p7-1 mtu 9000
WARNING! Your configuration is different from current applied
Follows commands may be helpful for data manipulation
apply - apply current configuration

reset - reset configuration to current applied condition
merge - merge current configuration with curent applied
configuration
5.19 IIpumep TUNOBON KOHpUTypauMU

Hwxe npuBesieH mpuMep TUIOBOM KOH(PUTypaIMK yCTPOICTBA.
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:~$ ssh admin@125.201.113.103
Password:
Packet-Broker CLI
packet-broker@admin> show rdp-firmware boot-image
boot-image {
current A
A |
active true
stable false
version {
major 3
minor 2
release 5
bugfix 0
revision 3914
str 3.2.5.0.3914
}
tries 1
}
B {
active false
stable false
version {
major O
minor O
release O
bugfix 0
revision 0
str 0.0.0.0.0
}
tries 255
}
Factory {
active true
stable true
}
}
packet-broker@admin> configure
[edit]
packet-broker@admin# show | view set
set mng-if addresses default ip 192.168.100.202 prefix 24
set mng-if hostname packet-broker
set mng-if name-server 8.8.8.8
set mng-if name-server 1.1.1.1
set mng-if routes default destination 0.0.0.0 gateway 192.168.100.1
prefix O
set tacacs

tacacsplus
set tacacs tacacsplus
set tacacs tacacsplus
TACACS-login

server
server
server

TACACS SERVER 1
TACACS SERVER 1
TACACS SERVER 1

address 192.168.100.100
password-auth-protocol

server

set tacacs tacacsplus
set tacacs tacacsplus
set tacacs tacacsplus

server
server

TACACS SERVER 1
TACACS SERVER 1
TACACS_ SERVER 1

port 1234
shared-secret 12345
timeout 10

set port label pl-1 description port to ecofilter
set port label pl-1 direction force-up
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label
label
label
label
label
label
label
label
label
label
label
label

fec reed-solomon

lane 1

mtu 9000

negotiation enable

number 1

speed 40G

description port to ecofilter
direction force-up

fec reed-solomon

lane 1

mtu 9000

negotiation enable

port label p2-1 number 1

set port label p2-1 speed 40G

set logger logging-settings log-level error serve
4567 protocol udp

set ntp common timezone +3 sync-settings samples
set ntp server 1.1.1.1

set ntp server 1.1.1.1 prefer

set ntp server 2.2.2.2

set lag label LAG-1
set lag label LAG-1
set lag label LAG-1
set lag label LAG-1
set lag label LAG-1
set lag label LAG-1
set lag label LAG-1
set lag label LAG-1 members port pl-3

set lag label LAG-1 members port pl-3 priority 3
set lag system-id 192.168.255.1

set lag system-priority 1

set prometheus action start path-to-metrics metri
set prometheus action start port 2112

set snmp traps destination-host 10.212.130.154:16
set snmp traps enabled true

set snmp traps alarm namel

set snmp traps alarm namel category cold-start
set packet-broker filter-map FILTER-MAP1l flow F1
set packet-broker filter-map FILTER-MAP1l flow F1
ip 10.0.0.1/32 priority O

set packet-broker filter-map FILTER-MAP1 flow F1
12

set packet-broker filter-map FILTER-MAP1 flow F1
packet-broker flow F1
set packet-broker flow
set packet-broker flow
set packet-broker flow
set packet-broker flow
set packet-broker flow
set packet-broker flow
set flow

set
set
set
set
set
set
set
set
set
set
set
set
set

port
port
port
port
port
port
port
port
port
port
port
port

pl-1
pl-1
pl-1
pl-1

p2-1
p2-1
p2-1
p2-1
p2-1

lacp enable

lacp rate fast

members port pl-1

members port pl-1 priority 1
members port pl-2

members port pl-2 priority 2

Fl
Fl
Fl
Fl
Fl
Fl
Fl

drop match payload-matc
enable true

hash-type sip

match vlanl 11
to-balance-group Bbalan
to-lag LAG-1

rs 192.168.200.200 port

5 sync-period 20

CS

2

action drop match dst-
action pass match wvlanl
match vlanl 13set

h PAY1

cel

set
set
set
set

packet-broker
packet-broker
packet-broker
packet-broker
packet-broker

to-learn-group 1

flow F1 to-mirror-group Balance?2
flow F1 to-port pl-1

link-group BrokerLinkl
link-group BrokerLinkl lag LAGL
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set
set
set
set
set
set
set
set
set
set
set
100
set
100
set
set
set
set
set
set
set

packet-broker
packet-broker
packet-broker
packet-broker
packet-broker
packet-broker
packet-broker
packet-broker
packet-broker
packet-broker
packet-broker

packet-broker
to-port pl-1

packet-broker
packet-broker
packet-broker
packet-broker
packet-broker
packet-broker
packet-broker

D) RDP

link-group BrokerLinkl port pl-1
payload-match PAY1

payload-match PAY1
payload-match PAY1

share-group
share-group
share-group
share-group
share-group
share-group
share-group

share-group

subnet-group
subnet-group
subnet-group
subnet-group
subnet-group
subnet-group
subnet-group

Sharel
Sharel
Sharel
Sharel
Sharel
Sharel
Sharel

Sharel

SUBNETGR
SUBNETGR
SUBNETGR
SUBNETGR
SUBNETGR
SUBNETGR
SUBNETGR

match 1500
priority 1

subnet
subnet
subnet
subnet
subnet
subnet

lag critical-capacity 60
lag filter-map FILTER MAP1
lag LAGI1
port pl-1
vlan-translation VLANI1
vlan-translation VLAN1l push-vlan

vlan-translation VLAN1l push-vlan

SUB1
SUBL dst-ip 1.1.1.1/32
SUB2
SUB2 ip 192.168.0.0/24
SUB3
SUB3 src-ip 2.2.2.2/16
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6 Ynpasienue yepe3 API

VYupasnenue YcrpoiictBoM uepe3 APl BO3MOKHO € TOMOIIBIO:

e Python — ckpunTOBBIii A3BIK IPOrPAMMHUPOBAHHS,
o Bash (Bourne-Again SHell) — komanaublii uatepnperarop B cucremax UNIX, B
ocobennocty B GNU/Linux.

Uepe3 API M0OXHO BBITIOJIHUTH MATh TUIIOB JICHCTBUI:

e 3arpy3uTh KOH(pUTypanumo (startup u running config), MPUMEHUTh U COXPAHUTB;

e ckauaTh KoH(puryparmu B popmare JSON;

e mpouuTaTh KOHUrypauuto (readwrite moss) u uapopmaiuio 06 ycrpoiicrse (readonly
oJIst )

e BbI3BaTh yAal€HHbIe poueaypsl RPC;

e 3arpy3uTh KOHUTypayio (running config) ¥ MPUMEHUTB.

[Tepeuncnennsie pyHKIMU Y CTPONCTBA MPUBS3aHBI K OMPEAeNIEHHBIM MTOPTaM:

o Toprt 22045: mo3BosieT 3arpy3uTh KoH(pUTrypanuro nearnkoM B popmare JSON, a Taxoke
OPUMEHUTH e¢ U coxpanuTh (XPATH nyTtu ykazars HEJIb3sl).

ITpumep s Python:

import subprocess

proc = subprocess.Popen(["sshpass", "-p", "admin", "ssh", "-T", "-
oStrictHostKeyChecking=no", "-oForwardXll=no", "admin@192.168.255.1", "-
p", "22045"], stdin=subprocess.PIPE, stdout=subprocess.PIPE)
proc.stdin.write ("{\"mng-

if:addresses\": [{\"name\":\"default\", \"ip\":\"10.210.9.145\",\"prefix\"
:24}1,\"mng-

if:routes\": [{\"name\":\"default\",\"gateway\":\"10.210.9.2\",\"destinat
ion\":\"0.0.0.0\",\"prefix\":0}], \"mng-
if:hostname\":\"QA22045\"}\n" .encode ("utf-8"))

proc.stdin.flush ()

print (proc.stdout.read())

[Mpumep mis Bash:

$ echo | sshpass -p admin ssh -T -oStrictHostKeyChecking=no
admin@10.210.9.145 -p 22045

OK

{"mng-

if:addresses": [{"name":"default","ip":"10.210.9.145", "prefix":24}], "mng-
if:routes":[{"name":"default", "gateway":"10.210.9.2","destination":"0.0.
0.0","prefix":0}], "mng-if:hostname" :"QA22045"}

o TlopTt 22046: mo3BoJIIE€T TPOCMOTPETH BCIO KOHpUTrypanuto B opmare JSON, a Taxke
KOH(HUTYpaIuio oTAeIbHOT0 napameTpa (MoxHO ucnoiab3oBath XPATH myTn).
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[Tpumep ans Python (Bcst konduryparus):

import subprocess

proc = subprocess.Popen(["sshpass", "-p", "admin", "ssh", "-T", "-
oStrictHostKeyChecking=no", "-oForwardXll=no", "admin@192.168.255.1", "-
p", "22046"], stdin=subprocess.PIPE, stdout=subprocess.PIPE)
proc.stdin.write ("/*\n".encode ("utf-8"))

proc.stdin.flush ()

print (proc.stdout.read())

[Tpumep ms Python (koudurypanus otaensHOro mapamerpa port):

import subprocess

proc = subprocess.Popen (["sshpass", "-p", "admin", "ssh", "-T", "-
oStrictHostKeyChecking=no", "-oForwardXll=no", "admin@192.168.255.1", "-
p", "22046"], stdin=subprocess.PIPE, stdout=subprocess.PIPE)
proc.stdin.write ("/port:*\n".encode ("utf-8"))

proc.stdin.flush ()

print (proc.stdout.read())

[Mpumep mis Bash (Bcst koHduryparus):

$ echo '/*' | sshpass -p admin ssh -T -oStrictHostKeyChecking=no
admin@10.210.9.145 -p 22046
OK

{"ntp:timezone":"Europe/London", "ecofilter-balancer:nat-unit-
queues":10,"ecofilter-balancer:balance-

groups": [{"name" :"BALANCEGROUP1ITEST", "filter-

group": [{"name" :"GROUPITEST", "lan":"p2-1", "wan" :"p2-2"}],"liveness-
profile":"live loop or not","rebalance":"enable"}, {"name":"BALANCEGROUP2
TEST","filter—-group": [{"name" :"GROUP2TEST", "lan":"p2-4", "wan":"p2-
3"}],"liveness-

profile":"live loop or not","rebalance":"enable"}],"ecofilter-
balancer:filters": [{"name" :"FILTERITEST", "apply-to-
links":["ISP1"],"flows":[{"name" :"FLOWITEST", "action":{"balancing-
as":"mag-hash", "to-balance-

group" : "BALANCEGROUPITEST"}, "priority":123} ]}, {"name" :"FILTER2TEST", "app
ly-to-links":["ISP2"],"flows":[{"name" :"FLOW2TEST", "action": {"balancing-
as":"mag-hash", "to-balance-

group" : "BALANCEGROUP2TEST" }, "priority":123}]}],"ecofilter-
balancer:1ink":[{"name":"ISP1","lan":"pl-1","wan":"pl-

3"}, {"name" :"ISP2","lan":"pl-2","wan":"pl-4"}], "ecofilter-
balancer:liveness-profiles":[{"name":"live loop or not","active-
pairs":1,"initial-delay":8000,"interval":5000, "probes-down-

count":10, "probes-up-count":1}],"port:label": [{"name":"pl-
1","lane":1,"mtu":9000, "number":1, "speed":"10G"}, {"name" :"pl-
2","lane":2,"mtu":9000, "number":1, "speed":"10G"}, {"name" :"pl-
3","lane":3, "mtu":9000, "number":1, "speed":"10G"}, {"name" :"pl-

4", "lane":4,"mtu":9000, "number":1, "speed":"10G"}, {"name" : "p2-
1","lane":1,"mtu":9000, "number":2, "speed" :"10G"}, {"name" : "p2-
2","lane":2,"mtu":9000, "number":2, "speed":"10G"}, {"name" : "p2-
3","lane":3,"mtu":9000, "number":2, "speed":"10G"}, {"name" : "p2-

4", "lane":4,"mtu":9000, "number":2, "speed" :"10G"} ], "mng-

if:addresses": [{"name":"default","ip":"10.210.9.145", "prefix":24}], "mng-
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if:routes":[{"name":"default", "gateway":"10.210.9.2","destination":

0.0","prefix":0}], "mng-if:hostname" :"QA"}

[Mpumep mis Bash (kondurypanus oraensHoro mapamerpa port):

$ echo '/port:*' | sshpass -p admin ssh -T -oStrictHostKeyChecking=no
admin@10.210.9.145 -p 22046

OK

{"port:label":[{"name":"pl-

1","lane":1, "mtu":9000, "number":1, "speed":"10G"}, {"name" :"pl-
2","lane":2, "mtu":9000, "number":1, "speed":"10G"}, {"name" :"pl-
3","lane":3, "mtu":9000, "number":1, "speed":"10G"}, {"name" :"pl-
4", "lane":4,"mtu":9000, "number":1, "speed":"10G"}, {"name" : "p2-
1","lane":1,"mtu":9000, "number":2, "speed":"10G"}, {"name" : "p2-
2","lane":2, "mtu":9000, "number":2, "speed":"10G"}, {"name" : "p2-
3","lane":3,"mtu":9000, "number":2, "speed" :"10G"}, {"name" : "p2-
4", "lane":4, "mtu":9000, "number":2, "speed":"10G"} ]}

e Ilopt 22047: n03BOJISIET MPOCMOTPETH BCIO KOHPUTYPALIMIO U COCTOSTHUS, KOH(PUTYpaIUIO
OTJIEIbHOTO MapaMeTpa, a TaKkKe MPoYnuTaTh HHPOpMAIHIO 00 Y CTpoiicTBe.

[Mpumep mis Python (Bcst konguryparus):

import subprocess

proc = subprocess.Popen(["sshpass", "-p", "admin", "ssh", "-T", "-
oStrictHostKeyChecking=no", "-oForwardXll=no", "admin@192.168.255.1", "-
p", "22047"], stdin=subprocess.PIPE, stdout=subprocess.PIPE)
proc.stdin.write ("/*\n".encode ("utf-8"))

proc.stdin.flush ()

print (proc.stdout.read())

[Mpumep mis Python (koudurypanms otaensHOro napamerpa port):

import subprocess

proc = subprocess.Popen(["sshpass", "-p",
oStrictHostKeyChecking=no", "-oForwardXll=no", "admin@192.168.255.1", "-
p", "22046"], stdin=subprocess.PIPE, stdout=subprocess.PIPE)
proc.stdin.write ("/port:*\n".encode ("utf-8"))

proc.stdin.flush ()

print (proc.stdout.read())

"admin", "SSh", "_T", w__

[Mpumep ms Bash (Bcst konduryparms):

$ echo '/*' | sshpass -p admin ssh -T -oStrictHostKeyChecking=no
admin@10.210.9.145 -p 22047

OK

{"rdp-firmware:boot-

image":{"current":"A","A":{"active":true, "stable":false,"version":{"majo
r":3,"minor":2, "release":3, "bugfix":0, "revision":3122,"str":"3.2.3.0.312
2"}, "tries":1},"B":{"active":false, "stable":false,"version":{"major":3,"
minor":2,"release":3, "bugfix":0, "revision":3122,"str":"3.2.3.0.3122"},"t
ries":0}, "Factory":{"active":true, "stable":true}}, "ntp:timezone" :"Europe
/London", "ecofilter-balancer:nat-unit-queues":10, "ecofilter-
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balancer:balance-groups": [{"name" :"BALANCEGROUPITEST", "filter-
group": [{"name" :"GROUPLITEST", "lan":"p2-1","wan":"p2-2","filter-group-
state":"down", "statistics":{"keep-alive":{"to-lan":{"time-on-
path":"0","time-of-receipt":"4957919465269"}, "to-wan": {"time-on-
path":"0","time-of-receipt":"4957919475799"}}}}],"liveness-
profile":"live loop or not","rebalance":"enable","state":"bypass"}, {"nam
e" : "BALANCEGROUP2TEST", "filter—-group": [{"name" : "GROUP2TEST", "lan":"p2-
4", "wan" :"p2-3","filter-group-state":"down", "statistics": {"keep-
alive":{"to-lan":{"time-on-path":"0","time-of-
receipt":"4957919573139"}, "to-wan": {"time-on-path":"0", "time-of-
receipt":"4957919580094"}}}}],"liveness—
profile":"live loop or not","rebalance":"enable","state":"bypass"}], "eco
filter-balancer:filters":[{"name" :"FILTERITEST", "apply-to-
links": ["ISP1"],"flows": [{"name" :"FLOWITEST", "action":{"balancing-
as":"mag-hash", "to-balance-
group" : "BALANCEGROUPITEST"}, "priority":123, "statistics": {"bytes":"0", "pa
ckets":"0"}}]1}, {"name" :"FILTER2TEST", "apply-to-
links":["ISP2"],"flows": [{"name":"FLOW2TEST", "action": {"balancing-
as":"mag-hash", "to-balance-
group" : "BALANCEGROUP2TEST" }, "priority":123, "statistics": {"bytes":"0", "pa
ckets":"0"}}]1}],"ecofilter-balancer:1ink":[{"name":"ISP1","lan":"pl-
1", "wan":"pl1-3"}, {"name" :"ISP2", "lan":"pl-2","wan":"pl-4"}],"ecofilter-
balancer:liveness-profiles": [{"name":"live loop or not","active-
pairs":1,"initial-delay":8000,"interval":5000, "probes-down-
count":10, "probes-up-count":1}], "port:label": [{"name":"pl-
1","lane":1, "mtu":9000, "number":1, "speed":"10G", "1link-
state":"down"}, {"name":"pl-
2","lane":2, "mtu":9000, "number":1, "speed":"10G", "1link-
state":"down"}, {"name":"pl-
3","lane":3, "mtu":9000, "number":1, "speed":"10G", "1link-
state":"down"}, {"name":"pl-
4", "lane":4,"mtu":9000, "number":1, "speed":"10G", "1link-
state":"down"}, {"name" :"p2-
1","lane":1, "mtu":9000, "number":2, "speed" :"10G", "1link-
state":"down"}, {"name" :"p2-
2","lane":2, "mtu":9000, "number":2, "speed":"10G", "1link-
state":"down"}, {"name" :"p2-
3","lane":3, "mtu":9000, "number":2, "speed":"10G", "1link-
state":"down"}, {"name" :"p2-
4", "lane":4,"mtu":9000, "number":2, "speed":"10G", "1link-
state":"down"}], "mng-
if:addresses": [{"name":"default","ip":"10.210.9.145", "prefix":24}], "mng-
if:routes":[{"name":"default", "gateway":"10.210.9.2","destination":"0.0.
0.0","prefix":0}], "mng-if:hostname":"QA"}

[Mpumep mis Bash (kondurypanus otaensHoro mapamerpa port):

$ echo '/port:*' | sshpass -p admin ssh -T -oStrictHostKeyChecking=no
admin@l10.210.9.145 -p 22047
OK

{"port:label":[{"name":"pl-
1","lane":1, "mtu":9000, "number":1, "speed" :"10G", "1link-
state":"down"}, {"name":"pl-
2","lane":2, "mtu":9000, "number":1, "speed":"10G", "1link-
state":"down"}, {"name":"pl-
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3", "lane":3, "mtu":9000, "number"
state":"down"}, {"name":"pl-
4", "lane":4,"mtu":9000, "number"
state":"down"}, {"name":"p2-
1","lane":1, "mtu":9000, "number"
state":"down"}, {"name":"p2-
2", "lane":2, "mtu":9000, "number"
state":"down"}, {"name":"p2-
3","lane":3, "mtu":9000, "number"
state":"down"}, {"name":"p2-
4" ,"lane":4,"mtu":9000,

"number" :

:1, "speed":
:1, "speed":
:2,"speed":
:2,"speed":
:2,"speed":

2,"speed":

D) RDP

"10G", "link-
"10G", "link-
"10G", "link-
"10G", "link-
"10G", "link-

"10G","link-state":"down"}]}

e Tlopt 22048: n03BOJISET NPOCMOTPETH CIIUCOK IPOIIMBOK HAa YCTPOMCTBE, a TAKXKE
BBINOJIHUTG BBI30B yAanéHHbIX npouenyp (RPC nepenaéres B popmare JSON).

[Tpumep s Python:

import subprocess
proc =
oStrictHostKeyChecking=no",
p", "22048"],

subprocess.Popen (["sshpass",

"_pn ,

"-oForwardXll=no",
stdin=subprocess.PIPE,

"admin", "SSh", "_T", w_
"admin@192.168.255.1",

stdout=subprocess.PIPE)

proc.stdin.write ("{\"hardware-info:show-all\":{}}\n".encode ("utf-8"))

proc.stdin.flush ()
print (proc.stdout.read())

[Mpumep mis Bash:

S echo

'"{"rdp-firmware:1list":{}}" |

sshpass -p admin ssh -T -

oStrictHostKeyChecking=no admin@10.210.9.145 -p 22048

OK

{"rdp-firmware:file":[{"name" :"SDNSwitch-ecofilter-balancer-

3.2.3.0.
3.2.3.0.
3.2.3.0.
28a69%ae.

3034-develop-48babdl.image"}, {"name" :"SDNSwitch-ecohighway-
3034-develop-48babdl.image"}, {"name" :"SDNSwitch-ecoddp-
3034-new structure tests plus docker kudachkin-

image"}, {"name" :"SDNSwitch-ecofilter-balancer-3.2.3.0.3034-

develop.handmade-48babdl.image"}, {"name" :"SDNSwitch-ecofilter-balancer-

3:.2.3.0.

ecofilter-balancer-3.2.3.0.3038-develop-
a%ec731.image"}, {"name" :"SDNSwitch-ecofilter-balancer-3.2.3.0.3040-
develop-dde2367.image"}, {"name" :"SDNSwitch-ecofilter-balancer-
3.2.3.0.3041-develop-1a88025.1image"}, {"name" :"SDNSwitch-ecohighway-
3.2.3.0.3041-develop-1a88025.1image"}, {"name" :"SDNSwitch-ecohighway-
3.2.3.0.3044-develop.handmade-8789648.1image"}, {"name" :"SDNSwitch-
ecohighway-3.2.3.0.3046-develop-b375340.1image"}, {"name" : "SDNSwitch-
ecohighway-3.2.3.0.3047-develop-a473fbb.image"}, {"name" :"SDNSwitch-
ecohighway-3.2.3.0.3047-merge-request-fix-rpc-

7b2d205.image"}, {"name" : "SDNSwitch-ecohighway-3.2.3.0.3050-merge-
request-cli load config-27cb3cf.image"}, {"name":"SDNSwitch-ecofilter-
balancer-3.2.3.0.3034-new structure tests plus docker kudachkin-
e655134.image"}, {"name" : "SDNSwitch-ecohighway-3.2.3.0.3052-
develop.handmade-d97612e.image"}, {"name" :"SDNSwitch-ecohighway-
3.2.3.0.3052-merge-request-cli load config-

ed99870.1image"}, {"name" : "SDNSwitch-ecofilter-balancer-3.2.3.0.3054-
develop-1l4cla?24.image"}, {"name" :"SDNSwitch-ecohighway-3.2.3.0.3011-

3037-develop.handmade-6c341b5.image"}, {"name" : "SDNSwitch-
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develop-7bd4fb9.image"}, {"name" : "SDNSwitch-ecohighway-3.2.3.0.2995-
develop-d2f7c05.image"}, {"name" : "SDNSwitch-ecofilter-balancer-
3.2.3.0.3057-develop.handmade-a466212.image"}, {"name" :"SDNSwitch-
ecohighway-3.2.3.0.3061-develop-205a6cl.image"}, {"name" :"SDNSwitch-
ecofilter-balancer-3.2.3.0.3061-develop-

205a6cl.image"}, {"name" :"SDNSwitch-ecohighway-3.2.3.0.3001-develop-
2414eed.image"}, {"name" :"SDNSwitch-ecohighway-3.2.3.0.3062-
develop.handmade-b77e77a.image"}, {"name" : "SDNSwitch-ecohighway-
3.2.3.0.3068-develop.handmade-59f6140.image"}, {"name" :"SDNSwitch-
ecohighway-3.2.3.0.3070-develop.handmade-

7d1289f.image"}, {"name" :"SDNSwitch-ecofilter-balancer-3.2.3.0.3070-
develop.handmade-7d1289f.image"}, {"name" :"SDNSwitch-ecohighway-
3.2.3.0.3078-develop.handmade-bla8429.image"}, {"name" :"SDNSwitch-
ecohighway-3.2.3.0.3083-merge-request-cli fix ancestor parent-
625b29%a.image"}, {"name" : "SDNSwitch-ecoddp-3.2.3.0.3083-develop-
3e82f8a.image"}, {"name" :"SDNSwitch-ecohighway-3.2.3.0.3085-develop-
b83b6ad.image"}, {"name" :"SDNSwitch-ecohighway-3.2.3.0.3085-
develop.handmade-b83b6a4d.image"}, {"name" : "SDNSwitch-ecoddp-3.2.3.0.3086-
merge-request-cli fix ancestor parent-

753607c.image"}, {"name" : "SDNSwitch-ecohighway-3.2.3.0.3088-merge-
request-fix-bgp-3abelab.image"}, {"name" :"SDNSwitch-ecohighway-—
3.2.3.0.3093-develop.handmade-9772%aa.image"}, {"name" : "SDNSwitch-
ecohighway-3.2.3.0.3096-develop-246cabe.image"}, {"name":"SDNSwitch-
ecofilter-balancer-3.2.3.0.3096-develop-

246cabe.image"}, {"name" :"SDNSwitch-ecofilter-balancer-3.2.3.0.3093-
merge-request-cli hostname-9430645.1image"}, {"name":"SDNSwitch-ecoddp-
3.2.3.0.3107-develop-d40992c.image"}, {"name" :"SDNSwitch-ecotap-

3.2.3.0.3108-develop-fb0dlae.image"}, {"name" :"SDNSwitch-ecotap-
3.2.3.0.3109-develop-521572a.image"}, {"name" :"SDNSwitch-ecotap-
3.2.3.0.3113-merge-request-ecotap lags-

67c293f.image"}, {"name" :"SDNSwitch-ecofilter-balancer-3.2.3.0.3113-

develop-78alf25.image"}, {"name" :"SDNSwitch-ecotap-3.2.3.0.3116-merge-
request-ecotap lags-4816f0c.image"}, {"name":"SDNSwitch-ecofilter-
balancer-3.2.3.0.3116-merge-request-fix hash 14-

3698cd6.image"}, {"name" :"SDNSwitch-ecohighway-3.2.3.0.3117-develop-
b08f225.image"}, {"name" :"SDNSwitch-ecohighway-3.2.3.0.3116-develop-
06c5dal.image"}, {"name" :"SDNSwitch-ecofilter-balancer-3.2.3.0.3117-
develop-b08f225.image"}, {"name" : "SDNSwitch-ecofilter-balancer-
3.2.3.0.3122-merge-request-fix hash 14-

a3051c8.image"}, {"name" :"SDNSwitch-ecofilter-balancer-3.2.3.0.3122-
merge-request-fix hash 14-b546c74.image"}]}

o Tlopt 22049: no3BossieT 3arpy3uTh KoHpuUrypauuto reaukom B popmare JSON, a Takxe
npumeHuTh ee (XPATH myTu ykazaTh HENb3s).

[Mpumep mis Python:

import subprocess

proc = subprocess.Popen(["sshpass", "-p", "admin", "ssh", "-T", "-
oStrictHostKeyChecking=no", "-oForwardXll=no", "admin@192.168.255.1", "-
p", "22049"], stdin=subprocess.PIPE, stdout=subprocess.PIPE)
proc.stdin.write ("{\"mng-

if:addresses\": [{\"name\":\"default\",\"ip\":\"10.210.9.145\",\"prefix\"
:24}1,\"mng-
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if:routes\": [{\"name\":\"default\",\"gateway\":\"10.210.9.2\",\"destinat
ion\":\"0.0.0.0\",\"prefix\":0}], \"mng-
if:hostname\":\"QA22049\"}\n" .encode ("utf-8"))

proc.stdin.flush ()

print (proc.stdout.read())

[Tpumep aus Bash:

$ echo | sshpass -p admin ssh -T -oStrictHostKeyChecking=no
admin@10.210.9.145 -p 22049

OK

{"mng-

if:addresses": [{"name":"default","ip":"10.210.9.145", "prefix":24}], "mng-
if:routes":[{"name":"default", "gateway":"10.210.9.2","destination":"0.0.
0.0","prefix":0}], "mng-if:hostname" :"QA22049"}
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https://rdp.ru
Tenedon: +7(495)204-9-204
E-Mail: sales@rdp.ru
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